CA Certificate Chain
Total number of certificates: 2

ORC ECA Foreign Nationals CA 1 Signing Certificate:
Certificate Subject DN

CN=ORC ECA Foreign Nationals CA 1,0U=Certification Authorities,OU=ECA,0O=U.S.
Government,C=US

Certificate in base64 encoded format

MIIEHzCCA4igAwIBAgIBIzANBgkghkiGOWOBAQUFADBLMQswCQYDVQQGEwWJIVUzZEY
MBYGAL1UEChMPVS5TLIBHb3ZIcm5tZW50MQwwCgYDVQQLEWNFQOEXFDASBgNVBAMT
COVDQSBSb290IENBMB4XDTA3MDYyYyOTEXxMzMzNIoXDTEzMDYzMDEwMzMzNIlowgY Ix
CzAJBgNVBAYTAIVTMRgwFgYDVQQKEW9VLIMulEdvdmVybm1lbnQxDDAKBgNVBAST
AOVDQTEIMCAGALUECXMZQ2VydGImaWNhdGIlvbiBBdXRob3JpdGliczEnMCUGAL1UE
AxMeT1JIDIEVDQSBGb3JlawWdulE5hdGlvbmFscyBDQSAXMIGIMAOGCSqGSIb3DQEB
AQUAAAGNADCBIQKBgQDAIFrDPkuYgrloble01gfi3HxgWSJq/T3MINKNcF4SBc8i

pAKY TWKFpJBKkMhwXoOXUvMeaRr+yYqUOCLRHVradmQIv8B39GIHNG/NS2EAyE7
ErvX8tmix+xJMTvO6NL1UOSIR4wzri5cOVp6ZnNhU45r0LnJO+KiTsE/Cwd6EQID
AQAB04IB2TCCAJUWEgYDVROTAQH/BAgwBgEB/WIBADAOBgNVHQ8BAfSEBAMCAY Yw
HwYDVRO0jBBgwFoAU9rgEJwW5WFtmM5Y9n90VRIQaAISC8wHQYDVROOBBYEFJqYpA6x
/pUtP/X014Zgo8TL5EtSMIIBKQYDVROfBIIBIDCCARWwWgGY2ggYqggYeGgYRsZGFw
0i8vY3JsLmNoYW1iLmRpc2EubWIsL2NuJTNERUNBJTIwUm9vdCUyMENBJTJIDJTIw
b3UIMORFQOEIMKMIMjBVJTNEVS5TLIUyMEdvdmVybm1lbnQIMKMIM|BjJJTNEVVM/
Y2VydGImaWNhdGVyZXZvY2F0aW9ubGlzdDtiaw5hcnkwgYmggYaggYOGgYBsZGFw
Oi8vZWNhLWRzLmM9yYy5jb20vY24IMORFQOEIMjBSb290JTIwQOEIMKkMIM|BvdSUz
REVDQSUyQyUyMGS8IMORVLIMuJTIwR292ZXJubWVudCUyQyUyMGMIMORVUZz9jZXJO0
aWZpY2F0ZXJldm9jY XRpb25saXN00O2JpbmFyeTBCBggrBgEFBQCcBAQQ2MDQwWMgYI
KwYBBQUHMAKGJImhOdHAGLY9IY2Eub3JjLmNvbS9jZXJ0cy9lY2Fyb290Y2EucDd]
MAOGCSqGSIbh3DQEBBQUAA4GBAINh2xBkxvaKsIGkKXM4LF/+zjUbahj8TzmAgbNJu
cnbVsUVwWAS0]TT6dKrj4D1U/NVV/VC2pOIUGIEAB79/h/FIVINyaWsXTIWN97tSo/
Z9EY4f7p3DS83+HItk7uP3H2uwsU9RICE+LP7gNmggtZ2XIGJew5YY7xFEKN5952

ovbVv

Certificate Contents

Certificate:
Data:

Version: v3
Serial Number: 0x23
Signature Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5
Issuer: CN=ECA Root CA,0OU=ECA,0=U.S. Government,C=US
Validity:

Not Before: Friday, June 29, 2007 11:33:36 AM GMT

Not After: Sunday, June 30, 2013 10:33:36 AM GMT
Subject: CN=ORC ECA Foreign Nationals CA 1,0U=Certification Authorities,OU=ECA,0=U.S.

Government,C=US

Subject Public Key Info:

Algorithm: RSA - 1.2.840.113549.1.1.1

Public Key:

Exponent: 65537



Public Key Modulus: (1024 bits) :
C0:94:5A:C3:3E:4B:98:82:BD:68:6C:87:B4:D6:07:E2:
DC:7C:60:59:22:6A:FD:3D:CC:20:D2:8D:70:5E:12:05:
CF:22:A4:09:18:4D:62:85:A4:90:64:32:1C:17:A0:E5:
D4:BC:C7:9A:46:BF:B2:62:A5:0E:70:B4:47:7D:5A:DA:
E2:64:08:BF:C0:77:F4:69:47:34:6F.CD:4B:61:00:CA:
31:3B:12:B5:57:F2:D9:A5:C7:EC:49:31:3B:F4:E8:D2:
F5:B8:E4:88:47:8C:33:AE:2E:5C:39:5A:7A:66:73:61:
53:8E:6B:D0:B9:C9:D3:E2:A2:4E:C1:3F.0B:07:7A:11

Extensions:
Identifier: Basic Constraints - 2.5.29.19

Critical: yes

Is CA: yes

Path Length Constraint: 0

Identifier: Key Usage: - 2.5.29.15
Critical: yes
Key Usage:
Digital Signature
Key CertSign
Crl Sign
Identifier: Authority Key Identifier - 2.5.29.35

Critical: no

Key ldentifier:
F6:B8:04:27:0E:56:16:D9:B9:63:D9:FD:A1:54:65:41.:
A0:08:48:2F

Identifier: Subject Key Identifier - 2.5.29.14

Critical: no

Key Identifier:
9A:98:A4:0E:B1:FE:95:2D:3F:F5:F4:23:86:60:A3:C4:
CB:E4:4B:52

Identifier: CRLDistributionPoints - 2.5.29.31

Critical: no

Value:
30:82:01:1C:30:81:8D:A0:81:8A:A0:81:87:86:81:84:
6C:64:61:70:3A:2F:2F:63:72:6C:2E:63:68:61:6D:62:
2E:64:69:73:61:2E:6D:69:6C:2F:63:6E:25:33:44:45:
43:41:25:32:30:52:6F:6F:74:25:32:30:43:41:25:32:
43:25:32:30:6F:75:25:33:44:45:43:41:25:32:43:25:
32:30:6F:25:33:44:55:2E:53:2E:25:32:30:47:6F:76:
65:72:6E:6D:65:6E:74:25:32:43:25:32:30:63:25:33:
44:55:53:3F:63:65:72:74:69:66:69:63:61:74:65:72:
65:76:6F:63:61:74:69:6F:6E:6C:69:73:74:3B:62:69:
6E:61:72:79:30:81:89:A0:81:86:A0:81:83:86:81:80:
6C:.64:61:70:3A:2F:2F:65:63:61:2D:64:73:2E.6F.72:
63:2E:63:6F:6D:2F:63:6E:25:33:44:45:43:41:25:32:
30:52:6F:6F:74:25:32:30:43:41:25:32:43:25:32:30:
6F:75:25:33:44:45:43:41:25:32:43:25:32:30:6F:25:
33:44:55:2E:53:2E:25:32:30:47:6F:76:65:72:6E:6D:
65:6E:74:25:32:43:25:32:30:63:25:33:44:55:53:3F:
63:65:72:74:69:66:69:63:61:74:65:72:65:76:6F:63:
61:74:69:6F:6E:6C:69:73:74:3B:62:69:6E:61:72:79

Identifier: Authority Info Access: - 1.3.6.1.5.5.7.1.1
Critical: no
Access Description:
Method #0: 1.3.6.1.5.5.7.48.2
Location #0: URIName: http://eca.orc.com/certs/ecarootca.p7c



Signature:

Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5

Signature:
89:E1:DB:10:64:C6:F6:8A:B0:81:A4:5C:CE:0B:17:FF:
B3:8D:46:DA:86:3F:13:CE:60:20:6C:D2:6E:72:76:D5:
B1:45:70:03:9D:23:4D:3E:9D:2A:B8:F8:0F:55:3F:BD:
5F:D5:0B:6A:4E:95:41:A5:10:00:7B:F7:F8:7F:15:F5:
75:37:26:96:B1:74:E2:58:DF:7B:B5:2A:3F:CF:D1:18:
E1.:FE:E9:DC:34.BC.DF.E1:E5.7E:4E:EE:3F:71:F6:BB:
0B:14:F5:1F:42:EB:E2:CF:EE:03:66:82:0B:59:D9:79:
46:25:EC:39:61:8E:F1:14:42:8D:E7:DE.76:D1:56:D5



ORC ECA Root Certificate:
Certificate Subject DN
CN=ECA Root CA,0OU=ECA,0=U.S. Government,C=US

Certificate in base64 encoded format

MIICmDCCAgGgAwIBAgIBDjANBgkghkiGOWOBAQUFADBLMQswCQYDVQQGEwWJVUzZEY
MBYGAL1UEChMPVS5TLIBHb3ZIcm5tZW50MQwwCgYDVQQLEWNFQOEXFDASBgNVBAMT
COVDQSBSb290IENBMB4XDTAOMDYXNDEWM]AWOV0oXDTQWMDYXNDEwWMjAwOVowSzEL
MAKGA1UEBhMCVVMxGDAWBgNVBAOTD1UuUy4gR292ZXJubWVudDEMMAOGA1UECXMD
RUNBMRQWEgYDVQQDEWtFQOEgUmM9vdCBDQTCBNnzANBgkghkiGOWOBAQEFAAOB|QAwW=

----- END CERTIFICATE-----

Certificate Contents

Certificate:
Data:
Version: v3
Serial Number: OxE
Signature Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5
Issuer: CN=ECA Root CA,OU=ECA,0=U.S. Government,C=US
Validity:
Not Before: Monday, June 14, 2004 10:20:09 AM GMT
Not After: Thursday, June 14, 2040 10:20:09 AM GMT
Subject: CN=ECA Root CA,0U=ECA,0=U.S. Government,C=US
Subject Public Key Info:
Algorithm: RSA - 1.2.840.113549.1.1.1
Public Key:
Exponent: 65537
Public Key Modulus: (1024 bits) :
AE:4A:F6:79:72:12:EA:80:0A:22:90:E4:3A:57:10:65:
D3:06:76:77:28:CA:00:84:21:4F.A4:B6:A6:37:A1.FE:
52:55:55:D4:EF:F8:AD:EE:42:75:11:4C:D1:E2:28:B6:
BE:D8:50:B5:BC:30:F5:A0:27:A5:0C:5C:12:65:D9:93:
C7:84:CA:21:84:3F:2F:9C:09:03:25:94:16:3E:79:F3:
AD:2A:08:DB:40:D0:D9:DE:50:7D:D7:DA:B3:50:9C:01:
97:60:4C:C6:C9:54:D5:7B:09:43:0F:52:2B:5D:25:3D:
B4:26:E1:AB:1A:F0:4F:1E:E7:34:D4:92:76:41:5A:71
Extensions:
Identifier: Authority Key Identifier - 2.5.29.35
Critical: no
Key Identifier:
F6:B8:04:27:0E:56:16:D9:B9:63:D9:FD:A1:54:65:41:
A0:08:48:2F



Identifier: Subject Key Identifier - 2.5.29.14
Critical: no
Key Identifier:
F6:B8:04:27:0E:56:16:D9:B9:63:D9:FD:A1:54:65:41:
A0:08:48:2F
Identifier: Key Usage: - 2.5.29.15
Critical: yes
Key Usage:
Digital Signature
Key CertSign
Crl Sign
Identifier: Basic Constraints - 2.5.29.19
Critical: yes
Is CA: yes
Path Length Constraint: UNLIMITED
Identifier: CertificatePolicies - 2.5.29.32
Critical: no
Value:
30:1C:30:0C:06:0A:60:86:48:01:65:03:02:01:0C:01:
30:0C:06:0A:60:86:48:01:65:03:02:01:0C:02
Signature:
Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5
Signature:
1E:1D:04:41:8D:9C:67:6D:3D:68:16:F9:AB:4C:16:D4:
44:74:75:CE:OE:1B:3B:0B:CA:A8:C7:7D:A4:38:4C:46:
8C:99:4C:0B:00:94:6D:6B:F7:38:29:55:8B:8B:06:CE:
OE:CB:E0:26:4F:82:69:69:92:2F:4D:E0:45:6F:DC:89:
56:FF:A8:35:7B:AA:1F:4F:C9:DD:5C:3A:56:A7:65:30:
27:3E:88:36:8B:CD:B2:2F:78:B6:7C:AF:43:08:2F:38:
BA:8C:44:41:B8:2A:2B:68:F1:F5:B2:23:15:3C:25:02:
A2:13:93:D7:C6:02:6E:66:75:3F:38:20:4C:2A:D4:6C



