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Trusting the DoD and ECA PKIls: an explanation

In order for Microsoft Edge (and many other applications) to properly use certificates from the

ECA

External Certificate Authority
Trusting the DoD PKI and ECA PKI manually in MacOS

DoD’s ECA PKI, you need to tell your computer to “Trust” the DoD ECA PKI. In order for your computer to
Trust the DoD PKI (and the certificates on most DoD web-enabled applications) you need to tell your
computer to Trust them, also. The US DoD has two PKls: DoD PKl is their internal PKI; DoD ECA PKl is the
PKI for people outside of the DoD [External Certification Authority] who need to communicate with the

DoD [i.e. you].

This document will walk you through manually Installing and Trusting the DoD PKls on a Mac Operating
System. There is no software that can install these automatically, so you will need to manually install

and trust each certificate.

ECA and DoD Certificates

1: Please go to https://www.cyber.mil/pki-pke/document-library

process.

Click on the two files shown to begin the downloads.

Download:

PKI CA Certificate Bundles:
PKCS#7 for DoD PKI Only —
Version 5.XX

PKI CA Certificate Bundles:
PKCS#7 for ECA PKI Only —
Version 5.XX

The versions that were current at the
time this PDF was made were 5.10
(for ECA Certificates) and 5.13 (for
DOD Certificates); these versions are
updated to higher versions quite
often; select whatever version
number is higher than 5.10 and 5.13.
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Trusting the DoD PKI and ECA PKI manually in MacOS

TN ) Downloads g = D 2 gas v @~ Q
i

@ AirDrop

2 : O pen Fi n d e r' an d the n > [ certificates_pkes7_v5_13_dod ;U::j: :ui:@; :" ;1;::::

@) Recents > ] certificates_pkcs7_v5_10_eca

select Downloads on the A Applica. -
. @ Downlo...
left-hand side. S [ |

iCloud

& iCloud...

Name Size Kind Date Added

[ Docum...

[=) Desktop

| & Phon... =

@ Network

3: Select the search function

[ NON ] Keychain Access (& Q
in the top right Of your . All tems Passwords Secure Notes My Certificates Kc;s
computer and search for/, Z:‘gmd
Keychain Access.
£ System
@ System o Nama Kind Expires Keychain

- tor 2: Wid...C-4843-9EB0-BBE9B4B1BCFB) certificate Mar 25, 2042 at 12:46:35... login
nfigurator: Widep...1-4FA3-BD51-BEB6242B819A) certificate Sep 8, 2042 at 11:46:45A... login

4: Within Keychain Access,
select “Login” in the top left
and then select
“Certificates” in the top
right.

5: Configure your desktop to show the Keychain Access window on one half of
your screen and the Downloads folder on the other half of your screen. Splitting
the screen between both windows. You will be dragging files from one screen to
the other and will need to see both screens at the same time.
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Trusting the DoD PKI and ECA PKI manually in MacOS

6: From within the downloads
folder, open the
certificates_pkcs7_v5_10_eca
folder and select both files
shown:

e Certificates_pkcs7 v5 1

O eca ECA Root CA 4

der.p7b
e Certificates_pkcs7 v5 1

O _eca ECA Root CA 5

der.p7b

7: Drag both files over to the
Keychain Access screen and
drop them in the white space.
You will see multiple files
appear in the Keychain Access
screen.

8: If any “Add Certificates”
screens like this appear after
dragging the certificates into

Keychain Access please select
“Add” for all of them.

| eoe@® > Downloads BB = M 2 Z=e O O~ Q
Name size Kind Date Added
o
@ AirDrop >3 certificates_pkcs7_v5_13_dod - Folder Today at 11:01AM
~ [ certificates_pkes7_v5_10_eca --  Folder Today at 11:01AM
Today at 11:01AM

README. txt AKB Plain Text
& i B printabl...archive
certific...bundle

A Applica:®

Today at 11:01AM
Today at 11:01AM

B certificates_pkcs7_v5_1..A_Root_CA_5_der.p7b

@ Downlo... pa — -
[0 certificates_pkcs7_v5_10_eca_ECA_Root_CA_4_der.p7b { KB certific..bundle Today at 11:01AM
e @ certificates_pkecs/_vb_10_eca_der.p/b 11 KB certific...bundle Today at 11:01AM
e certificates_pkes7_v5_10_eca.sha256 3 KB Document Today at 11:01AM
< iCloud...
% Docum...
=) Desktop
&8 Phon... 2
@ Network
[ BON Keychain Access K| Q

Default Keychains
o’ login
& iCloud

All ltems  Passwords Secure Notes My Certificates Keys = Certificates

System Keychains

£ System
_ Name Kind Expires Keychain
@ System R...
» E& Apple Configurator 2: Wid...C-4843-0EB0-BEEIBAG18CFB) certificate Mar 25, 2042 at 12:46:35... login
S e el e D B BEE L2000 cactilioat PV LIS O. 1 e
] ECA Root CA 4 certificate Dec 30, 2029 at 11:13:04 login
o ECA RootCA 5 certificate Mar 12, 2050 at 10:34:56... login
= IdenTrust ECA Component S23 certificate Apr 5, 2028 at 11:38:24 AM login
-] IdenTrust ECA S22 certificate May 7, 2025 at 8:55:28AM login
- IdenTrust ECA 522C certificate May 7, 2025 at 8:57:36 AM  login
=] IdenTrust ECA 523 certificate Apr 5, 2028 at 11:41:42 AM  login
=] WidePoint ECA B certificate Jul 7, 2027 at 10:55:56 AM  login
=] WidePoint ECA 8 certificate May 6, 2034 at 11:01:03A... login
- - S — — — -
[ ] Add Certificates

Do you want to add the certificate(s) from the file
"“certificates_pkcs7 v5_13_dod_DoD_Root_CA_5_der.p7b" to a
keychain?

etiffeante

View Certificates
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Trusting the DoD PKI and ECA PKI manually in MacOS

9: From within the downloads folder, open the certificates_pkcs7_v5_13 dod
folder and select the four files shown:

e Certificates_pkcs7 v5 13 dod DoD_Root CA 3 der.p7b
o Certificates_pkcs7 v5 13 dod DoD Root CA 4 der.p7b
e Certificates_pkcs7 v5 13 dod DoD _Root CA 5 der.p7b
e Certificates_pkcs7 v5 13 dod DoD _Root CA 6 der.p7b

e0e® > Downloads B =D 2@ = N Q e Q

Name Size Kind Date Added
~ [ certificates_pkes7_v5_13_dod -- Folder Today at 11:01 AM
.| README.txt 4 KB Plain Text Today at 11:01AM
@ dod_pke_chain.pem 1KB oprintabl..archive Today at 11:01AM
A Applica... B certificates_pkes7_v5_1...0D_Root_CA_6_der.p7b 1iKB certific..bundle  Today at 11:01AM
@) B, B certificates_pkes7_v5_1...0D_Root_CA_5_der.p7b VKB certific...bundle  Today at 11:01AM
B certificates_pkes7_v5_1...D_Root_CA_4_der.p7b 542k ftes certific..bundle  Today at 11:01AM
iCloud KB certific..bundle  Today at 11:01AM
. gere = Jeiom £ P oo B 7 T KB certific..bundle  Today at 11:01AM
& iCloud.. certificates_pkes7_v5_13_dod.sha256 4KB Document Today at 11:01 AM
m Docum... ~ [ certificates_pkcs?_v5_10_eca -- Folder Today at 11:01 AM
. README.txt 4KB Plain Text Today at 11:01AM
[=] Desktop 8 dod_pke_chain.pem 1KB printabl...archive Today at 11:01AM
@ certificates_pkes7_v5_1...A_Root_CA_5_der.p7h JKB certific..bundle  Today at 11:01AM
Locations O certificates_pkes7_v56_1...A_Root_CA_4_der.p7b 8KB certific..bundle  Today at 11:01AM
& Phon... & O certificates_pkes7_v5_10_eca_der.p7b 11KB certific..bundle  Today at 11:01AM
@ Network certificates_pkcs7_v5_10_eca.sha256 3KB Document Today at 11:01AM

10: Drag all four files over to the Keychain Access screen and drop them in the
white space. You will see multiple files appear in the Keychain Access screen.

o000 Keychain Access g o aQ

Default Keyehains

" login
= Apple Configurator 2: Widepoint Integrated Solutions Corp. (704FA2AD-BFAC-4843-9E80-
& icloud it | B8E9BAG1SCEB)

Self-signed root certificate

All ltems Passwords Secure Notes My Certificates Keys | Certificates

— Expires: Tuesday, March 25, 2042 at 12:46:35 PM Eastern Daylight Time
m Keychains his martificats i marl s truste F this ace
© This certificate is marked as trusted for this account
B
- Name - Kind Expires Keychain
®
ko DoD Root CA 3 certificate Dec 30, 2029 at 1:46:41P... login
Eo DoD Root CA 4 certificate Jul 25, 2032 at 3:48:23PM login
ko DoD Root CA & certificate Jun 14, 2041 at 1:117:27PM  login
Eo DoD Roct CA 6 certificate Jan 24, 2053 at 11:36:17...  login
- DOD 5W CA-60 certificate Apr 2, 2025 at 9:34:49AM  login
=] DOD SW CA-61 certificate Mar 31, 2025 at 9:41:24 AM login
- DOD 5W CA-66 certificate Jun 9, 2027 at 9:57118AM  login
=] DOD SW CA-67 certificate Jun 9, 2027 at 9:568:26 AM  login
- DOD 5W CA-68 certificate Jul 19, 2027 at 9:56:48 AM  login
=] DOD SW CA-69 certificate Jul 19, 2027 at 9:59:26 AM  login
- DOD 5W CA-74 certificate May 15, 2029 at 12:05:28 login
=] DOD SW CA-75 certificate Dec 6, 2028 at 12:13:49P... login
- DOD 5W CA-76 certificate May 14, 2029 at 11:44:56... login
=] DOD SW CA-77 certificate May 14, 2029 at 11:48:18... login
=7 QT oA & i [P LEIoRvpvde a h  rva T T
g ECARootCAS certificate Mar 12, 2050 at 10:34:56... login
- IdenTrust ECA Component 523 certificate Apr 5, 2028 at 11:38:24 AM login
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Trusting the DoD PKI and ECA PKI manually in MacOS

“ i ” Add CEHIfICat-ES-
11: If any “Add Certificates
screens ||ke thls appea r after = Do you want to add the certificate(s) from the file
. o . ””“’ “certificates_pkes7_v5_13_dod_DoD_Root_CA_5_der.p7b" to a
dragging the certificates into | keychain?
Keychain Access please select

“Add” for all of them.

Key in =

View Certificates Cancel

12: From within Keychain Access, double click each certificate listed with a red X
next to their name. You will see a window pop up with certificate details.

e DoD RootCA3

Allltems Passwords Secure Notes My Certificates Keys | Certificates

e DoDRootCA4 login DoD Root CA 3 Sl LS GS

Contgfeente
7 'fw = Root certificate authority
e Expires: Sunday, Decamb
© This root certificate 181 | 7.,z DoD Root CA 3

- Root certificate authority

[ ] DO D ROOt CA 5 4 Expires: Sunday, December 30, 2029 at 1:46:41PM Eastern Standard Time

€ This root certificate is not trusted

Name
Trust

[y DoD Root CA 3 Details

[ ] DOD ROOt CA 6 Eg DoD RootCA 4 Subject Name

O —. e

Eg DoD RootCAS Country or Region US
g DoD Root CA 6 Organization U.5. Government
-] DOD SW CA-80 Organizational Unit DoD
o ECA ROOt CA 4 ] DOD 5W CA-81 Organizational Unit PKI
2 DOD SW CA-66 Common Name DoD Root CA 3
| DOD SW CA-67
- DOD SW CA-68 Issuer Name
[ ] ECA Root CA 5 -] DOD SW CA-69 Country or Region US
-] DOD SW CA-74 Organization U.5. Government
-] DOD SW CA-75 Organizational Unit DoD
-] DOD SW CA-76 Organizational Unit PKI
DOD SW CA-77 Common Name DoD Root CA 3

7|
=] ECA Root CA 4
& ECARootCA G

<) IldenTrust ECA Component 523

Serial Number 1

Version 3
Sianature Alaorithm SHA-25R with RSA Fnervntion (12 RAN 1135491111
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13: Select the “Trust” drop down within the popup window. Then change the
“When using this certificate” from “Use System Defaults” to “Always Trust”.

Tru St D ro pd OW n All ltems Passwords Secure Notes My Certificates Keys | Certificates
login
DoD Root CA 3
| Root certificate authority o ® DL

“ ” Expires: Sunday, Decemb DoD Root CA $
. oD Roo
Always Trust” ===

Root certificate authority

Expires: Sunday, December 30, 2029 at 1:46:41PM Eastern Standard Time
€3 This root certificatg je not tryc

Name

kg DoD Root CA 3 When using this c

gy DoD Root CA 4
Eg) DoD RootCA S
kg DoD Root CA 6

oot certificate st | e

+ Use System Defaults ?

Secure Sockets Layer (S Always Trust

Secure Mail (S/MIME

-] DOD SW CA-60 ) o -
| DOD SW CA-81 Extensible Authentication (EAP) no value specified B
=] DOD SW CA-B6 IP Security (IPsec) no value specified B
-] DOD SW CA-67 Code Signing no value specified B
=] DOD SW CA-88 Time Stamping no value specified B
=] DOD SW CA-69 X.509 Basic Policy no value specified B
=) DOD 5W CA-74
=] DOD SW CA-75 Details
=] DOD SW CA-76 Subject Name
=] DOD SW CA-77 Country or Region US
Eg ECARootCA4 Organization U.5. Government
g ECARootCAS Organizational Unit Dol

=] IdenTrust ECA Component 523 Organizational Unit PKI

. =——

14: After changing the above selection, close the certificate details popup
window. When closing the window, it will ask you for your Keychain Password
(This is most likely your computer password). It will ask you for this password
after closing the popup window for each certificate.
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Trusting the DoD PKI and ECA PKI manually in MacOS

15: After changing the Trust settings for each certificate, you will see that the
red X has changed to a blue plus icon for each certificate as seen below.

[ NON Keychain Access = Q
Default Keychains All ltems  Passwords Secure Motes My Certificates  Keys | Certificates
o’ login

= iCloud

System Keychains

£ System
. Name ~ | Kind Expir] Keychain
(@ System R...
Dol Root CA 3 certificate Dec 30, 2029 at 1:46:41P... login
Dol Root CA 4 certificate Jul 25, 2032 at 3:48:23PM login
Dol Root CA 5 certificate Jum 14, 2041 at 1:17:27PM  login
Dol Root CA 6 certificate Jam 24, 20563 at 11:36:17... login
7| - T
_ DOD 5W CA-81 certificate Mar 31 2025 at 9:41:24 AM login
- DOD SW CA-B8 certificate Jun 9, 2027 at :5711BAM  legin
J DOD SW CA-67 certificate Jun 9, 2027 at 9:58:25 AM  login
=] DOD SW CA-68 certificate Jul 19, 2027 at 2:56:48 AM  legin
- DOD 5W CA-B9 certificate Jul 19, 2027 at 9:59:26 AM login
J DOD 5W CA-74 certificate May 15, 2029 at 12:06:29... login
_ DOD SW CA-75 certificate Dec 6, 2028 at 12:13:49P... legin
o DOD 5W CA-76 certificate May 14, 2029 at 11:44:56... Icgm v
L 1 IrlenTruct FOUA Camnnnent 833 rartificata bnr R 2N7R at 1T1ARDA LM lanin

That ends the process of manually installing ECA and DoD
Trust Chain Certificates.
If you need further guidance, please contact
wcsc.helpdesk@widepoint.com.
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