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Checking the DoD and ECA Trust Chain on MacOS

OpenSC: OpenSCis a 3 party software designed to allow a Mac operating
system to read Smartcards and Cryptographic USB Tokens. This Software does
not have an interface to open, once installed you will only see it when you go to
use your smartcard/USB on a website or application. The PIN for your
smartcard/USB must be all numbers to be able to be used on a MacQOS, if there
are letters in the PIN then you will find errors when going to use it.

Step 1: Start by going to https://github.com/opensc/opensc/releases/tag/0.23.0
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Releases / 0.23.0

OpenSC 0.23.0 Compare ~

oF Jakuje released this Nov 29, 2022 - 907 commits to master since this release  © 0.230 - 5497519

Newin 0.23.0; 2022-11-29

General improvements

Support signing of data with a length of more than 512 bytes (#2314)

By default, disable support for old card drivers (#2391) and remove support for old drivers MioCOS and JCOP (#2374)
Bump minimal required OpenSSL version to 1.1.1 and add support for OpenSSL 3.0 (#2438, #2506)

Compatibility with LibreSSL (#2495, #2595)

Remove support for DSA (#2503)

Extend p1itest to support symmetric keys (#2430)

Notice detached reader on macOS (#2418)
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Step 2: Scroll to the bottom of the page and select “OpenSC-0.23.0.dmg” from
the “Assets” list.
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* Add new PIVKey ATHS for current cards (#2602)

v Assets 2

| ©ovensc-0.23.0.amg | 128 MB Nov 29, 2022
®opensc-0.23‘o.tar.gz 2.26 MB Nov 29, 2022
D0pensSC-0.23.0_win32-Debug.zip 52.5 MB Nov 29, 2022 Iy
@OpenSC -0.23.0_win32-Light-Debug.zip 17.1MB Nov 29, 2022 f
D0pensC-0.23.0_win32-Light.msi 2.33MB Nov 29, 2022
@O0pensSC-0.23.0_win32.msi 1.2 MB Nov 29, 2022
@OpenSC-O‘ZS.O_winsd.-Debug.zip 55.5 MB Nov 29, 2022 Ly
@D0penSC-0.23.0_winé4-Light-Debug.zip 16.8 MB Nov 29, 2022
@ 0penSC-0.23.0_win64-Light.msi 2.45 MB Nov 29, 2022
0penSC-0.23.0_winé4.msi 16.1 MB Nov 29, 2022
[Hsource code (zip) Nov 29, 2022
[lsource code (tar.gz) Nov 29, 2022
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* Add new PIVKey ATRs for current cards (#2602)

v Assets =

©0pensc-0.23.0.dmg
Qopensc-0.23.0.tar.gz
©0penSC-0.23.0_win32-Debug.zip
0penSC-0.23.0_win32-Light-Debug.zip
fP0pensC-0.23.0_win32-Light.msi
©0pensC-0.23.0_win32.msi
P0OpensSC-0.23.0_win64-Debug.zip

@ 0penSC-0.23.0_win64-Light-Debug.zip
®OpenSC-0.23.0_win64-Light.msi
D0pensc-0.23.0_win64.msi

[Asource code (zip)

[Dsource code (tar.gz)
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Step 3: Select the download icon in the top right and double click on the newly
downloaded “OpenSC-0.23.0.dmg”.
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Step 4: Double click on “OpenSC-0.23.0.pkg”.
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KB
T OpenSC 0.23.0.pkg OpenSC Uninstaller g
rtificates_pkes7_vb5_13_dod

®0penSC-0.? i
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Qopensc-0.2:
80pensc-o.i Nov 29, 2022
@(JpenSC-O.; Nov 29, 2022
®0pensc-o.; Nov 29, 2022
@0pensc-0.2 Nov 29, 2022
EBOpensc-o.i - Nov 29, 2022

@0pensc-0.2 Nov 29, 2022

@0pensc-0.2 Nov 29, 2022
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Step 5: Select “Continue” on the installation screen.

‘ Installer File Edit Window Help
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e Add new Pl [£) opensc nSC-0.23.0.dmg
B 4.6 MB e
ﬁ e® & Install OpenSC 0.23.0 a8
| - srtificates_pkes7_v5_10_eca
{ = SE R (o]
v Assets T Dd Welcome to the OpenSC 0.23.0 Installer i
| ertificates_pkes7_v5_13_dod
DOpensc-0.2 o intogacte OpenSC smartcard framework prificates_pkcs?_v6_13. °
ination S OpenSC provides a set of libraries and utilities to with smart cards.
Qopensc-0.2: Destination Select Its main focus is on cards that support cryptographic Wperations, and |
Installation Type facilitate their use in security applications such as aut@entication, mail
®0penSC-0 2 encryption and digital signatures. Nov 29 2022
4 & Installati !
G OpenSC implements the PKCS#11 AP so applicationsgsupporting this -
@0opensc-0.2 Summary API (such as Mozilla Firefox and Thunderbird) can use i On the card Nov 29, 2022
penSC implements the standard and aims t@be compatible
OpenSC impl the PKCS#15 dard and ai bl
POpensSC-0.2 with every software/card that does so, too. Nov 29, 2022
Provided under the terms of the GNU Lesser General Pul
Qopensc-0.2 (LGPLV2.14). Nov 29, 2022
OpenSC-0.2 Documentation Nov 29, 2022
P A o
The OpenSC Wiki is available at: htips:/gi
@OpenSC-O.Z wiki and should be consulted for further documentation and sfoport. Nov 29, 2022
Opensc-0.2 Nov 29, 2022
IOPeNSC-0.2u.ceeisnvnnsns Nov 29, 2022
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[Dsource code (zip) Nov 29, 2022
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Step 6: Select “Install” on the installation screen.
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¢ Add new PI (X opensc enSC-0.23.0.dmg
i 4.6 MB <)
* X & Install OpenSC 0.23.0 a . e
= artificates_pkes7_v5_10_eca o
v Assets OpenSC 0.23.0 '”a Standard Install on “Macintosh HD" BB
P artificates_pkes7_v5_13_dod
@0opensc-0.2 & niaduction This will take 310.4 MB of space on your @dmputer. Bia (]
®opensc—0,2z @ Destination Select Click Install to perform a standard installatin of this software E S e
®.instaliation Type on the disk “Macintosh HD". !
@O0pensc-0.2 e Nov 29, 2022 k.
®OpenSC-0.2 Summary Nov 29, 2022
@opensc-0.2 Nov 29, 2022
P0pensc-0.2 Nov 29, 2022
@0pensc-0.2 Nov 29, 2022 -
0pensc-0.2 f’% Nov 29, 2022
@0pensc-0.2 Jg‘f Nov 29, 2022
- Change Install LoRation.
6Bo;mnsc-o,z...._...v,ﬁ....Wﬁ n P sc ) Nov 29, 2022
: PM
Fﬂsource code (zip) p n Customize Go Back Nov 29, 2022

[Fsource code (tar.gz) Nov 29, 2022
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Step 7: Select “Close” on the installation screen.
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o® & Install OpenSC 0.23.0

d The iﬁ&%ﬂon was completed successfull

Introduction
Destination Select
Installation Type

Installation

Symmary The installation was succ

The software was installed.
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Background Items Added

Software from “Tim Wilbrink” added items
that can run in the background. You can
manage this in Login ltems Settings.
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Step 8: Select “Move to Trash” on the popup window.

® installer File Edit Window Help

@ github.com Background Items Added

Software from “Tim Wilbrink" added items
that can run in the background. You can
manage this in Login Items Settings.
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