Creating a Back-up (or export) copy of your personal
certificate(s) from Microsoft Internet Explorer

Your Medium Assurance Certificate exists only as an installed certificate on your
computer unless (and until) you create a certificate back-up (or certificate export)
file. You should keep this certificate back-up (export) file on external media (a
CD or thumb drive, for example). You should keep the number of copies of your
certificate back-up (export) files to a minimum to preclude the theft of your
certificate (also called Private Key Compromise).

NOTE: These instructions are for exporting personal Medium Assurance
Certificates (often referred to as “browser-based certificates” or “software (soft)
certificates)

These instructions are not meant for “hardware-based certificates.” Hardware
based certificates are created on a smart card, or cryptographic token, or other
cryptographic device. You cannot create a back-up copy of such a certificate
because the private key cannot be copied off of the device. (But there should be
no need to do so, since the certificate private key resides on the device and not
on your computer’s hard drive.) Medium-Token Assurance and Medium-
Hardware Assurance certificates are “hardware-based certificates.”

Since you have obtained both an ldentity and an Encryption certificate, you will
need to make a back-up (export) file for each certificate. (2 certificates means 2
back-up files) The only way to tell the back-up files apart is by the name that you
assign to the file. The naming convention in the instructions below will assist you
in keeping your files organized.

These instructions and associated screen captures were created with Internet
Explorer 11 running on a Windows 10 operating system. Variations in versions
of Internet Explorer and the Windows Operating system will result in some
variation of alert boxes and screen images. For the most part, the process and
individual steps are the same across Windows platforms. (You might see a
dialog box prompting you to ‘allow’ access on a Windows Windows 7 computer;
just click the buttons that seem to move the process forward.)
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3. Select the Content tab, then click the Certificates... button.
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4. On the Certificates dialog box, widen the Issued To column to read the entire
certificate name.
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Select the certificate you want to back-up and click on the Export button.

Intended purpose: | <All= i |
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Certificate intended purposes

Client Authentication, Secure Email

When the Certificate Export Wizard pops up, click on the Next > button.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

et D oneel



vincentv
Oval

vincentv
Oval


7. Select Yes, export the private key and click the Next > button.

CAUTION: it is possible to make 'copy' of your certificate that does not include
the certificate Private Key, but it will NOT be a BACKUP copy. If you cannot
select Yes, export the private key, contact the ECA Help Desk.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(®)Yes, export the private keyi

()Mo, do not expart the private key

<| Mext |) Cancel
”

8. Make sure the Personal Information Exchange selector is selected and click
the Next > button.
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Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary ¥.509 (.CER)
Base-64 encoded ¥.509 {.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Indude all certificates in the certification path if possible

@ersonal Information Exchange - PKCS #12 (PFX)i
Indude all certificates in the certification path if possible

[ pelete the private key if the export is successful
[JExport all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

< ! Mext |b Cancel
—

9. Select the Password option on the Security page and assign (and confirm) a
password to protect the certificate backup file that you are about to create. Click
the Next > button. IMPORTANT: You will need to know this password in order to
use the back-up file in the future.
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Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[ ]Group or user names (recommended)

Add

Eemove

; Password:

Confirm password;

Encryption: |TripleDESSHAL v

Mext

Cancel |

NOTE: The DoD requires that you protect your certificate with a password, so
that no one, but you, may ever use it. Protecting the file by giving only Users
or Groups permissions to the file may prevent you from employing the back-
up from outside of your domain. WidePoint does not recommend selecting

this option.
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10. Click the Browse... button.

File to Export
Specify the mname of the file you want to export

Eile name:
K[ Browse... ’

e

11. In the Save As dialog box navigate to the location where you want to save the
certificate back-up file. Note: You may save it to a temporary location on your
computer, as long you move the file later. Otherwise, if your hard drive crashes
you will lose your installed certificates and your certificate back-up files.
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12. Enter a file name. We recommend that you make the filename
"Yourlastname_ECA7_ID_MonthDayYear" use ID for your |Dentity certificate and
EN for you ENcryption certificate. YYYY should be the year that the certificate
was requested; "2020" for 2020. And then click the Save button.

— S > This PC » Desktop » Certificates w | Search Certificates 2
Organize « Mew folder EEE 0
8 This PC - Marme Date modified Type
B 3D Objects Mo items match your search.
[ Desktop
Documents
* Downloads
J'J Music
[&=] Pictures
E Videos
. Windows (C:)
- Recovery Image
B . e v € >
— e —
File namef( Mayhugh_ECA7_ID_04282020 ) v
Save as type: | Pem (*.pfx) - |
A Hide Folders Save )| Cancel |
o
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13. Back on the File to Export dialog, confirm that the path and file name are correct
and then click the Next button.

File to Export
Specify the name of the file you want to export

Cilomermre I
Qers‘mnc\entu\pesktop\.t:erﬁﬁmtesWayhugh_Ecn?_ID_04282| ])3,_9...,5,3_ .
_/

14. Click the Finish button.
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Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedified the following settings:

Export Keys Yes

Indude all certificates in the certification path Yes

File Farmat Personal Information Exchange {*.pfx
£ >

Finish Cancel
e

15. In the Exporting your private exchange key dialog, enter the password that you
previously assigned to protect your certificate private key and Click the OK
button. NOTE: If there is no text box for you to enter a password, it means that
no password was assigned to protect the certificate private key when you
requested (or last installed) your certificate. Just click the OK button. Then see
the instruction “Assigning a password to your certificate in Internet Explorer.”
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An application is requesting access to a Protected item.

Password for:

CryptoAP| Private Key

Bemember password

Cancel Details...

16. When you see “The export was successful”; click the OK button.

The export was successful,

@

If you do not have an Encryption Certificate, you are done. If you do have an
Encryption Certificate, select it and click the Export button

[Note: Most people should have an Encryption certificate. If you do not see it,
then it is not currently istalled. If your certificates were issued recently, please
install your Encryption

certificate (and back it up) even if you do not think you will use it.]
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Intended purpose: | <Al = e |

Personal  Other People  Intermediate Certification Authorities  Trusted Root Cerﬁﬁmﬁurm

Issued To Issued By Expiratio...
[SIMayhugh.Vanessa.M.ORC3010014675. Encrypt  ORCECA 6 08/28/2020
[SIMayhugh.Vanessa.M.ORC3010014675.1D ORCECA & 08/28/2020

Enoypt  WidePoint ORC ECA 7 02f05/2022
@Mayhugh Vanessa.M.ORC3011002855.10 VWidePoint ORCECA 7 02/05/2022
@Mayhugh.Hanessa.Marle.DRCZQQDUUUEZE.Aum WidePoint ORC ECA 7 07/30/2022
@Mayhugh.Vanessa.Marie.DRCZQGUUUUZZE.En. .. WidePoint ORC ECA 7 07/30/2022
@Maﬁmugh.'I.l'anessa.MariE.DF‘.CZ'EI'EIDUUUEZE.ID WidePaint ORC ECA 7 07/30/2022
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17. When the Certificate Export Wizard pops up, click on the Next > button.
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Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Mext Cancel

18. Select Yes, export the private key and click the Next > button.

CAUTION: it is possible to make 'copy' of your certificate that does not include
the certificate Private Key, but it will NOT be a BACKUP copy. If you cannot
| select Yes, export the private key, contact the ECA Help Desk.
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19. Make sure the Personal Information Exchange selector is selected and click
the Next > button.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
@Yes, export the private key
)Mo, do not export the private key

( | Mext D Cancel
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20. Assign (and confirm) a password to protect the certificate backup file that you are
about to create. [We recommend that you use the same password that you used
in Step 9, above.] Click the Next > button. IMPORTANT: You will need to know
this password in order to use the back-up file in the future

Security

To maintain security, you must protect the private key to a security prindpal or by
using a password.

[]Group or user names {recommended)

Add

Remove

APassword:

Confirm password:

Encryption: |TripleDESSHAL v

Mext Cancel
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21. Click the Browse... button.

File to Export
Specify the name of the file you want to export
File name: 7~ N\
| Browse... I)
bt

22. Enter a file name. We recommend that you make the filename
"Yourlastname_ECA7_ID_MonthDayYear" use ID for your |Dentity certificate and
EN for you ENcryption certificate. YYYY should be the year that the certificate
was requested; "2020" for 2020. And then click the Save button.
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23. Back on the File to Export dialog, confirm that the path and file name are correct
and then click the Next button.
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File to Export
Specfy the name of the file vou want to export

Fil :
d!é-:jw::incentﬂmsktop\ﬁerﬁﬁmtesWayhugh_ECA?_El\J_U"rzB;

Browse...

O ——

—

Mext

Cancel
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24. Click the Finish button.

Completing the Certificate Export Wizard

You have successfully completed the Certificate Expart wizard.

Export Keys fes
Indude all certificates in the certification path  Yes
File Format Personal Information Exchange (*.pfx
£ >

<| Finish | ) Cancel |
—

25. In the Exporting your private exchange key dialog, enter the password that you
previously assigned to protect your certificate private key and Click the OK
button. NOTE: If there is no text box for you to enter a password, it means that
no password was assigned to protect the certificate private key when you
requested (or last installed) your certificate. Just click the OK button. Then see
the instruction “Assigning a password to your certificate in Internet Explorer.”
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An application is requesting access to a Protected tem.

Password for:

CryptoAP| Private Key

] Bemember password

([ ok Cancel | Detais.. |

26. When you see “The export was successful”; click the OK button.

The export was successful,

==

27. Congratulations, you have successfully created certificate back-up files.
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