
 

1. To verify that your ECA Medium Assurance Files properly downloaded, open your Files Explorer Screen (if you do NOT have the below 

icon on your taskbar, then search for Files Explorer in the Search Box next to your Start Button [this is a search within your computer, 

not on the Internet]). 

 

 
 

Files Explorer Icon 



2. Within the Files Explorer Screen, you should see two .p12 files listed in your Downloads Folder/Section.  If your computer does NOT 

show file extensions, then look for the File Types to be Personal Information Exchange. 

 

 

Downloads 

Folder/Section 

The two certificates will appear as downloaded .p12 files (or file type of Personal Information Exchange).  

Please notice the filenames will be youremailaddress_id_yourcertificaterequestnumber.p12 for the identity 

certificate AND youremailaddress_enc_yourcertificaterequestnumber.p12 for the encryption certificate. 

Please notice the gold key symbol superimposed in the bottom, right-hand corner of the icon in front of those 

lines. 



3. You immediately need to save backup copies of BOTH of these files to an external network drive (outside of your C: Drive) or flashdrive 

for operational purposes.  These backup files along with the password you assigned to them will allow you to recover the certificates if 

your computer crashes. 

 

 
 

 

 



4. Save them to your folder on the network drive in this case.  If you use a flashdrive/thumbdrive, make sure that you follow the safe 

ejection procedure before disconnecting the flashdrive/thumbdrive from the computer. 

 

 
 

 

 

 



5. Next, you need to import them into the Windows Certificate Store to be able to use them in the browsers and with your applications.  

Access the Microsoft Management Console (MMC) for your profile on this PC (you may need admin permissions from your IT 

Department to do this). 

 

 

 

 

Select this mmc run command by 

clicking the left mouse button on it. 



 

6. You should get a User Account Control Screen that will ask you if you want to allow this app to make changes to your device; it will have 

Microsoft Management Console listedΦ  /ƭƛŎƪ Ψ¸ŜǎΩ ǘƻ ƻǇŜƴ ǳǇ ǘƘŜ aa/ ŦƻǊ ȅƻǳǊ ǇǊƻŦƛƭŜ ƻƴ ȅƻǳǊ t/Φ 

 

7. You should then get the Console 1 ς /ƻƴǎƻƭŜ wƻƻǘ {ŎǊŜŜƴ ōŜƭƻǿΦ  /ƭƛŎƪ ƻƴ ǘƘŜ ǿƻǊŘ ΨCƛƭŜΩ ƛƴ ǘƘŜ aŜƴǳ .ŀǊΦ 

 



 

8. {ŜƭŜŎǘ Ψ!ŘŘκwŜƳƻǾŜ {ƴŀǇ-ƛƴΩ ŦǊƻƳ ǘƘŜ ƭƛǎǘΦ 

 

 
 

 

 

 



 

9. Then, in the Add or Remove Snap-ins Screen, go the Available Snap-ins SideΣ ǎŜƭŜŎǘ ǘƘŜ ǿƻǊŘ Ψ/ŜǊǘƛŦƛŎŀǘŜǎΩ ǘƻ ƘƛƎƘƭƛƎƘǘ ƛǘ ƛƴ ōƭǳŜ, and click 

on the Ψ!ŘŘΩ .ǳǘǘƻƴΦ 

 

 
 

 

 



 

10. You should get a Certificates snap-ƛƴ ǎŎǊŜŜƴ ǿƛǘƘ Ψaȅ ǳǎŜǊ ŀŎŎƻǳƴǘΩ ǎŜƭŜŎǘŜŘΦ  [ŜŀǾŜ ƛǘ ƻƴ ǘƘŀǘ ǎŜƭŜŎǘƛƻƴ ŀƴŘ ŎƭƛŎƪ ǘƘŜ ΨCƛƴƛǎƘΩ .ǳǘǘƻƴΦ  

(Some of you may not get this screen; instead, the computer will jump to the screen on the next page.) 

 

 
 

 

 



 

11. ¸ƻǳ ǿƛƭƭ ǘƘŜƴ ƎŜǘ ŀ Ψ/ŜǊǘƛŦƛŎŀǘŜǎ ς /ǳǊǊŜƴǘ ¦ǎŜǊΩ [ƛƴŜ ƻƴ ǘƘŜ {ŜƭŜŎǘŜŘ {ƴŀǇ-ins Side.  Click ǘƘŜ ΨhYΩ .ǳǘǘƻƴΦ 

 

  

 

 



 

12. You should then come back to the main Console 1 ς Console Root Screen with the ΨCertificates ς Current UserΩ Line under the Console 

Root Folder in the left-side window pane.  Click on the arrow or hash mark in front of that line to display the list of folders within that 

group. 

 

 
 



 

13. Open up the Personal Folder by clicking on the arrow or hash mark (blue outlined box) and then the Certificates Sub-Folder (double-click 

the left mouse button in the red box) if there is one.  If there is NO Certificates Sub-Folder, then highlight the Personal Folder by clicking 

on it. 

 

 



14. Next, start the procedure to import the identity certificate from the Downloads Folder/Section of your PC.  In the menu bar select 

Ψ!ŎǘƛƻƴΣΩ ǘƘŜƴ Ψ!ƭƭ ¢ŀǎƪǎΣΩ ŀƴŘ ΨLƳǇƻǊǘΦΩ 

 



15. {ŜƭŜŎǘ ΨbŜȄǘΩ ƻƴ ǘƘŜ ²ŜƭŎƻƳŜ ǘƻ ǘƘŜ /ŜǊǘƛŦƛŎŀǘŜ LƳǇƻǊǘ ²ƛȊŀǊŘ {ŎǊŜŜƴ ǘƘŀǘ ƻǇŜƴǎ ǳǇΦ 

 

 
 



16.  /ƭƛŎƪ ƻƴ ǘƘŜ Ψ.ǊƻǿǎŜΩ .ǳǘǘƻƴ ƛƴ ǘƘŜ CƛƭŜ ǘƻ LƳǇƻǊǘ {ŎǊŜŜƴΦ 

 

 

 

 



17. Select the Downloads Folder/Section in the Files Explorer Screen and then change the file format in the bottom, right-hand corner of the 

screen from X.509 Certificate to Personal Information Exchange. 

 

Change the drop-down, file type 

box from ΨX.509 CertificateΩ to 

ΨPersonal Information Exchange.Ω 



 

18. {ŜƭŜŎǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ŦƛƭŜ ǘƘŀǘ Ƙŀǎ ΨƛŘΩ ƛƴ ƛǘ ǎƻ ǘƘŀǘ ƛǘ ŀǇǇŜŀǊǎ ƛƴ ǘƘŜ ōƭŀƴƪ CƛƭŜ ƴŀƳŜ ōƻȄ ŀǘ ǘƘŜ ōƻǘǘƻƳΦ  ¢ƘŜƴΣ ǎŜƭŜŎǘ ǘƘŜ ΨhǇŜƴΩ .ǳǘǘƻƴΦ 

 

 

 
 

 



 

19. ¸ƻǳ ǿƛƭƭ ǎŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴΦ  {ŜƭŜŎǘ ǘƘŜ ΨbŜȄǘΩ .ǳǘǘƻƴΦ 

 

 

 
 

 

 



 

20. You will see the following screen, with the exception of the open Notepad File.  Open up the Notepad File with the password that you 

assigned to those certificate download files during the download process while you were logged into your account at our site, highlight it 

in the Notepad File, and put it in the copy queue (ctrl button + C; or right-click the mouse button on the highlighted password and select 

Ψ/ƻǇȅΩύΦ  Do NOT ǳǎŜ ΨȅƻǳǊǇŀǎǎǿƻǊŘΩ ŀǎ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ǇŀǎǎǿƻǊŘΗ 

 

 
 



 

21. Next, paste your password into the ΨtŀǎǎǿƻǊŘΩ .ƻȄ ƛƴ ǘƘŜ /ŜǊǘƛŦƛŎŀǘŜ LƳǇƻǊǘ ²ƛȊŀǊŘ {ŎǊŜŜƴ όȅƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƻ ǎŜŜ ƛŦ ƛǘ ƛǎ ŎƻǊǊŜŎǘ ōȅ 

checking the ΨDisplay PasswordΩ Box). !ƭǎƻΣ ŎƘŜŎƪ ǘƘŜ ŦƛǊǎǘΣ ǎŜŎƻƴŘΣ ŀƴŘ ŦƻǳǊǘƘ ōƻȄŜǎ ǳƴŘŜǊ ΨLƳǇƻǊǘ ƻǇǘƛƻƴǎΦΩ  ¢ƘŜƴΣ ŎƭƛŎƪ ΨbŜȄǘΦΩ 

 

 

 
 

 



 

22. You should see ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴΦ  ΨtƭŀŎŜ ŀƭƭ ŎŜǊǘƛŦƛŎŀǘŜǎ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘƻǊŜΩ ǎƘƻǳƭŘ ōŜ ǎŜƭŜŎǘŜŘΣ ŀƴŘ ǘƘŜ Ψ/ŜǊǘƛŦƛŎŀǘŜ ǎǘƻǊŜΩ .ƻȄ 

ǎƘƻǳƭŘ ƘŀǾŜ ǘƘŜ ǿƻǊŘ ΨtŜǊǎƻƴŀƭΩ ƛƴ ƛǘΦ  /ƭƛŎƪ ΨbŜȄǘΦΩ 

 

 

 
 

 



 

23.  /ƭƛŎƪ ΨCƛƴƛǎƘΩ ƻƴ ǘƘŜ Ψ/ƻƳǇƭŜǘƛƴƎ ǘƘŜ /ŜǊǘƛŦƛŎŀǘŜ LƳǇƻǊǘ ²ƛȊŀǊŘΩ {ŎǊeen. 

  

 

 
 

 

 



 

24. {ŜƭŜŎǘ ǘƘŜ Ψ{Ŝǘ {ŜŎǳǊƛǘȅ [ŜǾŜƭΩ .ǳǘǘƻƴΦ 

 

 

 
 

 

 



 

25. {ŜƭŜŎǘ ǘƘŜ wŀŘƛƻ .ǳǘǘƻƴ ŦƻǊ ΨIƛƎƘΩ ŀƴŘ ŎƭƛŎƪ ΨbŜȄǘΦΩ 

 

 

 
 

 

 



 

26. Paste your password into the two blank boxes using the certificate password you typed into Notepad ŀƴŘ ŎƭƛŎƪ ΨCƛƴƛǎƘΦΩ 

 

 

 
 

 

 


