1. To verify that your ECA Medium Assurance Files properly downloaded, open your Files Explordif §oredo NOT have the below
icon on your taskbar, then search for Files Explorer in the Search Box next to your Start Button [this is a search mathimpyoer,
not on the Internet)).

T
2|

Microsoft
Teams

Mozilla
Thunderbird

/ ‘

Files Explorer Icon

L Type here to search HI r@ € M wHssuenceEmaied. #) oy ® & «® " ORC Certificate rep. g offandon A [ @ ¥ )

5:35PM
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2. Within the Files Explorer Screenuyshould see two .p12 files listed in your Downloads Folder/Section. If your contogeNOT
show file extensions, then look for the File Types to be Personal Information Exchange.

¥ | [ || = | Downloads - pd
Home Share View

« v 4 d > ThisPC > Downloads » v o Search Downloads

Name Date modified Type Size
v gk Quick access

[ Desktop ~ Yesterday (1)

; Downloads Other Downloads 4/1/2022 7:22 PM File folder

|| Documents ~~ Earlier this year (2)

&= Pictures (% cauthra@orc.com_enc_15.p12
EJBCA Issuance Emails (8 eauthra@orc.com_id_15.p12
Other Files

Personal Information Exchange 6KB
Personal Information Exchange 4KB

Saml 2.0 Template Emails

== user area (U:)

R The two certificats will appear adownloacded .p12 files(or file type of Personal Information Exchange)

~ [ This PC

Please notice the filenames will feuremailaddressid yourcertificaterequestnumbgrl?2 for the identity
e certificate ANDyouremailaddressenc yourcertificaterequestnumbgrl2 for the encryption certificate.

|| Documents . . . i . .

(¥ sownioass ) Please ntice the gold key symbol superimposed in the bottom, rilghhd corner of the icon in front of those
D lines.
B Videos
. Warehouse (orcfsvr) (W)

i 05 (C) \
= ORC Intemnal (I}

== ORC Projects (P:)

= user area ()

¥ Metwork
Downloads
Folder/Section
3 items E
H /2 Type here to search i Downloads B = @ € # wiswcrarn. ) bi @ & & 1 orccaticee. Yot offa. ~ B @ 73 9




3. You immediately need to save backup copieBOfTHof these files to an external network drive (outside of your C: Drive) or flashdrive

for operational purposes. These backup files along with the password you assigned to them will allow you to recoveficthtesdft
your computer crashes.

41 [J || = | Downloads

- X
Home  Share  View [7]
€« v 4 ¥ > ThisPC » Downloads v B Search Downloads
Name Date modified Type Size
s Quick access
I Deskiop ~ Yesterday (1)
4 Downloads Other Downloads 4/1/2022 7:22 PM File folder
[Z| Documents ~~ Earlier this year (2)
=] Pictures (3 eauthra@orc.com_enc_15.p12 2120200 54N DAA Personal Information Exchange 6 KB
EJBCA Issuance Emails (%) eauthra@orc.com _id_15.,p12 Install PEX Personal Information Exchange 4KB
Open
Other Files
7-Zip >
Saml 2.0 Template Emails
CRC SHA >

= user area (U]

(€) Scan with ESET Endpaint Security

@ OneDrive Advanced options >
[ This PC 12 Share
B 3D Objects Give accessto >
I Deskto
P Send to >

£ Documents

- Downloads
C « )
b Music o

=] Pictures Create shortcut
B videos Delete

. Warehouse (orcfsvr) (W) Rename

= 05(C) Properties

= ORC Internal (1)
= ORC Projects (P:)

= user area (U]

=¥ Network

3items 2 items selected 8.46 KB

H O Type here to search Downloads 8 = r@ 6 M wlsvrcemaseo. #) o @ @ & 73 ORCCetificaterep ’ /




Savethem to your folder on the network drive in this case. If you use a flashdrive/thumbdrive, make sure that you follovethe saf
ejection procedure before disconnecting the flashdrive/thumbdrive from the computer.

=1 s Manage user area (U:) - X

1 7]
= © 4 = > ThisPC > userares (U) » v B O Search userare (L)

Name Date modified Type Size
~ 3t Quick access

2 Desitop [ eauthra@orc.com_enc_15.p12
[ eauthra@orc.com_id_15.p12

& Downloads Idapbrowser-rr

|| Documents FirefoxPortable

Other Files

Personal Infermation Exchange 6KB
Personal Information Exchange 4KB

File folder

File folder

=/ Pictures

PR e

File folder
EJBCA Issuance Emails

Other Files
Saml 2.0 Template Emails

= userarea (U)
@ OneDrive

~ O ThisPC
J 3D Objects

I Desktop

%] Documents

4 Downloads

b Music

&= Pictures.

B videos

. Warehouse (orcfsvr) (W)

= 05
ORC Internal (1:)
ORC Projects (P2)

> mm userarea (U:)

e Network

Jitems

H O Type here to search = ™ > userarea (U) B - r@ F<) # WA ssuonceEmailsPD. ¢ oz ‘ a =

»
7 jg ORC Certificate rep Deskiop offa.. ~ Ewm 7]



5. Next, you need to import them into the Windows Certificate Store to be able to use them in the browsers and with youtiapglica
Access the Microsoft Management Cons@#MC)for your profile on this PC (you may need admin permissions from your IT
Depatment to do this).

Other Things

Documents  Web

mmc
work and web results Run command

-« " Run command

mmcc login

mmcc 7 Open

e o
mmc alliteration Run as administrator
. 3 open file location
mmcc maryland login

mmcc one stop

mmc hr log in

Folders

B Screenshots for MMC for Customer /

226 PM
4/1/2022

= - »
€ M wHssuenceE.  #) Fircfox 0% @ & ox-rus. @@ igsenGodi. §F Calculator Desktop offa.. A~ @ T B

Select this mmc run command by
clicking the left mouse button on it.




6. Youshould get a User Account ContBireenthat will ask you if you want to allow ihapp to make changds your deviceit will have
MicrosoftManagement Console listdd  / f AO1 W, SaQ (2 2Ly dzlJ 6§KS aa/ FT2NJ &2dzNJ LINR ¥

7. Youshould then getthe Consolgl 2 y a2t S w220 { ONBSYy o06Sft2¢60® /| tAO01 2y GKS g2NR W

s X T

Other Things

& Consolel - [Console Root]
ile  Adjion View Favorites Window Help
el
| Console Root Actions

There are no items to show in this view. Censole Root

More Actions

: s ; » Z42PM
18 Tl o commr i B m @ € M wiswect. 8 0F @ @ rooxrs. & 5 scnGodi. PN Consolel-.. Deskiop offa. ~ @ T Lo,



L]

Con
File

sole - [Console Root]
Action  View  Favorites
New
Open...
Save
Save A

Add/Remove Sna Ctrl+M

Options.:

1 certmgr.msc
2 devmgmt.msc
3 eventvwr.msc

4 comexp.msc

Exit

WYI RRKYWS YRMIBY {yKk$J t Aad o

X
Window  Help & x
Ctrl+N
Ctrl+0 Name Actions
Ctrl+S
There are no items to show in this view. Console Root -
More Actions 3

Quits the program and prempts to save documents.

L Type here to search

o=@ € 4

W IssuanceE.




9. Then,in the Add or Remove Snaps Screen, go thavailable Snafns Side & St SO
ontheW! RRQ . dzidG2y ®

i
A
w

g2NR W/ SHadrliekh OF 0 Sa¢

File Action View Favorites Window Help

x
- 8 %X
L AIINEY
| Console Root Name yvor—
There are no items to show in this view. Console Root -
More Actions »

Add or Remove Snap-ins
You can select snap-ns for this console from those avallable on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Avallable snap-ins: Selected snap-ins:

Snap-n Vendar -~ [ Cansole Roat Edit Extensions...
=] ActiveX Control Microsoft Cor... e
|l n Manager Microsoft Cor.
< crosoft Cor.
B = Microsoft Cor. VMove Up
& Computer Managem... Microsoft Cor.
& Device Manager Microsoft add > FIEETD
=7 Disk Management Microsoft a
f@]Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
Group Policy Object ... Microsoft Cor...
B, P Security Monitor  Microsoft Cor...
8, 1P security Policy ... Microsoft Cor,
2]k to e Address MoosoftCor... ]
Deseription:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

s




10. You should gea Certificatessnapy a ONBSYy GAUGK Waeé dzasyl @ OO dy8iQSasx SYiISRR® Of S0P
(Some of you may not get this screen; instead, the computer will jump to the sorettie next page.)

File Action View Favorites Window Help - 8x
L IIEYE 7]
| Console Raot Name Actons
There are no items to show in this view, Console Root -
More Actions »
— ;
Certificates snap-in x
of snapns. For
Tis snapin wil ahways manage cericates for:
ount I
< @ My user accou Edit Extensions...
EMVICE SCCOUI I

() Computer aceount Remave

Move Up

Move Down

Advanced...

g
oK Cancel
; : = 2 - » 3
E O Type here to search : § Desktop B = r@ 6 M wHisunceE.  # Frerox " Sezn Godf.. | P Consolel-.. Desktop offa.. ~ & @ Ty
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File Action View Favorites Window Help

- 8 %
L dlllEY]
“| Console Root Name —
There are no items to show in this view. Console Root -
More Actions »

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns:

Selected snap-ns:
Snap-in Vendor @ Edit Exter
o Acti D
Activex Control Microsoft Cor. (- Remove
authorization Manager Microsoft Cor.
B Certificates Microsoft Cor....
%, Component Services  Microsoft Cor... Move Up
A computer Managem... Microsoft Cor.
& Device Manager Microsoft Cor. Lz ET
& Disk Management Microsoft and...
] Event Viewer Microsoft Cor.
"I Folder Micrasoft Cor,
=] Group Pelicy Object ... Microsoft Cor.
B 1P Security Monitor  Micrasoft Cor.
B1P Security Policy M...  Micrasoft Cor...
]tincto ieb Address Moosoft ..., Advanced...
Desdaription:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

H A Type here to search e g W Issuan PN console




12. You should then come back to the main ConsaieCbnsole Root Screen with tHgertificatesc Current Usefline undetthe Console
RootFolderin the leftside window pane Click on the arrow or hash mark in front of that limedisplay the list of folderwithin that
group.

Consolel - [Console Root]

- %
File Action View Favorites Window Help _elx
=5 = [

Name Actions
< ¥ Certificates - Current User (3J Certificates - Current User Console Root -
More Actions >

H O Type here to search i €D P Deskiop B - r@ 6 M wHsunce.  #Y Fieio oz @ & oo pa. & T Sean Godr.. B op offa.. ~ @ T dy




13. Open up thePersonaFolderby clicking on the arrow or hash mark (blue outlined g then the Certificates Stolder(doubleclick
the left mouse button in the red boxjthere is one If there is NO Certificates St#wlder, then highlight the Personal Folder by clicking
on it.

Other Things

Consolel - [Consele Root\Certificates - Current User\Personal\ Certificates]
l& File Action View Favorites Window Help
e« |a@lBald=zHE

~| Consele Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certi|| Actions

=y ifi -
"E”‘ User %1 1723c3ba-Bad1-4f07-a0ce-e27b... MS-Organization-Access 11/15/2031 Client Authentication Certificates
v [ Persona
Foxit Reader [ Certificates ] More Actions

| Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

] Third-Party Roet Certification Authorities
] Trusted People

7 Client Authentication lssuers

| Other People

| Local NonRemovable Certificates

| Certificate Enrollment Requests

| Smart Card Trusted Roots

Personal store contains 1 certificate.

P Type here to search 4 D uscraca (V) 8 = F@ B M Msucidas. ) o3 @ § € 75 ORC Certficate... ™ Consolet - [Co.




14. Next,start the procedure tamport the identity certificate from the Downloads Folder/Section of your PGhe menu bar select
Y OlA2y>Q GKSY Wittt ¢lFalazQ YR WLYLRNI®Q

Other Things

i@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

ew Favorites Window Help

> Request New Certificate...
Issued By Expiration Date  Intended Purposes Friendly Name Status  Certi | Actions

Advanced Operations . MS-Organization-Access 11/15/2031 Client Authentication Certificates

New Taskpad View...

More Actions
Refresh

Export List...

| Help

MTTvE pITETTOTy USEr DT
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certification Authorities
| Trusted People

_ Client Authentication |ssuers

| Other People

_ Local NonRemovable Certificates

| Certificate Enrollment Requests

" Smart Card Trusted Roots

Add a certificate to a store

Orders

yel Type here to search J &P userarea (L) u el r@ ,e ! w4 Issuance Emails... “‘* ertificate.. P Consolel - [Co...




|

View  Favorites

BlldzH

File  Action

Window  Help

SNIATAOI

A

us

L Y LR NI

a

Console Root

v [ Certificates - Current User

Thunderbird

v || Personal
“| Certificates
| Trusted Root Certification Authorities
" Enterprise Trust
| Intermediate Certification Authorities
~ Active Directory User Object
_| Trusted Publishers
= Untrusted Certificates
_ Third-Party Root Certification Authorities
~| Trusted People
_| Client Authentication lssuers
_| Other People
| Local NonRemovable Certificates
" Certificate Enrollment Requests
| Smart Card Trusted Roots

|ssued To
2.1172ac0ba-Bad1-4£07-a

Issued By Expiration Date  Intended Purposes

o# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location
Current User

Local Machine

To continue, dick Next.

Cancel

Friendly Name

X

Status  Certi | Actions
Certificates

More Actions

R Type here to search

N iRl
_? user area




Other Things

& C fi Current
File  Action

| mE Bl 6E=]

View  Favorites

Window  Help

2y AY

L Y LJ2 NI

| Console Root
~ [ Certificates - Current User
v [ Personal
| Certificates
_| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Active Directory User Object
~| Trusted Publishers
| Untrusted Certificates
_| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication lssuers
| Other Pecple
| Local NonRemovable Certificates
| Certificate Enrollment Requests
| Smart Card Trusted Roots

Thunderbird

Issued Te

T 1172ac0ba-2ad1-4507-30

Issued By Expiration Date  Intended Purposes

& b* Certificate Import Wizard

File o Import
Specfy the file you want to import,

File name:

[i | [orowse..

Note: More than one certificate can be stored in a single file in the folowing formats:
Personal Information Exchange- PKCS #12 {{PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certficates (.P78)

Microsoft Serialized Certificate Store (,SST)

Cancel

Friendly Name

Status

X

Certi

Actions
Certificates

More Actions

R Type here to search

D uscrarea ()

off a...

{ ON

G 0 )

B3y o



17. Select the Downloads Foldeg&ion in the Files Explorer Screen and then change the file format in the bottomhegttcorner of the
screen from X.509 Certificate to Personal Information Exchange.

Other Things

File = Action View Favorites Window Help
ke AR i RENRENEYN 7 N
~ Console Root

v [l Certificates - Current User
v [ Personal

Issued To b Issued By Expiration Date  Intended Purposes Friendly Name Status  Certi| | Actions
@T?Ea(?hargad'l—ﬁﬁ?—aﬁ( - o T - « Certificates
 Certificates : bora 4,
| Trusted Root Certification Authorities & Open
| Enterprise Trust
v i Sear y -
| Intermediate Certification Authorities < 4 &> ThisPC » Downloads »> Search Downloads
| Active Directory User Object i
| Trusted Publishers Organize + New folder
| Untrusted Certificates " N
= @ OneDrive ame
_| Third-Party Root Certification Authorities

J Trusted People . 0 This PC v Yesterday (1)
_| Client Authentication |ssuers -

Sther Douond Change the droplown, file type
- er Feople _J 3D Objects er Downleads >
j Eotral I:un:‘emovab\e Certificates ] Desktojp  Earlier this year (2) bOX fI’Om l-}(,509 Cer“ﬂca]ﬁo

"1 Certificate Enrallment Requests

| Smart Care Tusted Ros ocuments sauthraore com_enc 1512 Personal Inform@on Exchang&

[3 eauthra@arc.com_id_15,p12 Select a file to preview,

B Music

&= Pictures

B videos

. Warehouse (orcfsvr) (W)
i 05(C)

(

H Personal Information Exchange v

Open Cancel

File name:

Orders

O Type here to search i ) puevat) B M B £ M wilsucee. ) b @ &§ & sjorccenii. B conoer- . Mcetifictel. " Bl offa. A E =
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File = Action View Favorites Window Help
e | #E O 6= BE

~1 Cansole Root Issued To Expiration Date  Intended Purposes  Friendly Name Status ~ Certi | Actions

~ G (‘amﬁ(atay Current User 221172ac9ba-2ad1-4507-20f - B Certificates
v [ Personal X

. Certificates - Mol
| Trusted Root Certification Authorities Open X
I Enterprise Trust
| Intermediate Certification Authorities €« < 4 &> ThisPC > Downloads O | Search Downloads »
| Active Directory User Object
“ Trusted Publishers Organize v New folder 0o @
| Untrusted Certificates Mame
| Third-Party Root Certification Autharities @ OneDrive

| Trusted People

1 Client Authentication lssuers
j Other People B 20 Objects Other Downloads
| Local NonRemovable Certificates 1 Desktop  Earlier this year (2)
7 Certificate Enrollment Requests
1 Smart Card Trusted Roots

Issued By

[ This PC v Last week (1)

Documents 2
- Downloads [ eauthra@orc.com_id_15.p12 No preview available.
b Music

=] Pictures
B Videos
. Warehouse (orcfsvr) (W)

e 05(CH)
v <

——
File namef | cauthra@orc.com_id_15.p12 | | Personal Information Exchange ~
—————J

= o 1ZATPM
£ Type here to search @ . T g Vanessa M... PN Consolet -.. - b T ) 5 Ea

022



19., 2dz 6Aft

File

e

f aSS (KS F2tft26Ay3I aONBSyo

Action View Favorites Window Help

lzmBldE HE

= Con:

v [ Certificates - Current User

v

sole Root

| Personal
) Certificates

“ Trusted Root Certification Authorities

| Enterprise Trust

1 Intermediste Certification Authorities

= Active Directory User Object

| Trusted Publishers

“ Untrusted Certificates

“ Third-Party Roct Certification Authorities

| Trusted People

| Client Authentication Issuers

“| Other People

| Local NonRemovable Certificates

“ Certificate Enrollment Requests

= Smart Card Trusted Roots

lssued To
2 1172ac0ba-2ad1-4507-30

«

Issued By Expiration Date  Intended Purposes  Friendly Name
X

£+ Certificate Import Wizard

File to Import
Specfy the file you want to import,

File name:
Cr\UsersYrussor\Downloads \eauthra @orc.com_id_15.p12 ‘ [(Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 {{PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certficates (.P78)

Microsoft Serialized Certificate Store (,SST)

Cancel

Status

Certi

Actions
Certificates

More Actions

Personal

O Type here to search

store contains 1 certificate.

> B oecAlsu. 80 = r@ € M wHisunceE.

T Vanessa M.. BN consolel -...



20. You willsee the following screen, with the exception of the open Notepad File. Open up the Notepad File with the password that you
assigned to those certificate download fildsring the download process while you were logged into your account at oyhgifielght it
in the Notepad File, and put it in the copy queue (ctrl button + C; or-glitk the mouse button on the highlighted password and select
W/ 2 LDbR@TdXa S We2dzN1lJ 2a62NRQ 4 GKS OSNIAFAOFGS LI aag2NRH

File Action View Favorites Window Help
Sl ARl (NENREHEY ? Jio

~| Console Root Issued To Issued By Expiration Date  Intended Purposes Frigndly Name Status  Certi| | Actions

v [ Certificates - Current User ] 1728c0ba-Bad 14007206 — S — S
v [ Personal x
| Certificates More Actions

7 Trusted Root Certification Authorities € & Certificate Import Wizard

Enterprise Trust
Intermediate Certification Authorities

= Active Directory User Object Private key protection
_| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People Type the password for the private key.
| Client Authentication Issuers
| Other People Password:
Local NonRemovable Certificates |

Te maintain security, the private key was protected with a password.

Certificate Enrollment Requests
| Smart Card Trusted Roots [[Ioisplay Passward 7 eca pw.txt - Notepad

Import options: File Edit Format View Help

yourpassword

nable strong private key protection. You wil be prompted every time the
Enable str te key protection. You will b ted time the
private key is used by an appiication if you enable this option.

[Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time,

Protect private key using vir ualized-based security (Non-exportable)

Indude all extended properties.

Ln1,Col 1 100%  Windows (CRLF) UTF-3

Persanal store contains 1 certificate.

£ Type here to search b Dwnatke. Woescas. B M @ € Moot WHsunc. Ehorcwe. oF @ @ivor-. @@ A vanesa.. P console. Desitop T G offa. A F D
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21. Next, paste your password into thet S
BiX aSO2yREKEYR GR2AMDI KVYBEIES

I aag
checking thePisplay Passwofox.! £ 42> O

Other Things

File | Action View Favorites Window Help
e nmold: BE
| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Name Status  Certi| Actions
v G Cenificates - Current User 2511725¢9bs-Bad1-4107-a0 Certificates
~ [ Personal X
| Certificates
7] Trusted Root Certification Authorities
7] Enterprise Trust
7 Intermediate Certification Authorities
7 Active Directory User Object Private key protection
"1 Trusted Publishers To maintain security, the private key was protected with a password,
7| Untrusted Certificates
7 Third-Party Root Certification Authorities
7] Trusted Pecple
7 Client Authentication ssuers
“| Other People
7 Local NonRemovable Certificates [sersaeee

More Actions
& 4* Certificate Import Wizard

Type the password far the private key.

Password:

7| Certificate Enrollment Requests
| Smart Card Trusted Roots

T Towploy Fassword

Import options:

nable strong private key protection. You will be prompted every tme the
ivate key is used by an application if you enabie this option.

ark this key as exportable. This will alow you to back up or transport your
vs at a later time.

Protect private key sing virtualized-based security(Non-expor table)

clude all extended properties.

Cancel

PN consolel..

£ Type here to search i D i OtherFiles u -~ F@ & M Msrop..  WH issuanc 5 F .. @ % Caroline...




22.Youshouldsed KS FT2ff28AY

aK2dz R

s A 7

3
KFrgS uUKS 62N

Other Things

File

P

Action View Faverites  Window

[ EETEEN )G

aONBSYy o
S

wt £t OS
NE2YIEQ Ay A

I.
[fl

t
o)

t

OSNIATAOL G

/£ A0

PR

Yb SE

= Con:

sole Root

v G Certificates - Current User

~

| Personal
| Certificates
71 Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
71 Active Directory User Object
1 Trusted Publishers
| Untrusted Certificates
1 Third-Party Root Certification Authorities
71 Trusted People
| Client Authentication Issuers
“1 Other People
71 Local NonRemovable Certificates
_| Certificate Enrollment Requests
“| Smart Card Trusted Roots

Issued To
]172ac0ba-8ad1-4f07-alk

&«

Issued By Expiration Date  Intended Purposes  Friendly Name

£+ Certificate Import Wizard

Certificate Store
Certificate stores are system aress where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

[ (@ Place al certificates in the following store

Certificate store:

[Fersore =

Cancel

X

Status

Certi

Personal store contains 1 certificate.

R Type here to search

Actions
Certificates.

More Actions

oline ...

PN consolel..

G 71 )




23./ £ A 01

WCAYAAKQ

& co
@ File | Action View
|7

Favorites  Window Help

EIRENES

2y

W/ 2YL#e® G Ay 3

iKS

/| SNOATFTAOLKGS

| Console Roat
~ [ Certificates - Current User
v [ Personal
| Certificates

“| Trusted Root Certification Authorities
“| Enterprise Trust
] Intermediate Certification Authorities
“| Active Directory User Object
7| Trusted Publishers
7] Untrusted Certificates
| Third-Party Root Certification Authorities
7| Trusted People
7] Client Authentication Issuers
“| Other People
7| Local NonRemovable Certificates
“| Certificate Enrollment Requests
“| Smart Card Trusted Roots

Issued To

#]172acoba-Bad1-4f07-a0

Issued By Expiration Date  Intended Purposes

54 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish.

Persoral
Content PFX
File Name Ci\Users\russor\Dawnloadsieauthra@orc.com_id_15

Cancel

Friendly Name

x

Status

Certil

Personal store contains 1 certificate.

O Type here to search

Actions
Certificates
More Actions

oling ...

PN consolet...

L Y LJ2 NI
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& co
@ File | Action View
|7

Favorites  Window Help

EIRENES

| Console Roat
~ [ Certificates - Current User
v [ Personal
| Certificates

“| Trusted Root Certification Authorities
“| Enterprise Trust
] Intermediate Certification Authorities
“| Active Directory User Object
7| Trusted Publishers
7] Untrusted Certificates
| Third-Party Root Certification Authorities
7| Trusted People
7] Client Authentication Issuers
“| Other People
7| Local NonRemovable Certificates
“| Certificate Enrollment Requests
“| Smart Card Trusted Roots

Issued To

Q; 172acOba-8ad1-4f07-a0ce-e27b...

Issued By Expiration Date

11/15/2031

Intended Purposes

MS-Organization-Access Client Authentication

Friendly Name

Importing a new private exchange key

An application is creating a Protected item

CryptoAPI Private Key

Securiy level set to Medium

Details

Status

Certil

Personal store contains 1 certificate.

O Type here to search

Actions
Certificates
More Actions

oling ...

PN consolet...
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| Console Roat
~ [ Certificates - Current User
v [ Personal
| Certificates

“| Trusted Root Certification Authorities
“| Enterprise Trust
] Intermediate Certification Authorities
“| Active Directory User Object
7| Trusted Publishers
7] Untrusted Certificates
| Third-Party Root Certification Authorities
7| Trusted People
7] Client Authentication Issuers
“| Other People
7| Local NonRemovable Certificates
“| Certificate Enrollment Requests
“| Smart Card Trusted Roots

Issued To

Q; 172acOba-8ad1-4f07-a0ce-e27b...

MS-Organization-Access

Expiration Date
1171572031

Intended Purposes  Friendly Name

Client Authentication

Status

Choose s Security Level

Choose a securty level appropriate for this ftem

High
Request my pemission with a password when this
tem is to be used

O Medium
Request my pemission when this ftem is to be used.

Certil

O Type here to search

8 = F@ 6 M v WHisuance..  #9 Fi

Actions
Certificates
More Actions

Jline.. P™ Consolel...




26. Paste your password into the two blank boxesing the certificate password you typed into Notepag R Of A O1 WCAYAaK®Q



