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How to Import Medium Assurance Certificates on MacOS

Step 0: Once your certificates have been processed and issued from Widepoint - ORC you
should receive the below email to the email address you utilized when creating your
account. Please read the full email and instructions below on how to install your newly
issued certificates.

Congratulations! Your WidePoint ECA 8 Medium Assurance Certificates are ready to be downloaded. Contact
acahelp@orc.com if wou have any issues with these instructions.

NEVER DEIETE/REMOVE YOUR CERTTFICATES FROM THE MICROSOFT MANAGEMENT CONSOLE (MMC) OR
WINDOWS CERTIFICATE STORE WITHOUT FIRST CONSULTING THE WIDEPOINT/ORC HELP DESK
(ecahelpdorc.com )i

MNOTE: Import vour certificates as soon as possible. If vou fail to install both of vour certificates within 30 davs of making
the certificate request, you will be required to reapply and pay for new certificates.

PLEASE READ ALL INSTRUCTIONS CAREFULLY BEFORE IMPORTING CERTIFICATES

You MUST ensure that the trust chain for your certificates is properly installed in the computer prior to attempting to
import the certificates; otherwise, vou will lose vour certificates. Please follow thesz instructions to check the trust chain
(Checking ECA 8 Trust Chain.docx). If it is NOT installed properly, go to our ECA Web Site, click on the Instructions Tab
in the black menu bar across the top of the web page, then dick on Microsoft Instructions in the list displayed, then open
and follow the PDF Instructions entitled Trusting the DOD PKI and ECA PKI in IE." Then, close the MMC Screen if it is still
open and access the Current User - MMC again to check if the trust chain installed propery according to the PDF in the
second line in this paragraph. If it still is not installed properly, STOP. Contact ecahelp@orc.com.

In addition to the Username and Password for your Account with us, you will need to assign a password to your
certificates (it should be a different password than vour Account Password). We have ways for you to reset yvour Account
Password; however, you CANNOT reset vour certificate password unless you know the one assigned to your certificates.
So, CAREFULLY follow the instructions on the site for vour certificate password to_ensure that you do NOT loss it or make
a typo error after or when assigning _it!!!

Log inte your ECA Account at our web site https://certificatesnroll.orc.com/enroll/sub/login.html Select the 'Get Cert
Button for your Identity Certificate to download it. Then, select the 'Get Cert’ Button for vour Encryption Certificate to
download it.

To check that both certificates downloaded properly and to install them into the Windows Certificate Store, follow these
instructions https://eca.orc.comywp-

content/uploads/ECA Docs/IE Instructions/Import Medivm Assurance Certs intg Windows re_pdf

To test your identity certificate, copy and paste the following URL https://eca.orc.comycertificate-test! into one of your
browsers, ctrike the Enter Key, and provide yvour certificate pascword (if prompted). You should get the message, ™Your
client certificate is valid and expires in about --- days, and You presented an ECA Medium Assurance Certificate.”

If yvou should encounter any problems, please contact the ORC ECA PKI Helpdesk at ecahelp@ore.com.

Thank you for choosing WidePoint/ORC!
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Step 1: Go to https://certificateenroll.orc.com/ and please login with your email as your
username and the password you created when you made your account.

& | B rrograms X |+

e C QO 8 nups:jcertificateentoll.ore.com/enroll/programs. hte
ECA

External Gertificate Authority

a widepoint company

"]h-.—. << -'- =

Home Login Test Certificate Help

Login

Create an account
Username

Password

Forgot password? Forgot username?

® WidePoint Corporation

Step 2: Select the “Get Cert” button on the newly issued certificate, if you have multiple
requests, it will be the one with the new expiration date that will be either 1 or 3 years

from the date you received the issuance email.

& | B weicom x | +
&« [¢] O 8 hitps:flcertificateenrollore.com/entoll/subjwelcarme. htmi 0% o o 8 =
External Cortificats Authority

2 widepoinl company
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Home Test Certificate New Certificate Raquest Download App  Help

Organization ~ Personal Information  Certificate Request ~ Payment Guide

Certificate Request

Requestid  Program  Certificate Type Description Storage Validity ~ Expedited  Price Request Status  Certificate Status __ Certificate Expiry Date Action
32766 ECA Medium Assurance Identity and Encryption Certificate Browser 1 Year Yes $18800  Approved Pending 2025-10-22 14:27:52.0 Get Cart
Certificate Renewal

To renew Medium hardware or Token certificates, make sure you have your card reader connected to your computer and smart card is in the reader and then click the button below.

2
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Step 3: This will take you to the below page, please read the notes and instructions, this is
where you will be creating the password for your certificates. We recommend this
password to be different from the password you set on your account itself. Please Note:
The complexity requirements of this password depend on your internal company security
policy. Widepoint - ORC CANNOT reset or restore this certificate password once set. If you
forget the password you will need to order and pay for new certificates. Please continue to
the next steps before typing in the passwords you have chosen.

B | [ vownicad certificates X+ v

© O 8 httpsijfcertificateenrollorc.comjenrolljsubjgetCertificate. htm B wx % e & a8 =

v’ . 2 widepoini company
Wit << - -
- External Certificats Authority
Home Test Certificate New Certificate Request Download App  Help & Userinfo ~
Certificate Request
Request ID Program Certificate Type Description Validity Storage Price Request Status Certificate Status
32766 ECA Medium Assurance Identity and Encryption Certificate 1Year Browser $130.00 Approved Pending
IMPORTANT NOTES!!!

Open up Notepad in your PC (do a search in the Cortana Search Box); type the password that you want to pratect/assign to the download files of your certificates into the Notepad File (do not put any spaces before or after the password; do not strike the Enter Key after); then CAREFULLY
copy and paste tha password into both password prompts below; then save the Notepad File with your ECA Certificate Password (the filename should be ECA Cert PW) to a flashdrive or network drive (NOT your C Drive) to which only you have access. You also will have to save both p12
downlaad files to a flashdrive or netwark drive (NOT your C Drive) ta which only you have access. It is best to save the two .p12 download files to a different external drive than the Notepad File with the password if available to you. However, if not available, save all three files to the same
external drive (just make sure the flashdrive is locked up or the network drive Is not accessible by others).

Some customers may want to save the password to a Password Manager in lieu of saving the Notepad File. If that is the case, do it immediately after you paste the password into both passwerd prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttons. Make sure that
you save the two .p12 files to a flashdrive or network drive (NOT your C Drive)

The procedures above help ensure that you do NOT make typo errors and that you are able to recover your certificates if your computer crashes without having to go through the entire request process again and pay again for your certificates. We do NOT have a copy of your password and
CANNOT reset it; it is set within your operating system.

We strongly recommend that the ECA Certificate Password be different than the WidePoint account password you set with us when you registered. The account password can be reset as long as you Know the answers to your security questions. (But the certificate password cannot be reset
in this manner.

*Password complexity and length are determined by the operating system of your PC; check with your IT Support if you do NOT know what the complexity and length requirements are.
Identity Certificate - Download Encryption Certificate - Download

Password for P12 * Confirm Password * password for P12 * [ Confirm Password *

@® WidePoint Corporation
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How to Import Medium Assurance Certificates on MacOS

Step 4: Go to your desktop and right-click (Control-Click) on your desktop to create a folder.
Label the folder “ECA Certificate Backup 2024” (Replace 2024 with the year you are
receiving your certificate)

Finder File Edit View Go Window Help
1 Richard Russs

GetInfo
Change Wallpaper...
Edit Widgets...

Use Stacks

Sort By

Clean Up

Clean Up By

Show View Options
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Step 5: Select the Search button in the top right of your screen and type in “TextEdit”.

& Finder Fle Edt View GCo Window Help Tue Nov 5 12:20PM
1

Step 6: Run TextEdit

ECA Certificate Backup 2024

Q textedit — open

TedtEdit

ther wetten or printsd work, req...

@ Testeentry losation

Help
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How to Import Medium Assurance Certificates on MacOS
Step 7: Create a password for each certificate, Identity and Encryption. Label them properly
in your text file, as seen below. The complexity requirements of this password depend on
your internal company security policy. Acommon complexity requirement is: 8 Characters
Long, Uppercase and Lowercase letters, at least one number, and at least one special
character [ |,@,#,5,%,",&,%,(,) ]. Please touch base with your IT regarding your password
complexity requirements before creating this password.

@ TextEdit File Edit Format View Window Help = Q 8 TueMNovs 12:31PM

—_—

ECA Certificate.
Backup 2024

YEO =@ >~ 0 AwEmmy
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Step 8: Select ‘File’ in the top left corner of your screen, and then ‘Save’.

& Texedifl File [Edit Format #View Window  Help F Q 8 TueNovs 1231PM

Open. —_
Open Recent

LN Untitled
Helvetica  ©  Regular : nE WMx BIy EBExE

Rename... dentiy Password
Move To... NotARealPassword 1!
Revert To Encryption Password

NotARealPassword2! o
Insert from iPhone or iPad ECA Certificate
Export as POF... Backup 2024

Share.
Show Properties

Page Setup...
Print.

Step 9: Label the file “Installation Passwords” and then click the drop-down arrow next to ‘Documents’.

@ TextEdit Fis ES Fomst Vaw Window Halp 5 Q B TuNors 12320M

Scrasnshot
2028-11..31.39PM

180 =80 -~ @0 AFEmmy
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Step 10: Set the files save location to the folder you previously created on the desktop
labeled “ECA Certificate Backup 2024”. Click ‘Desktop’ on the left-hand side, and then select
the folder we created earlier. Once the correct folder is selected, press ‘Save’ in the bottom
right.

@ TextEdit File Edit Format ew Window Help * Q 8 TueNov5 12:32PM

—_—

Installation Passwords

1 ECA Certificate Backup. %
ECA Certificate
Backup 2024

i ECA Centific. Backup 2024 »
5 Medium Ass...c Instructions

B0 =@
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Step 11: Open the folder on your desktop to confirm the file was saved correctly.

T Q 8 TueMNov5 12:32PM

@ Finder File Edit View Go Window Help

I —

ECA Certificate Backup 2024

@ AirDrop ECA Certificate.
Backup 2024
@ Recents

A Applications Installation
Passwords

(=) Desktop

[ Documents

@ Downloads
® O iCloud Drive

® Red
® Orange
Vellow

@ Green

+ o ) EmmERE
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Step 12: Open the web page that we had opened earlier and the text file for your
installation passwords we made and put them side by side. Carefully copy the Identity
Password from the text file and then paste it into the two password sections in the bottom
left of the web page for the ‘Identity Certificate — Download’.

@& TextEdit File Edit Format View Window Help 2= Q & TueNov5 &17PM
Download certificates x
‘ [ oonniosd certfcats Updates Available
| Do you want to install the updates now or
O 8 hitps:j/certificateenroll.orc.comfenrollfsub/getCertificate.html B eox try tonight?

Certificate Request ece i Installation Passwords

Helvetica 2 Regular
Request ID Program Certificate Type Description Validity Storage Price Request Statu: Certificate Status I o N o N N

| 0 1 g
Identiy Password
32766 ECA Medium Assurance Identity and Encryption Certificate 1 Year Browser $139.00  Approved Pending 1 mnmmpagm,d”
Look Up "NotARealPassword1!"

Enaryption Passward Translate *NotARealPassword1!"
NotARealPassword2|

IMPORTANT NOTES!!! Search With Google

Open up Notepad in your PC (do a search in the Cortana Search Box); type the password that you want to protect/assign to the downlogffiles of your certificates into the Notepad File (do
not put any spaces before or after the password; do not strike the Enter Key after); then CAREFULLY copy and paste the password i oth password prompts below; then save the Notepad
File with your ECA Certificate Password (the filename should be ECA Cert PW) to a flashdrive or network drive (NOT your C Drive)d8which only you have access. You also will have to save
both .p12 download files to a flashdrive or network drive (NOT your C Drive) to which only you have access. It is best to save t 0 .p12 download files to a different external drive than the
Notepad File with the password if available to you. However, if not available, save all three files to the same external drive (j ake sure the flashdrive is locked up or the network drive is not Sl
accessible by others).

Font

Some customers may want to save the password to a Password Manager in lieu of saving the Notepad File. If that is € case, do it immediately after you paste the password into both SEAR i Gtk

password prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttons. Make sure that you sa e two .p12 files to a flashdrive or network drive (NOT your C Drive). Sibaliii

Transformations.
The procedures above help ensure that you do NOT make typo errors and that you are able to recover your ificates if your computer crashes without having to go through the entire Speech
request process again and pay again for your certificates. We do NOT have a copy of your password and INOT reset it; it is set within your operating system. Layout Orientation

We strongly recommend that the ECA Certificate Password be different than the WidePoint accoun sword you set with us when you registered. The account password can be reset as AutoFill
long as you know the answers to your security questions. (But the certificate password cannot be t in this manner. Services

ing system of your PC; check with your IT Support if you do NOT know what the ity and length requir

Identity Certificate - Download Encryption Certificate - Download

Password for P12 * n Confirm Password * Password for P12+ n Confirm Password *

© WidePoint Corporation

10
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Step 13: After pasting the password into both sections click off from the text fields and you
should see ‘Valid’ and ‘Matched’ under the fields in green. If you do not see ‘Valid’ then
your password does not meet the requirements, if you do not see ‘Matched’ then delete
the password from the second field and paste it in again. Once both areas are showing
‘Valid’ and ‘Matched’ select the green button ‘Get Identity Certificate’.

@ Firefox File Edit View History Bookmarks Tools Window Help T Q 8 TueNov5 4:119PM

=) [« x R
en e (=] Downioad certificates + Updates Mvsilabia
@ Do you want to install the updates now or
IS c O B nitpsyjcertificateenroll.orc.comjenrolljsubjgetCertificate html B sx % o &g = try tonight?
Certificate Request i
12 . |
RequestiD  Program  Certificate Type Description validity ~ Storage  Price Request Status  Certificate Status T S S %
) ’ . ' " Identiy Password )
32766 ECA Medium Assurance Identity and Encryption Certificate 1Year  Browser  $139.00  Approved Pending ‘NotAReaiPassword

Encryption Password
NotARealPassword2!

IMPORTANT NOTES!!!
Open up Natepad in your PC (do a search in the Cortana Search Box); type the password that you want to protect/assign to the download files of your certificates into the Notepad File (do
not put any spaces before or after the password; do not strike the Enter Key after); then CAREFULLY copy and paste the password inta both password prompts below; then save the Notepad
File with your ECA Certificate Password (the filename should be ECA Cert PW] to a flashdrive or network drive (NOT your C Drive) to which only you have access. You also will have to save
both .p12 download files to a flashdrive or network drive (NOT your C Drive) to which only you have access. It is best to save the two .p12 download files to a different external drive than the
Notepad File with the password if available to you. However, if not available, save all three files to the same external drive (just make sure the flashdrive is locked up or the network drive is not
accessible by others).

‘Some customers may want to save the password to a Password Manager in lieu of saving the Notepad File. If that is the case, do it immediately after you paste the password into both
password prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttons. Make sure that you save the two .p12 files to a flashdrive or network drive (NOT your C Drive).

The procedures above help ensure that you do NOT make typo errors and that you are able to recover your certificates if your computer crashes without having to go through the entire
request process again and pay again for your certificates. We do NOT have a copy of your password and CANNOT reset it; it is set within your operating system.

‘We strongly recommend that the ECA Certificate Password be different than the WidePoint account password you set with us when you registered. The account password can be reset as
long as you know the answers to your security questions. (But the certificate password cannot be reset in this manner,

*Password complexity and length are determined by the operating system of your PC; check with your IT Support if you do NOT know what the complexity and langth requirements are.

Identity Certificate - Download Encryption Certificate - Download
Password for P12 * n Confirm Password * Password for P12 * n Confirm Password *
valid Matched

Gat Idantity Certificate

11
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ECA

External Certificate Authority

14: You will see the download for the certificate file appear in the top right. We will do the

same process with the Encryption Certificate.

@ Firefox Fle Edit View History Bookmarks Tools Window Help
LN B [ pownload certificates X > ~
« c O é ificateenroll.orc.comyenroll = & =
Certificate flequ :haywan‘i@wui?umnl.cvm,\d,!ﬂﬁe‘u‘\z Q
ompleted — 3.1 KB
RequestiD  Program  Certificate Type Description v s
= e ™ o Show all downloads
32766 ECA Medium Assurance Identity and Encryption Certificate 1 Year Browser  $139.00  Approved Pending

IMPORTANT NOTES!!!

Open up Notepad in your PC (do a search in the Cortana Search Box); type the password that you want to protect/assign to the download files of your certificates into the Notepad File (do
not put any spaces before or after the password; do not strike the Enter Key after); then CAREFULLY copy and paste the password into both password prompts below; then save the Notepad
File with your ECA Certificate Password (the filename should be ECA Cert PW) to a flashdrive or network drive (NOT your C Drive] to which only you have access. You also will have to save
both .p12 download files to a flashdrive or network drive (NOT your C Drive) to which only you have access. It is best to save the two .p12 download files to a different external drive than the
Notepad File with the password if available ta you. However, if not available, save all three files to the same external drive (just make sure the flashdrive is locked up or the network drive is not
accessible by others),

Some customars may want to save the password to a Password Manager in lieu of saving the Notepad File. If that is the case, do it immadiately after you paste the password into both
password prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttans. Make sure that you save the two .12 files to a flashdrive or network drive (NGT your C Drive).

The procedures above help ensure that you do NOT make typo errors and that you are able to recover your certificates if your computer crashes without having to go through the entire
request process again and pay again for your certificates. We do NOT have a copy of your password and CANNOT reset it; it is set within your operating system

We strongly recommend that the ECA Certificate Password be different than the WidePoint account password you set with us when you registered. The account password can be reset as
long as you know the answers to your security questions. (But the certificate password cannot be reset in this manner.

*Password complexity and length are determinad by the operating system of your PC; chack with your IT Support if you do NOT know what the complexity and length requirements are.

Identity Certificate - Download Encryption Certificate - Download

Password for P12 * [ Confirm Password * Password for P12 * [ Confirm Password *

Valid Matched

12

T Q 8 TueNovs 4:21PM

Updates Available
Do you want to install the updates now or

try tonight?
* 2 |
- S S S S S SN S S T S S S -

i3 f
Identily Password
NotARealPassword1!

Encryption Password
NotARealPassword2!

Screenshot
-11..19.48PM
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Step 15: Keep the same web page and the text file for your installation passwords open and
side by side. Carefully copy the Encryption Password from the text file and then paste it into
the two password sections in the bottom left of the web page for the ‘Encryption
Certificate — Download’.

& TextEdit File Edit Format View Window Help T Q 8 TueNov5 4:22PM

Updates Available
@ Do you want to install the updates now ar

= it > try tonight?
O B hitpsycertficateenol.orc.comjenroljsublgetCertificate hi B w1 IR
L ] L ] i Installation Passwords
Certificate Request o il RTINS ST 3 4
i2 » » > 13 » 3 » » » > » > -
RequestID  Program  Certificate Type Description validity ~ Storage  Price Request Status  Certificate St: o 2 s a . . ’ 5
Identify Password
NotARealPassword1!
32766 ECA Medium Assurance Identity and Encryption Certificate 1Year  Browser  $130.00  Approved Pending
Encryption Password
NotARealP: y
Look Up “NotARealPassword2!*
IMPORTANT NOTES!! Translate *NotARealPassword2!”

Open up Notepad in your PC (do a search in the Cortana Search Box); type the password that you want to protect/assign ta the download files of your certificates it Search With Google
not put any spaces before or after the password; do not strike the Enter Key after); then CAREFULLY capy and paste the password into both password prompts bel
File with your ECA Certificate Password (the filename should be ECA Cert PW) 1o a flashdrive or network drive (NOT your C Drive) to which only you have access.
both .p12 download files to a flashdrive or network drive (NOT your G Drive) ta which only you have access. It is best to save the two .p12 download files 1o a diff
Notepad File with the passward f available 1o you. However, if not available, save all three files to the same external drive (just make sure the flashdrive is locke

e Notepad File (do
‘then save the Notepad it
also will have to save

t external drive than the

or the network drive is not

accessible by others). Share.
Some customers may want to save the password to a Password Manager in lieu of saving the Notepad File. If that is the case, do it immediately after you pag the password into both Lty 2
password prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttons. Make sure that you save the two .p12 files to a flashdrive or net drive (NOT your C Drive). Speling and Grammar: >

Substitutions. >
The procedures above help ensure that you do NOT make typo errors and that you are able to recover your certificates if your computer crashes without fiving to go through the entire Teaaforadion s P
request process again and pay again for your certificates. We do NOT have a copy of your password and CANNOT reset it; it is set within your operatinglfystem. Speech >

Layout Orientation >

We strongly recommend that the ECA Certificate Password be different than the WidePoint account password you set with us when you registered. T
long as you know the answers to your security questions. (But the certificate password cannot be reset in this manner.

account password can be reset as

Screenshot
2024-11...21.48PM

AutoFill
Services

*Password complexity and length are determined by the operating system of your PC; check with your IT Support if you do NOT know what the complexity and length requirements are.

Identity Certificate - Download Encryption Certificate - Download

Password for P12 * [ Confirm Password * Password for P12 * Confirm Password *

Valid Matched

s QIR Bmy

13
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Step 16: After pasting the password into both sections click off from the text fields and you
should see ‘Valid’ and ‘Matched’ under the fields in green. If you do not see ‘Valid’ then
your password does not meet the requirements, if you do not see ‘Matched’ then delete
the password from the second field and paste it in again. Once both areas are showing
‘Valid’ and ‘Matched’ select the green button ‘Get Encryption Certificate’.

& Firefox File Edit View History Bookmarks Tools Window Help T Q 8 TueNovs 4:22PM

Updates Available
006 O |Homuwoime x|+ v @ e e
« c O B hups:icentificateenroll.ore.com/enrol/subjgetCertificate.htm B o ¥ @ & &g a =
Certificate Request 2 W
2 S S S S S S S S S S -
RequestID  Program  Certificate Type Description Validity ~ Storage  Price Request Status  Certificate Status |l s 4 6 6
| Identity Password
NotARealPassword1]
32766 ECA Medium Assurance Identity and Encryption Certificate 1 Year Browser  $139.00  Approved Pending
Encryption Password
NotARealPassworda!
IMPORTANT NOTES!!!

Open up Notepad in your PC (do a search in the Cortana Search Box); type the password that you want to protect/assign to the download files of your certificates into the Notepad File (do
not put any spaces before or after the password; do not strike the Enter Key after); then CAREFULLY copy and paste the password into both password prompts below; then save the Notepad
File with your ECA Certificate Password (the filename should be ECA Cart PW) to a flashdrive or network drive (NOT your C Drive) to which only you have access. You also will have to save
both .p12 download files to a flashdrive or network drive (NOT your C Drive) to which only you have access. It is best to save the two .p12 download files to a different external drive than the
Notepad File with the password if available to you. However, if not available, save all three files to the same external drive (just make sure the flashdrive is locked up or the network drive is not
accessible by others).

Some customers may want to save the password to a Password Manager in lieu of saving the Notepad File. f that is the case, do it immediately after you paste the password into both
password prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttons. Make sure that you save the two p12 files to a flashdrive or network drive (NOT your € Drive).

The procedures above help ensure that you do NOT make typo errors and that you are able to recover your certificates if your computer crashes without having to go through the entire znzic’" h::ilm
request process again and pay again for your certificates. We do NOT have a copy of your password and CANNOT reset it; it is set within your operating system. v

Screenshot
4-11...21.48 PM

We strongly recommend that the ECA Certificate Password be different than the WidePoint account password you set with s when you registered. The account password can be reset as
long as you know the answers to your security questions. (But the certificate password cannot be reset in this manner.

*Password complexity and length are determined by the operating system of your PC; check with your IT Support if you do NOT know what the complexity and length requirements are. .

Identity Certificate - Download Encryption Certificate - Download -
_ |
Password for P12 * a Confirm Password * Password for P12 * Confirm Password * Somerahiot
2024-11...22.03PM
Valid Matched Valid Matched

Get Encryption Certificate

14



’.I P

a wldaPoinl company
o< - -

ECA

External Certificate Authority

How to Import Medium Assurance Certificates on MacOS

Step 17: You will see the download for the certificate file appear in the top right. Both

Certificates should now be downloaded.

& Firefox File Edit View Hstory Bookmarks Tools Window  Help
eace B | [ oowniosd cortficares x| + ~
% c Q & htpsijcert I Certificate.himl B % ¥ o & n =
Certificate Reqt @ :;hayru?.?@w‘t.wm.:um_en:_zz7se.p1z a
RequestID  Program  Certificate Type Description v bhayward@widepoint.com_id_32766.p12 s
’ Com od — 31KB Q
32766 ECA Medium Assurance Identity and Encryption Certificate 1

Show all downloads

IMPORTANT NOTES!!!

Open up Notepad in your PC (do a search in the Cortana Search Box); type the password that you want to protect/assign to the download files of your certificates into the Notepad File (do
not put any spaces before o after the password; do not strike the Enter Key after); then CAREFULLY copy and paste the password into both password prompts below; then save the Notepad
File with your ECA Certificate Password (the filename should be ECA Cert PW) to a flashdrive or network drive (NOT your C Drive) to which only you have access. You also will have to save
both .p12 download files to a flashdrive or network drive (NOT your C Drive) to which only you have access. It is best to save the two .12 download files to a different external drive than the
Notepad File with the password if available to you. However, if not available, save all three files to the same external drive (just make sure the flashdrive is locked up or the network drive is not
accessible by others).

Some customers may want to save the password to a Password Manager in lieu of saving the Notepad File. If that is the case, do it immediately after you paste the password into both
password prompts and before clicking on the ‘Get Identity/Encryption Certificate’ Buttons. Make sure that you save the two p12 files to a flashdrive or network drive (NOT your C Drive).

The procedures above help ensure that you do NOT make typo efrors and that you are able to recover your certificates if your computer crashes without having to go through the entire
request process again and pay again for your certificates. We do NOT have a copy of your password and CANNOT reset it; it is sat within your operating system.

We strongly recommend that the ECA Certificate Password be different than the WidePoint account password you set with us when you registered. The account password can be reset as
long as you know the answers to your security questions. (But the certificate password cannot be reset in this manner.

*Password complexity and length are determined by the operating system of your PC; check with your IT Support if you do NOT knew what the complexity and length requirements are.

Identity Certificate - Download Encryption Certificate - Download

Password for P12 * [ Confirm Password * Password for P12 * [ Confirm Password *

Valid Matched Valid Matched
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Step 18: Open your downloads folder and the folder we made on your desktop “ECA
Certificate Backup 2024”. Select the two certificates that we just downloaded within your
downloads folder and drag them over to the “ECA Certificate Backup 2024” folder.

& Finder File Edit View Go Window Help F Q 8 TueNov5 4:30PM

1

.............
o 1 2 ¢

Igenity Password

NotARealPassword1!

mmmmmmmm

nc_32766.p12 o file  Today at 4:23PM
@ Re . are e file Today at 4:21PM

4 Applications.
[=) Desktop
[ Documents

@ Dawnloads

3 iCloud Drive

Tag
® Red

® Orange

Yellow

® Green
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Step 19: Close your downloads folder, select the search button in the top right corner of
your screen and type in “Keychain Access” and once selected click the button “Keychain

Access” and NOT “Password Manager”.

)

& Finder File Edit View Go Window Help .B Tue Nov 5 4:30PM

.............

ECA Certificate Backup 2024

awerita Mame
) AirDIol

L2 @ bhayward@widepoint.com_enc_32766.012  Todeyal423PM  5KB person.ngefic (RN N NotARealPasswon

@ Recents ® bhayward@widepoint.com_jd_32766.p12 ay at 4:21PM

A Applications Installation Passwords ~ Todayat1232PM  446byles RTF Docume

() Desktop

[ Documents

@ Downloads

Date Added

& iCloud Drive
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Step 20: Open Keychain Access and the “ECA Certificate Backup 2024” folder and keep
them side by side. Within Keychain Access select “Login” in the top left, and then select
“My Certificates” in the top bar.

@ Keychain Access File Edit View Window Help T Q 8 TueNovs 4:30PM

[ —
3 - ce
S ece Keychain Access 1 =B

|

e 5 a d Ailltoms  Passwords  Secure Nolt My Cartificates
'
@ bhayward@widepoint.com_enc_32766.p12 t 4:23PN KB e file |
8 bhayward@widepoint.com_jd_32766.p12 ay at 4:21PM KB person..nge file
lation Password at 12:32PM 146 bytes ccume

B System

(@ System Roots Name Kind Expires Keychain

B0 =280 - » BE omEE§
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Step 21: Select your Encryption certificate from your “ECA Certificate Backup 2024” folder
(it is the file with *_ENC’ in the name) and drag it over to the Keychain Access window.

@& KeychainAccess File Edit View Window Help T Q 8 TueNovs 4:31PM

® L ] Keychain Access

end ¥ Al Ttes

© bhayward@widepoint.com_enc_32766.p12 & Local ltems

® bhayward@widepoint.com_id_32766.912
Installation Passwords

B System

(®) System Roots

LY bhayward@widepoint.com_enc_32766.912

sword
NetARealPassword1 !

Encryption Password
NotAReal

creenshot
IPassword2! 2024-11..0.59PM

=

2024-11..31.07PM

9BO =@
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Step 22: When you drag the certificate file over it will show a popup asking for the
password that you set for the file. Make sure you are using the correct password, as each
certificate was set with a different password.

& Keychain Access File Edit View Window Help F Q 8 TueNov5 431PM

ec e Keychain Access

fauilt Keychaing Allltoms Passwords  Securs Notes
AR e,

@ bhayward@widepoint.com_enc_32766.p12 - the pesemer i
om_id_32766.p12 a 21PN “bhayward@widepoint.com_enc_32766.p12":

o~

Passwaord:

Show password ind xpires. chain creenshot
-11... 30.11PM

h-11..0.5aPM

NetARealPasswordi |

Encryption Password creenshot
NotARealPassword2! 2024-11..0.59PM

Screenshot
2024-11..31.07PM
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Step 23: Select your Identity certificate from your “ECA Certificate Backup 2024” folder (it
is the file with *_ID’ in the name) and drag it over to the Keychain Access window.

& KeychainAccess File Edit View Window Help

Name

@ bhayward@widepoint.com_enc_32766.p12 0 t M 5KE person..nge file

@ bhayward@widepoint.com_id_32766.p12
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o 1
Identiy Password
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Encryption Password
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nge file

2 Q 8 TueNovs 432PM

ene Keychain Access ®

o' Local ltems I I
System K '

B System

tems Passwords SecursNotes |MyCariificates. Keys Certificate

Hayward Briggs.S.0RC3020023029. Enerypt
Issued by: WidePoint ECA 8

Expir

 This ce

mber 5, 2025 a1 11:23:02AM Eastem Standard Time

{3} System Roots Name Kind Expires

Kaychain

-11....30.11PM
» [, Hayward Brigas. canificate

Nov 5, 2025 at 1:23:024M login

s rd@widepoint.com_id_32766.p12

hot
-11...0.39PM

creenshot
11..0.54PM

5. t
2024-11...0.59 PM

Screenshot
2024-11..31.07PM

Screenshot
2024-11..31.30PM

e omB=y

21



D ()1 E c A

o i External Certificate Authority

How to Import Medium Assurance Certificates on MacOS

Step 24: When you drag the certificate file over it will show a popup asking for the
password that you set for the file. Make sure you are using the correct password, as each
certificate was set with a different password.

# Keychain Access File Edit View Window Help F Q 8 TueNovs 4:32PM

ece Keychain Access @ a
Default Key Allitems  Password: Secure Notes My Certificates  Keys Certificate
Loty
int.com_enc_32766.p12 day at M SR .. r:;i:;tzci:igan.‘s[gnac:azuuzanzs‘zncrym
m_jd_32786.p12 “bhayward@widepoint.com_jd_32768.p12": Expires: Wednesday, November 5, 2025 at 11:23:02 AM Eastem Standard Time
bt

i

Password: ||

Show password Kind Expires Keychain

|.Briggs.5.0RC302002302%.Encrypt
concel QT

creenshot
-11...30.11PM
Nov 5, 2026 at T1:23:02AM login
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18entiy Password
NotARealPassword1!

Encryption Password
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Step 25: Verify that both certificates are now listed in the “My Certificates” section of

Keychain Access.

&  KeychainAccess File Edit View Window Help

o' login
o' Local ltems
B System

(8 System Roots

Keychain Access

Allfems  Passwords  Secure Netes | My Centificates

Name

] Hayward Briggs.5 ORC3020023028 Encrypt
] Hayward Briggs.5.0RC3020023029.1D

Al
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Step 26: Go back to the website we had open previously, https://certificateenroll.orc.com/,
if the site was still open then click the “Home Button” in the top left of the black banner to
refresh the site. Once the site is refreshed click on the “Accept Cert” button next to your

new certificate request.

& | B weicome x| +
so% 1 g + & =

« c O B8 https:fJcartificatesnroll.ore.comfenroll/subjwelcome

External Certificate Authority

a widepoint company

b ()T <=-!-

& Userinfo ~

Organization Personal Information Certificate Request Payment Guide
Certificate Request
Requestid  Program Certificate Type Description Storage validity ~ Expedited  Price Request Status  Certificate Status  Certificate Expiry Date |  Action
Browser 1 Year Yes $188.00  Approved Issued 2025-11-05 16:23:02.0

Medium Assurance Identity and Encryption Certificate

32766 ECA

Certificate Renewal

To renew Medium hardware or Token certificates, make sure you have your card reader connected to your computer and smart card is in the reader and then click the button below.
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Step 27: Your browser will pop up with a certificate selection window, if you have multiple
certificates installed on the computer it will give you a drop-down window to select which
certificate to use. Select the correct certificate and then select “Ok” in the bottom right of
the popup window.

OINT

DF:7F:9C'8;

5, zuza,d 11:35 PM EST to Nov 5, 2025, 11:21:34 AM EST

igital Signature, Non-Repudiation
Email addresses: bhayward@widepoint.com
Issued by: CN=WidePoint ECA 8,0L i
Stored on: 05 Client Cert Token
¥ Remember this decision

Step 28: Once the certificate is selected you will be asked to type in the Keychain password
for your computer. This is NOT the password you set for the certificate. This is a password
that is set in the settings of your computer, if you did not change this password previously
then this will be the same password you use to login to your computer. This is the password
that is used when accessing your certificates.

= weicome

« = O B hitpsj ore. 0% 1% g L@ d =
- 2 widepoint compan: c

mkr‘ <&-__P? = ’ E A

External Certificate Authority

Home Test Certificate New Certificate Request Download App  Help

~ Firefox wants to sign using key “privateKey” in

‘Organization Personal Information Certificate Request Payment Guide your keychain.
m To allow this, enter the *login® keychain password.
Y —
Requestid  Program Certificate Type Description sy ? MiaTE Ao e/ e RequestStatus  Certificate Status  Cerlificate ExpiryDate  Action
32766 ECA Medium Assurance Identity and Encryption Certificate Browser 1Year  Yes $188.00  Approved lssued 2026-11-05 16:23:020 |
Certificate Renewal

To renew Medium hardware or Token certificates, make sure you have your card reader connected to your computer and smart card is in the reader and then click the button below.
certificataanrollors com
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Step 29: Confirm that your full name is spelled correctly on the 2" line, and that your email
address is correct on the 6" line. Once everything is confirmed, select the white checkbox
in the bottom left and then click the big green “Accept Certificate” button.

|

@ | [ cenificate Acceptance Page X w

<« C O 8 Hesijcertificateentoll.ore.com/enroll/subjcertauth/certinfo.htm| E L @ =
Yo & widenoint fbrpany ECA
A — < -
= External Certificate Authority

Home New Certificate Request Help

Certificate Acceptance

2 —Mail : @widepoint.c
Common Name:  Hayward.Briggs.S.ORC3020023029.1D
Client Validity Start Date : Tue Nov 05 16:11:35 EST 2024

Client Validity End Date: ~ Wed Nov 05 11:21:34 EST 2025

Key Usage:  Digital Signature, Non-Repudiation
Extended Key Usage:  Client Authentication, Secure Email, Document Signing
Policies: id- di ha256
Subject Alternative Names:  E-Mail Address: bhayward@widepoint.com ,
Other Name: Principal Name = ORC3020023029@DODECA

Dhn’mﬂons in the certificate are correct and | accep| i
S Accept Certificate

@ WidePoint Corporation
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Step 30: Your certificate is installed successfully and tested! You can now process to go to
the DoD sites you need access to. Know that most DoD sites have specific ways to register
your certificates to your account, so they will most likely not work right away. It is usually a

good idea to give the DoD helpdesk for the specific website a call to get assistance with
registering your certificate.

You have successfully accepted your certificate, you are all set

The folder you created on the desktop, ECA Certificate Backup 2024, needs to be moved to
a secure location. This now has a backup copy of your certificates, and the installation
passwords needed for them. We recommend that you put this folder on an external hard

drive, if your computer ever crashes this folder will be the only way for you to reinstall
these certificates.
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That ends the process of Importing Medium Assurance
Certificates into MacOS.
If you need further guidance, please contact
wcsc.helpdesk@widepoint.com
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