
Downloading and Installing Medium Assurance Certificates:  

Step 1: Once your certificates have been processed and issued from Widepoint - ORC you should receive 

the below email to the email address you utilized when creating your account. Please read the full email 

and instructions below on how to install your newly issued certificates. 

Step 2: Please login with your email as your username and the password you created when you made 

your account. You will then be taken to the dashboard where you can see all the certificate requests 

attached to your profile. You can now select “Get Cert” on the issued certificate on your profile. 



Step 3: This will take you to the below page, please read the notes and instructions, this is where you 

will be creating the password for your certificates. We recommend this password to be different from 

the password you set on your account itself. Please Note: The complexity requirements of this password 

depend on your internal company security policy. Widepoint - ORC CANNOT reset or restore this 

certificate password once set. If you forget the password you will need to order and pay for new 

certificates.  

 

Please make the Identity and Encryption Certificate password the SAME to avoid confusion in the 

future. 

Step 4:  Once you set the password in the above step and hit ‘Get Identity/Encryption Certificate‘ it will 

download onto your browser’s download like the example below.  

 

 



Step 5: You will need to repeat the below steps for each of the two downloaded certificates. Once for 

your Identity and once for your Encryption certificate. Please mimic the below selected options to 

install.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Step 6: Once you have completed the above steps for both your identity and encryption certificate, you 

will go back through the browser and now please click “Accept Cert”.  

 

 

Step 7: It will then populate your new ECA 8 Certificate as an option to choose and it will then prompt 

you to enter the Certificate password you created on Step 3. Once correctly entered this means your 

certificate has been installed correctly and tested, you will then see the below screen. You will verify all 

of your information is correct and check the box confirming that you are accepting the certificate and 

then hit ‘Accept Certificate’. 

Step 8:  You have now completed the installation of your Medium Assurance Certificates. If you are 

getting an error message when installing or following the above steps or getting ‘Certificate Not 

Presented’ when testing – please reach out to the Widepoint ORC helpdesk at ECAHelp@ORC.com for 

further assistance. 
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