Making Medium Assurance Certificate Requests via Mozilla Firefox
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This instruction was created to assist you in making certificate requests for ECA Medium Assurance
certificates (browser-based certificates), only. If you require ECA Medium-Token Assurance certificates

or ECA Medium-Hardware Assurance certificates (smart card-based certificates) please send an email to
ecahelp@orc.com and request instructions for those assurance levels.

Medium Assurance certificates (browser-based certificates) are the lowest assurance level defined
under the DoD ECA Certificate Policy. They are the easiest to obtain. Some DoD activities (like JPAS)
require that you use a higher assurance level of certificate to access their site(s). If the web site or
activity that you wish to access specifies Medium-Token Assurance or Medium-Hardware Assurance, do
not follow these instructions. If the web site or activity that you wish to access does not specify the
assurance level or specifies Medium Assurance, then this should be all that you need.

Why use Mozilla Firefox ?

Mozilla Firefox has its own cryptographic module (its own certificate store) so it is often not bound by
restrictions that are on the computer’s operating system. And Mozilla Firefox works basically the same
across all platforms (i.e. it works the same on a PC and a Mac). Some users find many certificate actions
to be more straight-forward in Firefox than in other browsers. Additionally, you can pull your
certificates out of Mozilla Firefox to install into other browsers and/or to install on other computers. So
you can use Firefox as a tool to obtain your certificates and then install them where you wish after you
have made back-up files. You can obtain Mozilla Firefox here: https://www.mozilla.org/en-US/
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1.

Making Medium Assurance Certificate Requests via Mozilla Firefox

In the Mozilla Firefox browser, go to https://eca.orc.com Scroll down and click the Order button

for Medium Assurance Identity and Encryption certificates.

x E&

@ & https://eca.orc.com oo @ | Q Search v N @O =

Medium Hardware Subscribers &
Medium Token Subscribers

See Special Instructions!

SCHEDULE NOW

edium Assurance Identity and Encryption Certificates
ccess to NSA ARCnet, MPO, GSA eOffer/eMod, PPIRS, and DoD sites.

@ Medium Token Assurance Identity and Encryption Certificates
Access to all of the above and AFWAY, JPAS, DOD EMALL, etc.

@ Medium Hardware Identity and Encryption Certificates
Access to all of the above and FVS, NGA, Navy Data Environment (NDE), etc.
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2. This page just gives a description of the features of a Medium Assurance ECA certificate and lays out

the steps in the process. Click the “Proceed to Step 1...” button.

Medium Assurance dentity/Encryp X | =+

Features

B Easy online request process for either 1 or 3 year certificates.

]
B Allows access to NSA ARC Net, GSA eOffer/eMod, and most DoD sites, for example CPARS and SPOT.
B An ECA certificate pair is used for:

B Identity Certificate: accessing websites and digitally signing emails.

B Encryption Certificate: exchanging encrypted emails.

Detailed information

Steps to obtain your certificates
Step 1: Read the requirements.
Stap 2: Gather the required documents.

Step 4: Fill out and print the online request forms.

]

]

B Step 3: Trust the CAs.

]

B Step 5: Make a backup copy of your enrollment keys.
]

Step 6: Have the printed request forms (with the required documents) notarized. Mail the
documents to ORC, and await receipt of your digital certificates.

Proceed to Step 1 to read the requirements

Medium Assurance Identity/Encryption Certificates | coNTACT US

2 =
Software only; no hardware needed. Installs into Internet Explorer and Firefox. 'Fo—"" 1-800-816-5548

To contact the ORC ECA Customer
Service Team, please send an email
to ecahelp@orc.com OR

Submit an On-line Help Request
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3. This page gives basic requirements for Medium Assurance ECA certificates. The pages also
states, very clearly, that each individual must do this for themselves. You may not make a
certificate request for someone else. Click the “Proceed to Step 2...” button.

Medium Assurance Certificate Req) X + = =

& o @ @ https:/feca.arc.com/order/medi o @ P | Q search R\ G —
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| Schedule Appointment | Order Certificates | Pricing | Instructions | Policies | Contact Us |

| cONTACT US

To contact the ORC ECA Customer
Service Team, please send an email
to ecahel C.oom OR

Submit an On-line Help Request

1: Requirements 2: Gather Docs 3: Trust CAs 4: Online Request E: Back Up Keys &: Motarize B Mail Request

For a downloadable version of these instructions, please click here ®%,

3 Form
B IMPORTANT: You must perform the online request for yourself, in your own name. You may NOT make r 1-800-816-5548
an online request for another individual. This is grounds for immediate revocation of the cerificate,
and any fees paid will not be returned.

B Aworkstation with a FIPS 140-1/2 Level 1 cryptographic compliant web browser is required. This
includes Internet Explorer 5.5 and above and Firefox 1.5 and above.

B The computer, web browser, and network profile that you are now using must also be used to import
your certificate after ORC issues it.

B The DoD ECA Certificate Policy requires all Subscribers to protect their certificate private keys with a
password or PIN. During the online request process you will have an opportunity to assign a
password to protect the cerificate private key. ORC will not know this password, it is not sent out from
your computer. Ifyou forget your certificate password, you may be required to purchase a new
certificate.

Proceed to Step 2: Gather the required documents
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4. This page tells you about the documents you will need to present for Identity Proofing (Identity
Verification) later. You don’t need them right now, but you will need them later. Click the
“Proceed to Step 3...” button.

Gather Required Documents « Exter X ‘ + = B

& c @ @ @ https://eca.orc.com/verification, " | Q Search L N O =

~
Gather Required Documents ‘ CONT, us

To contact the ORC ECA Customer
1: Reguirements 2: Gather Docs 3z Trust CAs 4: Online Request 5: Back Up Keys &: Notarize B Mail Request § Service Team, please send an email

to ecahelp@orc.com OR

To verify your identity for the digital certificate request, please gather the Eihns |
following documents: 1-800-816-5548

1. Two forms of photo identification (One must be from the primary list below. The second may come
from either list, but MUST be from a different issuing agency from the first photo 1D.)
L CLLI TR LT P LY PYTEPPYPEYEPPRPPPPIPTT NS EREESE RS EREESEEEEsEEEsRRERREEEE
= Primary Photo 1D : Secondary Photo 1D

:-...-.-......-.-....-.-......-.-....-.--!--......-.-....-.-......-.-....-.-.....

Current photo ID issued by a Non-Exhaustive List of
federal, state, or local H Examples:
government

= Valid or expired passport

= Cerificate of Citizenship

3. One of the following Proofs of Organizational Affiliation

= A current, company-issued photo ID with company name, employee name, and
employee photo.

= Aletter on company letterhead, signed by a Duly Authorized Company Representative,
stating that you are an employee ofthat organization. A proof of affiliation letter is nota
substitute for one of the above required photo 1Ds. (Download examplelﬂj}

After gathering the required documents:

Proceed to Step 3: Trust CAs
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5. This page tells you to how to manually trust the ORC ECA Certificate Authority (CA) in Mozilla
Firefox. Most commercial CAs are ‘pre-trusted’ in Firefox when you install it. But most of the US
Federal Government CAs are not pre-trusted, so you will need to do this following this process.

First, we will trust the Root CAs ...

CA Trust Page for Mozilla Firefox = % ‘ + - O

<« Cc o @ @ https//eca.orc.com/order/trust-cas/ca-trust-page-for- oo 1 In @ =

CA Trust Page for Mozilla Firefox ‘ CONTACT US ~

ontact the ORC ECA Customer

1: Reguirements 2: Gather Docs 3: Trust CAs 4: Online Reguest E: Back Up Keys

&: Notarize B Mail Request " 3 lease send an email
xm DR
Submit an On-line Help Request
Windows users have 2 possible methods for trusting the ORC ECA. They can use the DoD's InstallRoot Exiw: N Form

tool or they can use the manual method. The DoD InstallRoot tool is the recommended method. If run r 1-800-816-5548
correctly, it trusts the DoD PKI and the [DoD] ECA PKI (which includes the ORC ECA) and sets up that trust
in the manner preferred by the DoD in Windows, Mozilla (Firefox) applications, and Java cerificate store.

You can find instructions on downloading and running the tool here: hitps:/feca.orc.comiwp-content
juploads/ECA_DocsiTrusting_DoD_PKls.pdf. T8

Clle each button in turn and s, you do not need to use the manual method
perform the process shown

Fil on the next page.

“king on the yellow “Click Here" buttons.

In the “Downloading Certificate™ dialog box, ch xes and press OK.

Download the ECA Root CA 4 Certificate Authority Click Here

~
Download the ECA Root CA 2 Certificate Authority Click Here

Downloading Certificate

Y¥ou have been asked to trust a new Certificate Authority (CA).

D you want to trust "ECA Root CA 4" for the following purposes?
rust this CA to identify websites.
rust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its poli
procedures (if available).

View Examine CA certificate

For each ROOT certificate authority, check both boxes and click OK.
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For each yellow “Click Here” button; click the button and then check the check boxes and click the
OK button.

Downloading Certificate
You have been asked to trust a new Certificate Authority (CA).
Do you want to trust "ECA Root CA 4" for the following purposes?

rust this CA to identify websites,
rust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available].

View Examine C4 certificate

Cancel

Then we will install the Intermediate CA certificates. You will not check the boxes to specifically
trust these certificates. They will have trust inherited from the Root CAs. Scroll down and select
these certificates.

x [+

- oEN

- Q@ 17 N @

@® ! https://eca.orc.com/order/trust-cas/ca-trust-page-for-
Click each button in turn and
perform the process shown

ority (CA) certificates.

on the next page. ing on the yellow “Click Here" buttons.

Download the ORC ECA 6 Certificate Autharity Click Here

Download the WIDEPOINT ORC ECA 7 Certificate Authority Click Here

Download the ORC ECA SW5 Certificate Authority Click Here

Download the ORC ECA HWS5 Certificate Authority

Click Here

Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

A

& o bt "D CCA BT £ar e £allauui o

]
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For each yellow “Click Here” button; click the button (but do not check the check boxes) and click
the OK button.

Downloading Certificate “

You have been asked to trust a new Certificate Authority (CA).

u want to trust "ORC ECA &" for the following purposes?

this CA to identify websites,
his CA to identify email users.

efore trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available].

View Examine C4 certificate

If you click a button and it says that the certificate is already installed, it means that it has already
been done, just cick OK and move on to the next yellow “Click Here” button.

Alert

; I:-. This certificate is already installed as a certificate authority.

o

6. When you have trusted all of the CAs, click the “Proceed to Step 4...” button.

| (<

For each certificate authority, check all three boxes and click OK.

After installing the Certificate Authorities:

Proceed to Step 4: Request Your Certificates
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7. Select the validity period that you desire and enter your information into the fields on the
screen. Then cliks the “Submit” button.

Certificate Request X ‘ + - 0O

<« c ‘Q‘ @ & https://eca-enroll.orc.com/eca/certRequest.htmi?profile e ﬁ I @

Identity Certificate Enrollment : | One Year hd

User's Identity:

Enter values forthe fields below. Values must be consistent with your |dentification Credentials (e.g.- Government Issued Photo ID, Drivers
License, Passpor, ID Card.)

First Name : |John *

Middle Initial : Q|

Last Name : |Person *

Work Email : |emai|.address@work.com *

Company Name : |Y0ur Company Name \ Enter your formaI
~ .

Citizenship : | United States \v (SMTP) email

Location: us @ Nonus [ address. Certificate

email functionality
Contact Information:

does not work well

Enter a phone number at which you can be contacted regarding this request.
with email aliases.

Phone: |555-555-5555

8. Verify the accuracy of the information that you are sending to our server. Be very careful
regarding typographical errors, if any part is wrong, the whole thing is wrong. If you find an
error click “Make a Change” to go back and fix the error. Otherwise, click “This is Correct.”

Certificate Request Form X [+ = B

&« c o ® I @ https;/feca-rm.orc.com/request-spk-O.xuda B e w N @

Medium Assurance ldentity Certificate Request

Subscriber Information:

Validity Period One Year
First Name John
Middle Initial: Q After you have
Last Name: FPerson

corrected any errors
Company Name: Your Company Name y ’
Company Email: email address@work.com click here
Country: US - United States
Location: us
Company Phone: 555-5565-5555
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Firefox will generate a private/public key pair (the core of what will become your Identity
certificate) and send the public key to our CA server. When the CA server gets that pubic key,
you will get a web page instructing you to Submit the request for the companion Encryption
certificate. Click the Submit button to continue.

c ‘Q‘ ® & https://eca-rm.orc.com/request-spk-encry-O.xuda wee ﬁ I @
Medium Assurance Encryption Certificate Request

Your request for an ECA Medium Assurance |dentity Certificate has been submitted to our server and the request form will be ready for you to print
atthe end ofthe online request process.

Mow the ECA Medium Assurance Encryption Certificate as a companion to your Identity Certificate. This certificate is used to exchange encrypted
emails with other individuals.

Submit Request

RSA Certificate Manager - Cer X | == = =
e
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10. Firefox will generate a private/public key pair (the core of what will become your Encryption
certificate) and send the public key to our CA server. When the CA server gets that pubic key,
you will get a Certificate Request page on the screen and be instructed to print the form before
you continue. The printed form should be about 3 pages long.

eca-enroll.orc.com/eca/certRegPri X +

& & ‘Q‘ @& https://eca-enroll.orc.com/eca/certRegPrintForm.html v D i} I @ =]

Click Here to Print This Form

After printing your forms, click the blue "Continue" button for instructions on how to submit your rel

[ Continue J

ests to ORC for processing.

You must print the

forms to send to us.
ORC ECA Medium Assurance Identity and Encryption Certificate ReqE

Request ID Mumber(s): 0AZ200C830000027CO000004F00006078
0AZ200C830000027CO000004F000060TA

Validity Period: One Year

Requester Name: John Q Person

Email Address: email.address@work.com Citizenship: US
Company Name: Your Company Name Phone Mumber: 555-555-5555

Payment (Check one):

D Visa |:| MasterCard |:| AMEX D Purchase Order D Corporate Check Only
Make checks Payable to "Widepoint Cybersecurity Solutions Corporation” or "WCSC™. Personal checks or check with incaorrect "Payable to™ will
be declined.

Purchase order number or check number (if applicable):
Card Holder Name:
(as it appears on the card)

Card Number:
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11. After printing the form, you are done making the on-line requests. You may click the Continue
button. This page contains a link to instructions on how to make a back-up copy of your entire
Firefox profile (which contains the Firefox certificate store). This process is not required, but it
can be used to restore a certificate that is ‘lost’ if Firefox should be un-installed or updated. This
process is also not a substitute for making back-up files of you finished certificates after we issue
them. Please make back-up files when you are specifically directed to do so.

Click the “Proceed ...” button

Verify and Back Up Enrollment Ke, X ‘+ - O
<« (& ‘Q‘ [OF*] https://eca.orc.com/verify-keys-medium-assurance/fi e 0 fr In @ =

B (). ECA

el External Certificate Authority

Certificate | Schedule Appointment | Or ificates | Pricing | Instructions | Policies | ContactUs | ©

Verify and Back Up Enrolilment Keys- Firefox | CONTACT US

To contact the ORC ECA Customer

1: Requirements 2: Gather Docs 3: Trust CAs 4: Online Reguest 5: Back Up Keys &: Notarize B Mail Request Service Team, please send an email
to ecahelp@orc.com OR
) ) Submit Help Request
You have generated certificate requests and key pairs. A Fo,.:: = =
It is strongly recommended that you back-up your Enrollment Key Pairs. This will serve to verify that keys r 1-800-816-5548

were generated and that you are in possession of the passwords assigned to protect these key pairs.
Additionally, if you put the back-up files on external media (CD, thumb drive, etc.), this wil mitigate the risk
of technical problems destroying your certificates.

You can find instructions for backing up your enrolment keys here:
http://eca.orc.com/wp-content/uploads/ECA_Docs/Backup_Copy_Firefox_Cert_Store.pdf T

Once you have successfully made backup files of your Enroliment keys, you can take your request forms to

the Motary.
Proceed to Step 6: Have the Requests Notarized
W
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12. This last page provides instruction on having Identity verification performed (these instructions
are also included on the third page of the printed request forms) and explains what will happen
after you send the request forms to us.

Identity Verification « External Certi X ‘+ = =

<« A @ @ @ https://eca.orccom/notary-medium-assurance/ E] | e w N @ =

[ Tdentity Verifieation __[iconmactus

To contact the ORC ECA Customer
1: Requirements 2: Gather Docs 3: Trust CAs 4: Online Reguest 5: Back Up Keys 6: Notarize & Mail Request " Service Team, please send an email
1 to ecahelp@aorc.com OR

Submit an On-line Help Request

After you complete the online request, you must take your request forms and the required identity [p—

documentation to a Trusted Agent for identity verification. Your options for a Trusted Agent depend on
your citizenship and your location. Click the button below that applies to you.

I'am a US Citizen
Tam a citizen of Australia, Canada, Great Britain, or New Zealand
I'am a citizen of a country other than those shown above

After you have your requests notarized

1-800-816-5548

After you have had the identity verification performed by one of the above Trusted Agents, you must send
the original, notarized request forms (no photocopies) to our Fairfax, Virginia office by the carrier of your
choice (FedEx, UPS, USPS, etc). Our address is located on the first page of the request form. Request forms
may NOT be submitted to us by fax or email. You must also include copies of the required identity
documentation as detailed in Step 2: Gather the Required Documents.

We will process your request within 3-5 business days of its arrival at our Fairfax, Virginia office. Within that
time frame, you wil receive an email that either:

1 Informs you of any problems with the request and explains how to rectify the problems; OR

B Informs you that your certificate has been issued and provides complete instructions on how to
import, test, and create a backup copy of your certificate.

Our ermails may be mistaken for spam by your cormpany’s spam filter. Please watch your spamjjunk folder for
any messages from an orc.com email address. If you haven't received an email from us about your certificate
request within 5 business days of its arrival at our office, you can inguire about its status by emailing our help
desk at ecahelp@orc.com. (You may wish to whitelist email from the ORC.COM domain.)

Remember that when importing your certificate, you must use the same computer, network profile (log on),
and web browser that you used to make the request. Please refrain from all updates of browser and
operating system until your certificates have been successfully imported.

This concludes the certificate request process.

Remember that you should always protect your certificate with a password, whether it’s stored in your
browser or saved as a backup copy. If you haven’t already set a master password in Firefox to safeguard
your certificate, take a moment to do it now. Here’s a link to our instructions on how to do that:
https://eca.orc.com/wp-content/uploads/ECA_Docs/Firefox_Instructions/Set_Password_Firefox.pdf
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