Instructions for requesting ECA Medium Assurance (browser based) certificates via
Internet Explorer.

IMPORTANT: These instructions are written step-by-step; do not perform an action before the
instructions tell you to do so.

A NOTE TO INTERNET EXPLORER APPLICANTS — Do not try to make certificate requests with the
Microsoft Edge browser; open Internet Explorer, instead. When performing certificate functions with
Internet Explorer, you are really dealing with the Windows operating system. This means that there can
be many Windows configuration variables that ORC cannot anticipate. You must be logged on to your
computer under your normal user profile (or Username) [Sometimes people get help from their IT
support personnel. Often, IT support personnel will log-on to the computer as the Administrator; but we
want the user logged on now, not the Administrator.]

1. In Internet Explorer, go to: https://eca.orc.com/ .

Welcome to the Secure Ordering Portal
for orc.widepoint.com

About ECA

As 3 U.S. Government ECA, WidePoint-ORC is authorized to provide digital
certificates for:

= Identification/Digital Signature for people and devices;
= Encryption to secure emall and digital flles;
= Server Authentication for identification of web sites and other devices;

* Domain Controllers for securing your Windows domain; and

= Signing of Code

2. Scroll down and click the “Order” button next to Medium Assurance Identity and Encryption
Certificates.


https://eca.orc.com/

€ | > CI—

T o T e |

Q Get Certificates:

—_—

@ Medium Assurance Identity and Encryption Certificates
Access to NSA ARCnet, MPO, GSA eOffer/eMad, PPIRS, and DoD s

Medium Token Assurance Identity and Encryption Certificates

Access to all of the above and AFWAY, JPAS, FEDMALL, etc

Medium Hardware Identity and Encryption Certificates

Access to all of the above and FVS, NGA, Navy Data Environment (NDE), etc.

Which certificate do I need? ] Renew Certificates

Component/Server/SSL Certificates

Domain Controller Certificates

@ Code Signing Certificates- Medium Token
@ Code Signing Certificates- Medium Hardware
VPN IPSec

Certificates News & Updates Contact Us
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Medium Assurance Identity/Encryption Certificates

Features

® Easy online reguest process for either 1or 3 year certificates.

= Software only; no hardware needed. Installs into Internet Explorer and Firefox
 Allows access to NSA ARC Net, GSA eOffer/eMod, and most DoD sites, for example CPARS and SPOT
® An ECA certificate pair is used for

® |dentity Certificate: accessing websites and digitally signing emails.

® Encryption Certificate: exchanging encrypted emails.

led information

® Step 1: Read the requirements.

Steps to obtain your certificates

= Step 2: Gather the required documents.

W Step 3: Trust the CAs.

® Step 4: Fill out and print the online request forms.

® Step 5: Make a backup copy of your enroliment keys.

® Step 6: Have the printed request forms (with the required documents) notarized. Mail the documents to ORC, and await

receipt of your digital
Proceed to Step 1to read the requirements

4. Read the requirements, and then click on the “Proceed to Step 2” button.
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Home v edule Appointment

Medium Assurance Certificate Requirements

1: Requirements 2. Gathe

Fora version of these i i please click here ™.

= IMPORTANT: You must perform the online request for yourself, in your own name. You may NOT make an online request for
another individual. This is grounds for immediate revocation of the certificate, and any fees paid will not be returned.

on with a FIPS 140-

and above and Firefox 1.5 and abowi

el | cryptographic compliant web browser is required. This includes Internet Explorer 5.5

® The computer, web browser, and network profile that you a:
ORC issues it

® The DoD ECA Cer > Policy requires all Subs to protect their certificate private keys with a password or PIN.
During the online request process you will have an opportunity to assign a password to protect the certificate private key
ORC will not know this password, it is not sent out from your computer. If you forget your certificate password, you may be
required to purchase a new certificate.

now using must also be used to import your certificate after

ers

5. Read the requirements to present 2 photo IDs, Proof of Citizenship and Proof of Organizational
Affiliation when you go through the Identity Verification process. Then click on the “Proceed to Step
3” button.

2. One Proof of Citizenship

zenship for Non-U.S. Citizens

o

enship for U.S. Citizens
-

id passport from
qualifies as one of the requi

Current, valid US. Passport (also qualifies as one of
the required photo IT

ur country (also
d photo |

by a government entity within

s Unfortunately, Green (Permanent Resident) Cards are
NOT authorized for proof of citizens

Certificate

FS5-240 Consular Report
DS-1350 Certification of Report of Birth

Certificate of Citizenship

One of the following Proofs of Organizational Affiliation

= A current, company-issued photo ID with company name, employee name, and employee photo.

= Aletter on company letterhe
employee of that organiz:
Ds. (D

ad, signed by a Duly Authorized Company Representative,
n. A proof of affiliation or one of

ng that you are
: above required photo

v is not & subs

wnload example®])

After gathering guized documents:

News & Updates Contact Us
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6. At this point you will need to Trust the Certificate Authority (CA).

You can follow the instructions on this page to manually trust all of the ORC ECA Certificate
Authority servers. But a more effective method of doing this is to run the DoD InstallRoot tool. The
DoD Installroot tool will trust all of the DoD PKI and all of the ECA PKIs very quickly. It is the
recommended way to perform this process. You can run the DoD Installroot tool by referencing this
instruction: https://eca.orc.com/wp-content/uploads/ECA_Docs/Trusting_DoD_PKIls.pdf When you

have trusted the ECA PKI, click the “Proceed to Step 4” button.

Trust the PKIs with InstallRoot (Windows OS only)

Windows users have 2 possible methods for trusting the ORC ECA. They can use the DoD’s InstallRoot tool
or they can use the manual method. The DoD InstallRoot tool is the recommended method. If run correctly,
it trusts the DoD PKI and the [DoD] ECA PKI (which includes the ORC ECA) and sets up that trust in the

manner preferred by the DoD in Windows, Mozilla (Firefox) applications, and Java certificate store.
ou can find instructions on downloading and running the tool here: https://eca.orc.com/wp-
content/uploads/ECA_Docs/Trusting_DoD_PKIs.pdf.

If you run the InstallRoot tool according to our instructions, you do not need to use the manual method

below.

Step A. Trust the ECA Root CA 4 Certificate Authority
Step B. Trust the ECA Root 2 Certificate Authority

Step C. Trust the ECA 6 Certificate Authority

Step D. Trust the ECA 7 Certificate Authority

Step E. Trust the ORC ECA CA SWH5 Certificate Authority

Step F. Trust the ORC ECA CA HWS5 Certificate Authority

After installing the Certificate Authorities:

—

< procnt o St & Rt Your Certifatss

Do this
OR

This

You do not

need to do
both

'You already
did this (and
more) when
you ran the
InstallRoot
files.

7. On the application page, select the desired Validity Period (One or Three Years), enter your name,
company name, the email address that you use at work, your citizenship, and your phone number at

work. Then click the Submit button.


https://eca.orc.com/wp-content/uploads/ECA_Docs/Trusting_DoD_PKIs.pdf
https://eca.orc.com/wp-content/uploads/ECA_Docs/Trusting_DoD_PKIs.pdf
https://eca.orc.com/wp-content/uploads/ECA_Docs/Trusting_DoD_PKIs.pdf
https://eca.orc.com/caCerts/ECA_Root_CA_4.cer
https://eca.orc.com/caCerts/ECA_ROOT2.cer
https://eca.orc.com/caCerts/ORC_ECA_6.cer
https://eca.orc.com/caCerts/ORCECA7.cer
https://eca.orc.com/caCerts/ECA-SW5.cer
https://eca.orc.com/caCerts/ECA-HW5.cer
https://eca-enroll.orc.com/eca/certRequest.html?profileId=medAssuranceIdProf&domainIDName=nonPivIDomainID
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Home Cerfificate Request Contact Us

Medium A

e Identity Certificate Request

M

peftificate Enrollment : | Select Validity Period

User's ldentity:
Enter values for the fields below. Values must be consistent with your Idenfification Credential
Passport, ID Card.)

First Name : ‘ John ‘
Middle Initial : @ ]
Last Name : ‘ Smith

Company Name : ‘Yuur CompanyName

|
Work Email : ‘YourEmaiI@work.corn ‘ *

|

|

Citizenship : [United States v

Location : us ¥ non-us [J

ontact Information:
W 2 phone number at which you can be contacted regarding this request.

Phone: 555-555-5555 x555 *

8. If you see a Web Access Confirmation dialogue box, click Yes

1 This Web site is attempting to perform a digital certificate
i IE operation on your behalf:

https://eca-rm.orc.com/request-msie-0O.xuda

You should only allow known Web sites to perform digital
certificate operations on your behalf.
Do you want to allow this operation?

2 g.- Govemment Issued Photo |D, Drivers License,

This is sample data,
please enter your
information

9. On the Confirm Information page, double check your information, make any changes if necessary and
then click “This is Correct”. (NOTE: If you make a mistake and ORC has to re-issue your certificate
with a correction, you will be charged again to fix your mistake.)


vincentv
Oval

vincentv
Callout
This is sample data, please enter your information

vincentv
Oval


B B https://eca-m.orc.com/request-msie-Oxuda

B Certificate Request x

ECA

Validity Period
First Name
Middle Initial:
Last Name:
Company Name:
Company Email:

Country:
Location:
Company Phone:

External Certificate Authority

Home  Cerfificate Request Contact Us

Medium Assurance Identity Certificate Request

Subscriber Information:

This is critical; it

MUST be correct

One Year

John

Q

Smith
‘YourCompanyName

US - United States
us
555-555-5655

Cryptographic Service Provider:  Microsoft Enhanced Cryplographic Provider v1.0 v

If you need to make a
change, do so here

|7 B

10. When you get the Creating a new RSA exchange key dialog box, click the Set Security Level button.

An application is creating a Protected item.

Securty level set to High

CryptoAP| Private Key

|_Set Security Level. |

QK Cancel Details...

11. You must assign a password to protect your Identity certificate (and its private key). This will be
your certificate password from here on. Your computer will require you to set a password of the
same complexity level as your log on password. Please choose a password that you can remember;
ORC will not have your password and cannot reset it for you if you can’t remember it later. (While
much of this process happens over the internet, the password assignment is happening only on your
computer. The password does not leave your computer and is not sent to ORC.) After you have

assigned a password, click the Finish button.
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Create a password to protect this tem.

Create a new password for this tem.

Password for: |[‘,r-_.rptnAF'| Private Key |

Pazsword: ||||-|||-|||- |
Corfirm: ||||-|||-|||-| |
—
< Back Finish | Cancel |

12. You may now click the OK button.

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to High | Set Security Level...

( oK i)| Cancel | | Details..
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13. If you see a Web Access Confirmation dialogue box, click Yes

A This Web site is attempting to perform a digital certificate
LE operation on your behalf:

https://eca-rm.orc.com/request-msie-encry-0.xuda
You should anly allow known Web sites to perform digital

certificate operations on your behalf,
Do you want to allow this operation?

14. Your computer has generated the private/public keys for your Identity certificate. Now click the Submit
button to request your Encruption certificate.

L I B hitps://eca-rm.orc.com/request-msie-encry-Dxuda

B Certificate Request x

ECA A

External Certificate Authority

Home  Cerfificate Request Contact Us

Medium Assurance Encryption Certificate Request

‘Your request for an ECA Medium Assurance Identity Certificate has been submitted to our server and the request form will be ready for you to print at
‘the end of the online request process.

Now the ECA Medium Assurance Encryplion Ceriificate as a companion to your Identity Certificate. This certificale is used to exchange encrypted
emails with atherindividuals.

Submit Request
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15. When you get the Creating a new RSA exchange key dialog box, click the Set Security Level button.

An application is creating a Protected item.

CryptoAP| Private Key

Securty level set to High

|_Set Securiy Level. . |

QK Cancel Details...

16. You must assign a password to protect your Encryption certificate (and it’s private key). You may
use the same password for your Encryption certificate as you used for your Identity certificate. This
will be your certificate password from here on. Your computer will require you to set a password of
the same complexity level as your log on password. Please choose a password that you can
remember; ORC will not have your password and cannot reset it for you if you can’t remember it
later. (While much of this process happens over the internet, the password assignement is happening
only on your computer. The password does not leave your computer and is not sent to ORC.) After
you have assigned a password, click the Finish button.

Create a password to protect this tem.

Create a new password for this tem.

Password for: |[‘,r-_.rptnAF'| Private Key |

Passward: ||||-|||-|||- |

Corfirm: ||||-|||-|||-| |

< Back ( Einish ! ’ Cancel
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17. You may now click the OK button.

An application is creating a Protected tem.

CryptoAP| Private Key

Security level set to High Set Security Level...
e

C QK > Cancel Details. .

S ———

18. The request form is displayed on the screen. Please click the link to print the Request form. The printed
request form should be three (3) pages long. The third page is instructions. After the form has printed,

click the Continue button.

Bl 2 hitps://eca-enroll.orc.com/eca/certMsieReqPrintForm.html

& eca-enroll.orc.com x

T CET T © * ¢ ©

External Certificate

Authority

Home  Certificate Request  Contact Us

After printing your forms, click the blue "Continue" button for instructions on how to submit your req

< Click Here to Print This Form >

e

to ORC for processing.

Request ID Number(s):

Validity Period:
Requester Name:
Email Adaress

Company Name:

Payment (Check one):
Owe O

be declined

Furchase order number or check number (if

ORC ECA Medium Assurance Identity and Encryption Certificate Request

0A200C830000027C000000550000865E
0A200C830000027C0000005500008661

One Year

John Q Smith

YourEmail@work com Citizenship: US
YourCompanyMName Phone Number: 555-555-5555

MasterCard [ amex [] Purchase Order [] corparate Check only

Make checks Payable to "Widepoint Cybersecurity Solutions Corporation” or "WCSC". Personal checks or check with incorrect "Payable to” will

Fard Holder Namea (as it annears nn tha rard)

Please print

Then click the continue

button
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Then click the continue button


19. You have completed the Certificate Request process. The next page asks you to verify and back-up your
certificate key. This procedure will mitigate the risk of technical problems ‘destroying’ your certificate.
Instructions for doing so are referenced on the page.

a widepoint company

"l.’l-; << -

Schedule Appointment

Verify and Back Up Enroliment Keys- Internet Explorer

5: Back Up Keys

enerated and that

=___|Open this PDF

document in a NEW tab

~ ORC Certificates 2 News & Updates Contact Us
.
¢ f 00-81

t

=% A
5 4a B B « m & @ € O

The RSA Key Pairs are generated in your Windows certificate store. There will be an RSA key for each
certificate request that you have made. Your computer will look for this RSA Key Pair when you
attempt to import the issued certificate from the certificate server. This RSA Key Pair is NOT YET a
certificate; it is, rather, the 'foundation' of the certificate (i.e. - the RSA Key Pair will become the
certificate). It has real value prior to your certificate being issued.

20. After backing up your RSA keys, click the button to “Proceed to Step 6”

21. Click the button that corresponds to your citizenship status. Read all of the information provided and
follow the instructions on this page to submit your request forms to ORC.

(See following page for screenshot.)
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\\V Identity Verification « Extern... %

Identity Verification

1: Requirements Gather Docs 3 Trust CAs ~ 4: Online Request ~ 5: Back Up Keys ~ 6: Notarize & Mail Request

ne request, you must taRe e gguest forms and the required identity documentation to a Trusted Agent
ication. Your options for a Trusted Agent depel™ our citizenship and your location. Click the button below that

Click the button that
applies to you

send the original, notarized
PS. o 0 ess i

22. The application process is complete.


vincentv
Oval

vincentv
Callout
Click the button that applies to you 


