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<Insert company letterhead>

<company footer information>

<Date> 

ORC ECA Key Recovery Agent

Operational Research Consultants, Inc.

11250 Waples Mill Road

South Tower, Suite 210

Fairfax, VA  22030

Subject:
ORC ECA  Key Recovery acknowledgement for 
<enter key requestor Full name> requesting recovery for encryption key issued to <enter Full name of subscriber of recovered key >

I hereby affirm that I have legitimate and official need to recover this key in order to obtain (recover) the encrypted data that I have authorization to access. I acknowledge receipt of a recovered ORC ECA decryption private key associated with the Subscriber identified here. I certify that I have accurately identified myself to the KRO (or KRA), and truthfully described all reasons that I require access to data protected by the recovered key. I acknowledge my responsibility to use this recovered key only for the stated purposes, to protect it from further exposure, and to destroy all key materials or return them to the KRO/ KRA when no longer needed. I understand that I am bound by Subscriber’s organization policies, applicable laws and US Federal regulations concerning the protection of the recovered key and any data recovered using the key

Organizational Information:

	Legal Company Name:

	Abbreviated Company Name (if applicable):

	Organization’s address (number and street, city, state, ZIP code):



	Organization’s telephone number:

	Dun and Bradstreet, D-U-N-S* Number and State:

	Year of Formation:


Authorized Requestor for Key Recovery:

	Full Legal Name (First, MI, Last, Gen):



	Title:

	E-mail address:

	Telephone number (with extension):

	Current address (number and street, city, state, ZIP code):




Subscriber of Recovered Key

	Full Legal Name (First, MI, Last, Gen):



	Title (if applicable):

	E-mail address:

	Telephone number (if applicable) (with extension):

	Current address (if applicable) (number and street, city, state, ZIP code):




Sincerely,

<Duly Authorized Representative of the Organization>
<Title>
<COMPANY NAME>

