widePoint
ECA Certificate Installation onto a YubiKey

This document will walk you through installing ECA Certificates (Medium Token Assurance or
Medium Hardware Assurance) onto a FIPS YubiKey. Please follow the document step by
step, each step is vital to the process.

Note: Printed copies of this document may not contain the most recent updates.
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Initial Setup
The below steps need to be completed before installing your certificates.

1. Verify that you have a FIPS 140-3 YubiKey and that the necessary programs
are installed.
Only FIPS YubiKeys can be used. This process will not work the following Yubico
products: YubiKey 5 series (Non-FIPS), YubiKey Bio Series, Security Key Series,
YubiHSM 2. Please contact WidePoint before purchasing any YubiKeys if you are unsure.
If you already own a YubiKey and are unsure if it meets the requirements, please look at
the back of the device and look for the letters “"FIPS” next to the serial humber. All FIPS
YubiKeys will have FIPS written next to the serial humber.

a. Use this document to verify that your YubiKey is a FIPS YubiKey and that you
have installed the YubiKey Manager CLI App and Yubico Authenticator App.

https://eca.orc.com/wp-
content/uploads/ECA Docs/Preparing Your Computer And Identifying Your Yu

biKey.pdf
2. Verify that the Trust Chain Certificates have been installed.

The Trust Chain Certificates are what allowed your ECA Certificates to be validated
during its use, it also gives you secure access to our installation program and website.

a. Use this instructional guide to check if the Trust Chain Certificates have been
installed.
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If: Any of the files are missing in your MMC.

(i) Use this instructional guide to use the DoD’s InstallRoot program to install
the necessary files.

(ii) Use this instructional guide to manually install all necessary Trust Chain
Certificates.

3. Verify that ActivClient is not installed.
ActivClient will cause issues with using your YubiKey certificates. This program is used
for our Smartcard and USB Token based certificates, so if you have had certificates on
either of those hardware types previously, you will most likely have this program
installed. Please reach out to your IT to get assistance with uninstalling with program.

a. Use this PDF to check to see if ActivClient is instaled.
If: ActivClient is installed
(i) Contact your IT to have them uninstall the program.

4. Proceed to the Downloading and Installing the Widepoint YubiKey Solution
Software task.

Downloading and Installing the Widepoint YubiKey Solution
Software

Complete the following steps to Install the Widepoint YubiKey Solution Software. This is the
application that will be used to download and install the ECA Certificates.

1. Download the Widepoint Yubikey Solution Software.

a. Login to your subscriber home page here.

b. Select "Download App” from the black banner at the top of the subscriber home
page

a widepoint

= External Certificate Authority
Home Test Certificate New Certificate Reques: Download App Help & Userinfo ~
Organization Personal Information Certificate Request Payment Guide

Certificate Request

Request Certificate Type Request Certificate Certificate
Id Program Description Storage Validity Expedited Price Status Status Expiry Date Action
16035 ECA Medium Assurance Browser 1 Year No $122.0  Approved Accepted 2024-09-06

Identity and 14:16:39.0

Encryption Certificate
17350 ECA Medium Token Existing 3 Years Yes $441.0  Canceled Canceled
Assurance |dentity Hardware
and Encryption Storage/USB
Certificate

17466 ECA Medium Assurance Browser 1 Year No $122.0  Canceled Canceled
Identity and

PrintForm
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c. Select the green “Download App” button under the “Download WidePoint
YubikeySolution Windows App (for Yubikeys ONLY!)” header.

x

shopidepeintco. Calendty [ UPSStipping £ ECADEY [ TimeCard  PJDT P DR E) Team Projecs

Extornal Cortificate Authority

Download WidePoint PKISolution Windows App (for Smartcards and @SB Tokens ONLY!)

jum Token Assurance or Medium Hardware Assurance certificates onto a Smartcard or USB Token then you will need to ufifthe Widepoint PKiSolution A
uters and must be used in tandem with ActivClient. If

ation. This application is only
instead will download your

P you have Medium certificates, then you wi bt need to use this applicatio
certificates through the browser

Download App

Download WidePoint YubikeySolution Windows App (i Yubikeys ONLY!)

tedium Ass

2. Install the Widepoint YubiKey Solution application.

a. Open your downloads folder and locate the newly downloaded file. File is labeled
“WidepointYubiKeySolution”.

= [m] X
4 Downloads x +
< 4 ] ) > Downloads > Search Downloads Q
@ New g{, o ED = @ T sort = view aas (B petails
A Home Marme Date medified Type Size
~ Toda
R Gallery v
|H WidepointYubikeySolution 8/19/2026 3:21 PM Windows Installer ... 242 KB
Yesterday
@ Desktop

Last week

Download
Lst morth

= Documents Earlier this year
Pictures
) Music

3 Videos

Public Documer

Soft Certs

Encryption Cert:

21items  1item selected 241 KB E [}

b. Double click the downloaded installation file.
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c. The following window will appear, please select ‘Next'.
A WidePoint Solution for YubiKey — et

Welcome 1o the WidePoint Solution for YubiKey A
Setup Wizard )

The installer will quide you through the steps required to install widePoint Solution for Yubik.ey on
waur corputer.

WARMIMG: This computer pragram iz protected by copyright law and international treaties.
IInauthorized duplication ar distribution of this program, ar any partion of ik, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent pozsible under the law,

< Back M et » ] Cancel

d. Leave the settings on this page as they are, and then select ‘Next’.
M WidePoint Solution for YubiKey — et

Select Installation Folder 2

The inztaller will install \WidePoint Solution for Yubik.ey to the following folder.

Toingtall in thiz folder, click "Mest". To install to a different folder, enter it below or click "Browse",

Enlder:
C:\Program Files [«8E6]\ W idepaoint\aidePoint Solution for “Yubikeys, Brovse. ..

Dhizk Cost...

Install WidePaoirt Solution for Yubikey for yourself, or for anyone who uses this computer:

() Evervone
0 Just me
¢ Back et > l Cancel
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e. Select ‘Next’, you may be asked for admin credentials to install this program. If
so, please reach out to your internal IT for assistance.

M WidePoint Solution for YubiKey — *

Confirm Installation LA

The inztaller iz ready ta install WidePaoint Salution for Yubik.ey an your caompker.

Click "Mext' ta start the inzstallation.

¢ Back Cancel
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f. Select ‘Close’ to finish the program’s installation.
A WidePoint Solution for YubiKey — et

Installation Complete A

; "WidePoint Solution for Yubikey has been successfully installed.

Click "Cloze" o exit.

Please use Windows Update to check for any critical updates to the WMET Framewark.

< Back Cancel

3. Proceed to the Logging into the Widepoint YubiKey Solution Application task.

Logging into the Widepoint YubiKey Solution application

Complete the following steps to login to the Widepoint YubiKey Solution Software. Your FIPS
YubiKey will need to be plugged in for the following steps. Do not remove the FIPS YubiKey
during this PDF unless explicitly told to do so by a member of the Widepoint support team.

1. Open the Widepoint YubiKey Solution application.

a. Go to the folder that the application installed to. If you did not change the
installation path then it will install to the following folder.
C:\Program Files (x86)\Widepoint\WidePoint Solution for YubiKey

b. Select the file named “YubikeySolution.exe” and select "Open”. DO NOT select
the file named “YubikeySolution.exe.config”.

Note: If you do not see “.exe” on the file name, that just means that you have a
setting on your computer that makes it not show file extensions. This is not a
problem. The file will instead be called “YubiKeySolution” with no “.exe”. Please
continue as normal.
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C.

5] = Manage WidePoint Solution for YubiKey

Home  Share  View  Application Tools

| { cut O New item ~ [ Open -
B EH* ¢ 5 X = = 4
=l Copy path ] Easy access - Edit
Pinto Quick Copy Paste Move Copy Delete Rename  New Properties
P 7] Pasteshotat  tor  to- S folder s History
Clipboard Organize New Open
<« v > ThisPC » Local Disk (C:) » Program Files (x86) > Widepoint > WidePoint Solution for YubiKey

WCSC International Shipments # *  Name Date medified Type

Quotes 4] Newtonsoft.Json.dil

certificateenroll.orc.com website up E ReadMetct

Identifying Your YubiKey <] system.Net.Htp.dll

Installation Process [¥] YubikeySolution.exe

Vubikey ¢ YubikeySolution exe.config
@ OneDrive

@ OneDrive - WidePoint

[ This PC
J 3D Objects
[ Deskiop
[£] Documents
¥ Downloads
D Music
=] Pictures
& videos
= Audit Share (B:)

L. Local Disk (C:) A
Sitems 1 item selected 111 KB

H setectan

Select none

EH Invert selection

Select

Application exten...
Text Document
Application exten...
Application

XML Configuratio...

«|® | SearchWidePoint Solution for..

686 KB
2KB
85KB
11 KB
1KB

2. Log into the application using your Widepoint account information.
Select submit after typing in your username and password. The username is the email
address you signed up with and the password was created during the account creation
process. This is the same username and password you use to sign into our website. If
you need to reset your password please go here and select the “Forgot Password”

button.

ol WidePoint Yubikey Client

Login  Certfficate Requests

Login with your certificateenroll.orc.com credentials

Username

Password

Submit

Version 1.1.3

If: You are given an error that says “Incorrect credentials”

a.

This means that your password or email address is being typed incorrectly.
Please confirm your credentials by going here and logging into your Widepoint
account. The same credentials used to log into that website are used to log into
this application.
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If: You are given an error that says "Trust Chain Certificates not installed”.
a. Go back here to Initial Setup’s step 2 to verify the trust chain.
If: You click submit and nothing happens.

a. It is most likely caused by your Firewall or VPN. Please contact your IT to make
sure that your computer has a secure and uninterrupted connection to the
following domain: https://certificateenroll.orc.com

3. Verify that you see the list of your current certificate requests.

a5 WidePoint Yubikey Client _ o

Login ~ Certflicate Requests

Please selectthe certificate request shown below to download

ReqID  Usemame Certfficate Type Validty —Storage Price Status Issued
17350  bhayward @widepoint.com Medium Token Assurance ldentity and Encryption Certfficate Evisting Har...  352.00 Canceled Canceled
18771 bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cerifi... Evisting Har...  209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certfficate LISB Token 469.00 Canceled Canceled
30121 bhayward @widepoint com Medium Token Assurance Identity and Encryption Certificate USB Token 278.00 Canceled Canceled
32718 bhayward@widepoint com Medium Hardware Assurance |dentity and Encryption Cetifi Existing Har. 240.00 Approved  Revoked
32719 bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cerifi... Evisting Har...  240.00 Pending Pending
34641 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certffi... Evisting Har...  575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Centifi... Existing Har...  249.00 Approved  Accepted
43283 bhayward@widepointcom  Medium Token Assurance Identity and Encryption Certficate Exsting Har.. 19500 Approved Pending

P P

Management Key Source
O SelfManaged () WidePoint Managed

Select Yubikey: Loading...

Enter PIN; ‘ ‘ [ Use Default
[ Show Characters

Enter Management Key: ‘ ‘ [] Use Default
[] Show Characters

Import Certificates to Selected Yubikey

Important Note: You will not see the amount of certificate requests as the screenshot
above. You will see your requests, the request IDs shown above are from a Widepoint
employee. As long as you see the certificate request that was approved for issuance,
then please proceed.

If: You see an error that says “Please connect a YubiKey to continue” or "No YubiKey
connected”
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a.

Unplug your FIPS YubiKey and then plug it back into your machine.

! WidePoint Yubikey Client

Login ~ Certficate Requests

Please select the certificate request shown below to download

ReqID  Usemame

17350  bhayward @widepoint com
18771 bhayward @widepoint.com
23031 bhayward@widepoint.com
30121 bhayward @widepoint.com
32718 bhayward @widepoint com
32719 bhayward@widepoint com
34641 bhayward@widepoint.com
39617 bhayward@widepoint.com
43283 bhayward @widepoint.com

Certfficate Type
Medium Token Assurance Identity and Encryption Certfficate

Medium Hardware Assurance |dentity and Encryption Cerifi...

Medium Token Assurance Identity and Encryption Certfficate
Medium Token Assurance Identity and Encryption Certfficate
Medium Hardware Assurance Identity and Encryption Certif
Medium Hardware Assurance |dentity and Encryption Cestifi

Medium Hardware Assurance |dentity and Encryption Cerifi...
Medium Hardware Assurance |dentity and Encryption Certifi...

Medium Token Assurance Identity and Encryption Cerificate

Validity

a i a o woaw

Storage
Existing Har.

Existing Har..

USB Token
USE Token
Existing Har
Existing Har.

Existing Har..
Existing Har..
Existing Har..

Status
Canceled
Approved
Canceled
Canceled
Approved
Pending
Approved
Approved
Approved

lssued
Canceled
Accepted
Canceled
Canceled
Revoked
Pending
Accepted
Accepted
Pending

Enter PIN

Select Yubikey:

Enter Management Key: ‘

Please connect a Yubikey to continue.

Management Key Source

O SelfManaged

) WidePoint Managed

‘Nu YubiKey connected

‘ [ Use Default

[ Show Characters

‘ [ Use Default

[] Show Characters

Import Certificates to Selected Yubikey

If: You see an error that says "ONLY one YubiKey may be connected. Please, remove
extra YubiKeys and try again”.

a.

Unplug all YubiKeys plugged into your computer. Verify which FIPS YubiKey is

going to be used for the installation and then plug it into the computer. Only the
YubiKey that is going to have the ECA Certificates installed onto it should be
plugged into the computer.

! WidePoint Yubikey Client

Login ~ Certfficate Requests

Please selectthe certificate request shown below to download.

RegID  Usemame

17350  bhayward @widepoint.com
18771 bhayward@widepoint.com
23031 bhayward@widepoint com
21 bhayward @widepoint com
32718 bhayward@widepoint.com
32719 bhayward@widepoint.com
34641 bhayward@widepoint.com
39617 bhayward @widepoint com
43283 bhayward@widepoint com

Cerfficate Type
Medium Token Assurance ldentity and Encryption Certfficate

Medium Hardware Assurance |dentity and Encryption Ceifi...

Medium Token Assurance Identity and Encryption Certficate
Medium Token Assurance Identity and Encryption Certfficate

Medium Hardware Assurance |dentity and Encryption Cerifi...
Medium Hardware Assurance |dentity and Encryption Ceifi...
Medium Hardware Assurance |dentity and Encryption Ceifi...

Medium Hardware Assurance Identity and Encryption Certif
Medium Token Assurance ldentity and Encryption Certfficate

Validity

dm o oo W w

Storage

Existing Har..
Existing Har..

USB Token
USB Token

Existing Har..
Existing Har..
Existing Har..

Existing Har
Existing Har.

Status
Canceled
Approved
Canceled
Canceled
Approved
Pending
Approved
Approved
Approved

lssued
Canceled
Accepted
Canceled
Canceled
Revoked
Pending
Accepted
Accepted
Pending

SelectYul

Enter PIN

Import Certificates to Selected Yul

Enter Management Key: ‘

Management Key Source

O SelfManaged

ONLY one Yubikey may be connected. Please, remove extra Yubikeys and try again.

O WidePointManaged

bikey:

@/ YubiKey 5 NFC (5.2.4) [OTP+FIDO+CCID] Serial: 12334841

‘ [ Use Default

[] Show Characters

‘ [ Use Default

[ Show Characters
bikey
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4. Verify that your FIPS YubiKey is being recognized through the application
Confirm that the FIPS YubiKey is being shown within the Widepoint application and is not
showing any errors.\

85 WidePoint Yubikey Client _ o

Login ~ Certfficate Requests

Please selectthe certificate requestshoxn below to download.

ReqID  Usemame Centfiicafe Type Validty ~ Storage Price Status Issued
17350  bhayward@widepoint.com Medium Yoken Assurance Identity and Encryption Certificate 3 Existing Har...  352.00 Canceled Canceled
18771 bhayward@widepoint com Medium Hgrdware Assurance |dentity and Encryption Certifi 1 Existing Har. 209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Tken Assurance ldentty and Encryption Cerficate 3 UUSB Token 469.00 Canceled Canceled
30121 bhayward @widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 UUSB Token 278.00 Canceled Canceled
32718 bhayward@widepoint.com Medium Hafjware Assurance Identity and Encryption Certifi... 1 Existing Har...  240.00 Approved  Revoked
32719 bhayward@widepointcom  Medium Hanfware Assurance Identity and Encryption Certii_. 1 Exsting Har.. 24000 Pendng  Pending
34641 bhayward @widepoint com Medium Hardfare Assurance Identity and Encryption Certifi 3 Existing Har. 575.00 Approved  Accepted
39617  bhayward @widepoint.com Medium HardWare Assurance |dentity and Encryption Cedfi... 1 Evisting Har...  249.00 Approved  Accepted

4
43283 | bhayward @widepoint.com Medium Token Assurance Identty and Encryption Certfficate 195.00

Management KeySource
SelfManaged O WidePoint Managed

Select Yubikey: I‘Yub\KeySNFC FIPS (5.4.3) [0 TP+FIDO+CCID] Serial: 28784475 V\I

Enter PIN \ | O Use Default
[] Show Characters

Enter Management Key: ‘ ‘ [ Use Default
[] Show Characters

Import Cerlificates to Selected Yubikey

Authentication/ID Download Encryption

5. Proceed to the Widepoint Managed or Self Managed FIPS YubiKey Task.

WidePoint Managed or Self Managed FIPS YubiKey

Note: If you have already been told by your company which option you are
choosing then please proceed to the Installing Certificates Task.

Before installing any certificates onto your FIPS YubiKey you and your company must decide
if they want to manage your YubiKeys information yourself, or if you would like Widepoint to
manage the YubiKey.

Please use the PDF linked below to discuss with your team. The decision should be made for
your entire company, please reach out to your IT team and consult the decision with them.

https://eca.orc.com/wp-content/uploads/ECA Docs/Managing Your FIPS YubiKey.pdf

e Proceed to the Installing Certificates Task.

Installing Certificates

The following steps will walk you through installing the certificates onto your FIPS YubiKey.
There will be different directions on step 1 depending on if you have a Self Managed or
Widepoint Managed YubiKey.

Version 1.0 | Published 08-2025 10
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1. Select Widepoint Managed or Self Managed

85 WidePoint Yubikey Client _ o

Login ~ Certficate Requests

Please selectthe certificate request shown below to download

ReqID  Usemame Certfficate Type Validty Storage Price Status Issued
17350  bhayward@widepoint com Medium Token Assurance Identity and Encryption Certfficate Existing Har. 352.00 Canceled Canceled
18771 bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cerifi... Evisting Har...  209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Centfficate LISB Token 469.00 Canceled Canceled
30121 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate LISB Token 278.00 Canceled Canceled
32718 bhayward@widepoint con  Medium Hardware Assurance Idertity and Encryption Certfi Existing Har.. 24000 Approved Revoked
32719 bhayward @widepoint com Medium Hardware Assurance |dentity and Encryption Cestifi Existing Har. 240.00 Pending Pending
34641  bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cerifi... Evisting Har...  575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certffi... Existing Har...  249.00 Approved  Accepted
43283 bhayward @widepoint.com Medium Token Assurance Identity and Encryption Certificate Existing Har...  195.00 Approved  Pending

LW a g awoaw

Management Key Source
O SelfManaged () WidePoint Managed

Select Yubikey: [YubiKey 5 NFC FIPS (5.4.3) [D TP+FIDO+CCID] Serial: 28784475 ~]

Enter PIN \ | O Use Default

[ Show Characters

Enter Management Key: ‘ ‘ [ Use Default
[] Show Characters

Import Certificates to Selected Yubikey

If: You are selecting Widepoint Managed

a. A screen will appear and ask you to create a PIN for the YubiKey. Create a PIN
that follow the rules below, and then press “Confirm”.

(i) 6-8 Characters long

(ii) You can use any printable ASCII characters, including numbers, letters
(uppercase and lowercase), and special characters.

WidePoint Managed Yubikey >

This YubiKey will be managed by WidePoint anly. Both the PUK
and Management key will be set to values owned by WidePaint.

Enter a valid PIM to proceed.

PIN: [ |

Corfim PIN: | |

Cancel

Important Note: Please write down this PIN, as this is what you will type in to use
your certificates. DO NOT SHARE THIS PIN WITH ANYONE ELSE.

Version 1.0 | Published 08-2025 11
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b. Type in your PIN into the “Enter PIN” section.

Login

! WidePoint Yubikey Client

Certficate Requests

Please selectthe certificate request shown below to download

Req ID
17350
18
23031
a2
328
32719
34641
39617
43283

Usemame

bhayward @widepaint com
bhayward @widepaint.com
bhayward @widepoint.com
bhayward @widepoint.com
bhayward @widepoint com
bhayward @widepaint com
bhayward @widepaint.com
bhayward @widepaint.com
bhayward @widepoint.com

Certfficate Type
Medium Token Assurance Identity and Encryption Certfficate

Medium Hardware Assurance |dentity and Encryption Cerifi...

Medium Token Assurance Identity and Encryption Certfficate
Medium Token Assurance Identity and Encryption Certificate
Medium Hardware Assurance Identity and Encryption Certif
Medium Hardware Assurance |dentity and Encryption Cestifi

Medium Hardware Assurance |dentity and Encryption Cerifi...
Medium Hardware Assurance |dentity and Encryption Certifi...

Medium Token Assurance Identity and Encryption Cerificate

Validty Storage Price

3 Existing Har. 392.00
1 Evisting Har...  209.00
3 USB Token  469.00
1 USB Token  278.00
1 Existing Har...  240.00
1 Existing Har. 240.00
3 Evisting Har...  575.00
1 Existing Har...  249.00
1 Existing Har...  195.00

Status
Canceled
Approved
Canceled
Canceled
Approved
Pending
Approved
Approved
Approved

lssued
Canceled
Accepted
Canceled
Canceled
Revoked
Pending
Accepted
Accepted
Pending

Management Key Source
Self Managed

® WidePoint Managed

Select Yubikey:

‘Yub\Key 5NFCFIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475

Enter PIN \

[ Show Characters

Reset/Unblock PIN

Import Certificates to Selected Yubikey

] Use Default

a.

If: You are selecting Self Managed

confident that this is the correct choice please select “Continue”.

A screen will appear telling you that this choice cannot be reversed. Once you are

b. Type in the PIN to your FIPS YubiKey and its Management Key (9B Value) into
the corresponding fields.

o WidePoint Yubikey Client (dev2) —
Login ~ Certflicate Requests
Please selectthe certificate request shown below to download.
RegID  Usemame Certfficate Type Validty — Storage Price Status Issued
291 bhayward @widepaint.com Medium Token Assurance ldentity and Encryption Certficate 1 Evisting Har...  187.00 Approved  Pending
292 bhayward @widepaint.com Medium Hardware Assurance |dentity and Encryption Certifi... 1 Existing Har...  240.00 Approved  Pending
10077 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate 1 Existing Har...  195.00 Wetted Pending
10078 bhayward@widepoint com  Medium Hardware Assurance Identity and Encryption Certifi. 1 Exsting Har.. 24900 Vetted  Pending
10079  bhayward @widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 Evisting Har...  195.00 Wetted Pending
10080  bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cedfi... 1 Evisting Har...  249.00 Wetted Pending
Testing Only
Management Key Source
® SelfManaged WidePoint Managed
SelectYubikey: ‘Yub\KeySNFC FIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475 v‘ Reset (DEV/Test Only)
Enter PIN; H ‘ [ Use Default
[] Show Characters
Enter Management Key: ‘ ‘ [ Use Default
[ Show Characters
Import Certificates to
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ECA Certificate Installation onto a YubiKey

2. Select the approved request ID.
The correct request ID will say "Approved” under the status tab and “Pending” under the
issued tab.

85 WidePoint Yubikey Client _ o

Login ~ Certfficate Requests

Please selectthe certificate request shown below to download.

Req D Usemame Certfficate Type Validty Storage Price Status Issued
17350  bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate 3 Existing Har...  352.00 Canceled Canceled
18771 bhayward@widepoint com Medium Hardware Assurance |dentity and Encryption Cetifi 1 Existing Har. 209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance ldentty and Encryption Cerfficate 3 UUSB Token 469.00 Canceled Canceled
30121 bhayward@widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 UUSB Token 278.00 Canceled Canceled
32718 bhayward @widepoint.com Medium Hardware Assurance Identity and Encryption Certifi... 1 Existing Har...  240.00 Approved  Revoked
37719 bhayward@widepointcom  Medium Hardware Assurance Identity and Encryption Certifi . 1 Exsting Har.. 24000 Pendng  Pending
34641 bhayward @widepoint com Medium Hardware Assurance Identity and Encryption Cetifi 3 Existing Har. 575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Cerfi... 1 Evisting Har...  249.00 Approved  Accepted
Ty ——— —

Select Yubikey:

Enter PIN

Management Key Source
Self Managed

® WidePoint Managed

[Yubikey 5 NFC FIPS (5 43) [0 TP+FIDO+CCID] Serial: 2764475 ~]

‘ [ Use Default

[] Show Characters

Import Cerlificates to Selected Yubikey

Authentication/ID

Reset/Unblock PIN

Download Encryption

3. Select “"Authentication/ID"” to begin installing the ID Certificate.
Click the button one time and then wait. Do not select the button multiple times. If any
errors are shown you must immediately contact the widepoint helpdesk at
wcsc.helpdesk@widepoint.com with screenshots of the issue.

ol WidePoint Yubikey Client - O
login  Certficate Requests
Please selectthe certificate request shown below to download.
ReqID  lUsemame Cerficate Type Validty ~ Storage Price Status lssued
17350  bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certfficate 3 Existing Har...  392.00 Canceled Canceled
18771 bhayward@widepoint con  Medium Hardware Assurance Identity and Encryption Certifi. 1 Existing Har.. 20900 Approved Accepted
23031 bhayward @widepoint com Medium Token Assurance Identity and Encryption Certfficate 3 USB Token 469.00 Canceled Canceled
0121 bhayward@widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 UUSB Token 278.00 Canceled Canceled
32718 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certifi... 1 Evisting Har...  240.00 Approved  Revoked
32719 bhayward@widepoint.com Medium Hardware Assurance Identity and Encryption Certifi... 1 Existing Har...  240.00 Pending Pending
34641  bhayward@widepointcom  Medium Hardware Assurance Identity and Encryption Cettfi . 3 Existing Har.. 57500 Approved Accepted
39617  bhayward@widepoint com Medium Hardware Assurance |dentity and Encryption Cestifi 1 Existing Har. 245.00 Approved  Accepted
43283 | bhayward@widepoint.com | Medium Token Assurance Identity and Encryption Certfiicate 135,00
Management Key Source
SelfManaged ® WidePoint Managed
Select Yubikey: ‘Yub\Key 5NFCFIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475 v ‘
Enter PIN! ‘ [ Use Default
[] Show Characters Reset/Unblock PIN
Import Certificates to Selected Ylﬁ:\key
Authentication/ID Download Encryption
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ECA Certificate Installation onto a YubiKey

You will see the following messages appear in order. Do not continue until you see the
final message “1Id certificate has been installed.”.

a.

a2l WidePoin

Login

t Yubikey Client

Certfficate Requests

Please selectthe certificate request shown below to download.

Req D Usemame Certfficate Type Validty Storage Price Status Issued
17350  bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate 3 Existing Har...  352.00 Canceled Canceled
18771 bhayward@widepoint com Medium Hardware Assurance |dentity and Encryption Cetifi 1 Existing Har. 209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance ldentty and Encryption Cerfficate 3 UUSB Token 469.00 Canceled Canceled
30121 bhayward@widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 UUSB Token 278.00 Canceled Canceled
32718 bhayward @widepoint.com Medium Hardware Assurance Identity and Encryption Certifi... 1 Existing Har...  240.00 Approved  Revoked
37719 bhayward@widepointcom  Medium Hardware Assurance Identity and Encryption Certifi . 1 Exsting Har.. 24000 Pendng  Pending
34641 bhayward @widepoint com Medium Hardware Assurance Identity and Encryption Cetifi 3 Existing Har. 575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Cerfi... 1 Evisting Har...  249.00 Approved  Accepted
43283 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Centfficate 1 Evisting Har...  195.00 Approved  Pending

Select Yubikey:

Enter PIN

Please be patient. key pair generation takes a while

Management Key Source

SelfManaged ® WidePointManaged

‘Yub\Key 5ENFCFIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475

d ‘

[] Show Characters

Import Cerlificates to Selected Yubikey

Authentication/ID

Reset/Unblock PIN

[ Use Default

Download Encryption

Login = Certi

gl WidePoint Yubikey Client

fficate Requests

Please selectthe certificate request shown below to download.

ReqlD  lUsemame Cerificate Type Validty  Storage Price Status lssued
17350  bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certfficate 3 Existing Har...  392.00 Canceled Canceled
18771 bhayward@widepoint.com Medium Hardware Assurance Identity and Encryption Cetifi... 1 Existing Har...  209.00 Approved  Accepted
23031 bhayward @widepoint com Medium Token Assurance Identity and Encryption Certificate 3 USB Token 469.00 Canceled Canceled
0121 bhayward@widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 UUSB Token 278.00 Canceled Canceled
32718 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Cedfi... 1 Evisting Har...  240.00 Approved  Revoked
32719 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certifi... 1 Existing Har...  240.00 Pending Pending

34641  bhayward@widepointcom  Medium Hardware Assurance Identity and Encryption Cettfi . 3 Existing Har.. 57500 Approved Accepted
39617 bhayward @widepoint com Medium Hardware Assurance Identity and Encryption Cetifi 1 Existing Har. 249.00 Approved  Accepted
43283 bhayward@widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 Evisting Har...  195.00 Approved  Pending

Please walit, certificate is being installed..

Selec

Enter

Management Key Source

SelfManaged ® WidePoint Managed

t Yubikey: [YubiKey 5 NFC FIPS (5.4.3) [0 TP+FIDO+CCID] Serial: 26764475

hd ‘

PIN:

[] Show Characters

Import Certificates to Selected Yubikey

Authentication/ID i

Reset/Unblock PIN

[ Use Default

Download Encryption
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ECA Certificate Installation

onto a YubiKey

! WidePoint

it Yubikey Client

Login ~ Certficate Requests

Please select the certificate request shown below to download

ReqID  Usemame Certfficate Type Validty Storage Price Status Issued
17350  bhayward @widepoint com Medium Token Assurance Identity and Encryption Centfficate 3 Existing Har. 35200 Canceled Canceled
18771 bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cerfi... 1 Evisting Har...  209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Centfficate 3 LISB Token 469.00 Canceled Canceled
30121 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate 1 LISB Token 278.00 Canceled Canceled
32718 bhayward@widepoint com  Medium Hardware Assurance Identity and Encryption Certifi. 1 Existing Har.. 24000 Approved Revoked
32719 bhayward @widepoint com Medium Hardware Assurance |dentity and Encryption Cestifi 1 Existing Har. 240.00 Pending Pending
34641  bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cedfi... 3 Evisting Har...  575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certifi... 1 Existing Har...  249.00 Approved  Accepted
43283 bhayward @widepoint.com Medium Token Assurance Identity and Encryption Certificate 1 Existing Har...  195.00 Approved  Pending
Id certificate has been installed.
Management Key Source
Self Managed @® WidePointManaged
Select Yubikey: ‘Yub\KeyBNFC FIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475 v‘
Enter PIN [reee | O Use Default
[ Show Characters Reset/Unblack PIN
Import Certificates to Selected Yubikey
Authentication/ID E Download Encryption i

4. Create your Encryption Certificate Password
This password protects the Encryption Certificate file. This password is only used when
installing the encryption certificate, it is not used during the use of the encryption
certificate. This password must be saved in a secure place, as this will only be used in
the case of you losing your YubiKey or installing the encryption certificate to a new

Yubikey.

a. Create a text document labeled “"ECA Encryption Password”and enter in your
desired password. The password will be copy and pasted directly from this text
document. The password must follow the requirements below.

(i) 8 — 25 characters long

(ii) At least 1 uppercase and 1 lower case letter

(iii)At least 1 number

(iv)At least 1 special character ( !,%,&,@,#,$,M,*,?,_,~)

b. Save the document in a secure place where you will be able to find it in the
future. You can save it temporarily into the Public Documents folder,
C:\Users\Public\Documents, as this is where the encryption certificate will
download.

Version 1.0 | Publis
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ECA Certificate Installation onto a YubiKey

c. Highlight the password and copy it; Make sure that only the password is copied
and no other characters. The password shown should NOT be used, this is just to
show a possible password.

Mj *Encryption Password.tet - Notepad
File Edit Format View Help

Passwordl123!

Undao

Cut

Copy
Paste
Delete

Select All

Right to left Reading order

Show Unicode control characters

Insert Unicode control character >
Open IME

Reconversion

Search with Bing...

Ln1, Col 1 100%  Windows (CRLF) UTF-8
5. Select "Download Encryption” to begin downloading the Encryption Certificate.
Click the button one time and then wait for the password creation window to appear.
WE WidePoint Yubikey Client - ul X

login Cerficate Requests

Please selectthe certificate request shown below to download
ReqID  Usemame Certfficate Type Validty Storage Price Status Issued
17350  bhayward@widepoint com Medium Token Assurance Identity and Encryption Certfficate 3 Existing Har. 392.00 Canceled Canceled
18771 bhayward @widepoint.com Medium Hardware Assurance |dentity and Encryption Cedfi... 1 Evisting Har...  209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Centfficate 3 UUSB Token 469.00 Canceled Canceled
30121 bhayward @widepoint.com Medium Token Assurance Identity and Encryption Certificate 1 LISB Token 278.00 Canceled Canceled
37718 bhayward@widepointcom  Medium Hardware Assurance Identity and Encryption Certifi . 1 Existing Har.. 24000 Approved Revoked
32719 bhayward@widepoint com Medium Hardware Assurance |dentity and Encryption Cestifi 1 Existing Har. 240.00 Pending Pending
34641 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Cedifi... 3 Evisting Har...  575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certifi... 1 Evisting Har...  249.00 Approved  Accepted
43283 bhayward @widepoint.com Medium Token Assurance Identity and Encryption Certificate 1 Existing Har...  195.00 Approved  Pending
Id certificate has been installed.
Management Key Source
SelfManaged @® WidePoint Managed
Select Yubikey: ‘Yub\Key 5NFCFIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475 ~ ‘
Enter PIN ‘ ‘ [] Use Default
[ Show Characters Resst/Unblack PIN
Import Certificates to Selected Yubikey
Authentication/ID Download Encryption
|
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ECA Certificate Installation onto a YubiKey

a. Wait for the password creation window to appear and then paste in the password
that you created during the previous step. Select Continue.

ol Password —

Enter P12 Password

Password
| |

Confirm Password

Continue

b. Wait for the following message to dissapear.

! WidePoint Yubikey Client

Login ~ Cerfficate Requests

Please selectthe certificate request shown below to download.
Req D Usemame Certfficate Type Validty Storage Price Status Issued
17350  bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate 3 Existing Har...  352.00 Canceled Canceled
18771 bhayward@widepointcon  Medium Hardware Assurance Identity and Encryption Certifi. 1 Existing Har.. 20900 Approved Accepted
23031 bhayward@widepoint.com Medium Token Assurance ldentty and Encryption Cerfficate 3 UUSB Token 469.00 Canceled Canceled
30121 bhayward@widepoint.com Medium Token Assurance ldentity and Encryption Certficate 1 UUSB Token 278.00 Canceled Canceled
32718 bhayward @widepoint.com Medium Hardware Assurance Identity and Encryption Certifi... 1 Existing Har...  240.00 Approved  Revoked
37719 bhayward@widepointcom  Medium Hardware Assurance Identity and Encryption Certifi . 1 Exsting Har.. 24000 Pendng  Pending
34641 bhayward @widepoint com Medium Hardware Assurance |dentity and Encryption Certifi . 3 Existing Har. 575.00 Approved  Accepted
39617 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Cerfi... 1 Evisting Har...  249.00 Approved  Accepted
43283 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Centfficate 1 Evisting Har...  195.00 Approved  Pending
Please wait _Encryption certificate is being downloaded.
Management Key Source
SelfManaged ® WidePointManaged
Select Yubikey: ‘Yub\KeySNFC FIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475 v‘
Enter PIN ‘ [ Use Default
[] Show Characters Reset/Unblock PIN
Import Cerlificates to Selected Yubikey
Authentication/ID E Download Encryption i
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ECA Certificate Installation onto a YubiKey

c. You will see a warning message appear that looks like the image below. This is
normal and expected. Please select "Ok” on the message, after clicking “"Ok” it
will appear again, select "Ok” a second time.

Error X

ykman\utilpy:56: UserWwarning: PKC5#12 bundle could not be
parsed as DER, falling back to parsing as BER. Please file an
Issue at https://glthub.com/pyca/cryptography/issues
explaining how your PKC5#12 bundle was created, In the
future, this may become an exception.

d. Once you see the following message “Encryption certificate has been
downloaded” then you can continue.

W

dePoint Yubikey Client

Login ~ Certflicate Requests

Please selectthe certificate request shown below to download
ReqID  Usemame Certficate Type Validty Storage Price Status Issued
17350  bhayward @widepoint.com Medium Token Assurance ldentty and Encryption Cerfficate 3 Evisting Har...  352.00 Canceled Canceled
18771 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certifi... 1 Evisting Har...  209.00 Approved  Accepted
23031 bhayward@widepoint.com Medium Token Assurance Identity and Encryption Certificate 3 UUSB Token 469.00 Canceled Canceled
30121 bhayward@widepoint com Medium Token Assurance Identity and Encryption Certificate 1 USB Token 278.00 Canceled Canceled
32718 bhayward@widepoint com Medium Hardware Assurance Identity and Encryption Cetifi 1 Existing Har. 24000 Approved  Revoked
32719 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Cerfi... 1 Evisting Har...  240.00 Pending Pending
34641 bhayward@widepoint.com Medium Hardware Assurance |dentity and Encryption Certifi... 3 Evisting Har...  575.00 Approved  Accepted
39617 bhayward @widepoint.com Medium Hardware Assurance Identity and Encryption Cetifi... 1 Existing Har...  249.00 Approved  Accepted
43283 bhayward@widepointcom  Medium Token Assurance Identity and Encryption Certfiicate 1 Existing Har. 19500 Approved Pending
Encryption certificate has been downloaded.
Management Key Source
Self Managed ® WidePoint Managed
Select Yubikey: ‘Yub\KeySNFC FIPS (5.4.3) [OTP+FIDO+CCID] Serial: 28784475 v‘
Enter PIN ‘ """ ‘ [ Use Default
[] Show Characters Reset/Unblock PIN
Import Certificates to Selected Yubikey
Authentication/ID Download Encryption
Version 1.0 | Published 08-2025 18
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ECA Certificate Installation onto a YubiKey

e. The Encryption key is escrowed to your Public Documents folder on your
machine, for use if the YubiKey is ever lost. This key is able to be installed onto
your machine to be able to open previously encrypted emails that were encrypted
with the lost YubiKey. The password that you set to the file in the previous steps

will be necessary for the future use of this file.

Public Documents X

&« s &} Q>

@ MNew

~ Documents
; WCSC

Instructionals

Receipts
wiP
'WCSC International Shipments
Quotes
YubiKey
Identifying Your Yubikey
Yubikey manager CLI install
Yubico authenticator install

Installation Process

» @ OneDrive

[ > mmwisec ‘

7 items

6. Proceed to the Verify Certificate Installation task.

e

This PC > Local Disk{(C) > Users >

Tl sert = View

Name

Public Documents

Date modified

= (m] x
Search Public Documents =
(B Details

Type

I “» Hayward.Briggs.5.0RC3020000343.Encrypt.p12

/2026 4:04 PM

Personal Informatien Exchange I

| signed_request.csr
: request.csr
: public.pem
& requestinf
Cert Backups

AdobeGCInfo

8/6/2024 12:32 PM

26 4:02

26 4:02

26 4:02

26 4:

26 10:

PM
M

PM

02 PM

0AM

C5R File

C5R File

PEM File

Setup Information
File folder

File folder

Verify Certificate Installation

The following steps will walk you through verifying that the certificates were installed onto

the FIPS YubiKey successfully.
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ECA Certificate Installation onto a YubiKey

1. Open the Yubico Authenticator.

| ¥ Yubico Authenticator = ]
|
|

YubiKey 5 NFC FIPS H DEVICE
° m
0 e

Toggle applications

Broadcom Corp Contacte 5
@ e =) YublKey 5 NFC FIPS 7 @ A Enable/disable applications
Serial number: 28784475 < Factory reset
Firmware version: 5.4.3 Restore YubiKey defaults

A Home

Yubico OTP PIV OATH OpenPGP  YubiHSM Auth FIDO U2F

FIDD2
2+ Accounts

a9 Passkeys
[Z3 Certificates

'{5 Slots

§83 Settings

2. Select “Certificates” on the left side of the application window. be careful to
not select any other options.

#) Yubico Authenticator = [m]

YubiKey 5 NFC FIPS 'f MANAGE

Change PIN

I~ (=3 :
Authentication 3 attempts remaining
Hayward.Briggs.S.ORC3020000343.1D, WIDEPOINT CORP

@ Broadcom Corp Contacte
Select to scan

Change PUK
- (=3 ,
Digital Signature 3 attempts remaining

(M Home No certificate loaded

Management key

=
S=  Accounts @ Key Management Change management key

Hayward.Briggs.5.0RC3020000343.Encrypt, WIDEPOINT

ay Passkeys Card Authentication

No certificate loaded
B3 Certificates

'{B Slots

§8% Settings

Version 1.0 | Published 08-2025 20
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ECA Certificate Installation onto a YubiKey

3. Confirm that each certificate is in its correct slot.

a. The Authentication slot should hold a certificate with your name on
“.ID", similar to this: Hayward.Briggs.S.ORC3020000343.ID

¥ Yubico Authenticator

G certificates

| @ Broadcom Corp Contacte
Select to scan

‘ (@ Home

‘ S= Accounts

| ay Passkeys

B8 Certificates

4”3 Slots

é33 Settings

it and ends in

PIV

e Authentication
Hayward.Briggs.5.0RC3020000343.1D, WIDEPOINT CORPORATION, ORC, ECA, U.S. Government, US

Digital Signature
No certificate loaded

Card Authentication
No certificate loaded

@ Key Management
Hayward.Briggs.S.0RC3020000343.Encrypt, WIDEPOINT CORPORATION, ORC, ECA, U.S. Government, US

DETAILS

Authentication (9a)

Private key
Public key
Subject
Issuer
Serial
Fingerprint
valid from
Valid to

ACTIONS

+ Generate key
Generate a new certificate or CSR

4 Import file
- Import a key and/or certificate

¢  Export certificate
pill
Export the certificate to a file

Delete certificate
@ Remove the certificate from your
Yubikey

RSA2048

RSA2048
CN=Hayward.Briggs.S.0RC3
C=Us,0=U.5. Government,0L
2417a92497f36c61fa3b93d
7c3f1aca5096ffaf78a640c1
Fri, Apr 3, 2026

Fri, May 1, 2026

b. The Key Management slot should hold a certificate with your name on it and ends
in “.Encrypt”, similar to this: Hayward.Briggs.S.ORC3020000343.Encrypt

¥ Yubico Authenticator

G certificates

| @ Broadcom Corp Centacte
Select to scan

Authentication
Hayward.Briggs.S.0RC3020000343.1D, WIDEPOINT CORPORATION, ORC, ECA, U.S. Government, US

PIV

DETAILS

Key Management (9d)

Private key RSA2048
| Digital Signature Public key RSA2048
(M Home No certificate loaded Subject CN=Hayward.Briggs.S.0RC3
Issuer C=US,0=U.S. Government,OL
‘ o, Accounts @ Key Management Serial 7b6d6c2361f40bdbd541610
- Hayward Briggs.S.0RC3020000343.Encrypt, WIDEPOINT CORPORATION, ORC, ECA, U.S. Government, US TR SULE P S Sl
| Valid from Fri, Apr 3, 2026
| 2¢ Passkeys @ Card Authentication WAl R, 7 T 2
No certificate loaded
B2 Certificates ACTIONS
'{‘3 Slots + Generate key
Generate a new certificate or CSR
0 Import file
= Import a key and/or certificate
1 Export certificate
= Export the certificate to a file
Delete certificate
. @ Remove the certificate from your
83 Settings YubiKey
c. Confirm that the expiration date on each certificate looks correct.
4. Proceed to the Testing and Accepting your Certificate task.
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ECA Certificate Installation onto a YubiKey

Testing and Accepting your Certificate

The following steps will walk you through testing your certificate. You will “*Accept” your
certificate through our subscriber home page. If this process is not possible, that is fine, as
it is not a vital part of the process. This part of the process just informs my team that your

certificates were installed correctly.

Important Note: Some companies cannot accept or test their certificates on our websites,
due to their IT security programs on their computer. If this is the case, please attempt to
access the DoD website you need access to using your certificate.

1. Go to the Widepoint subscriber home page here and login.

2. Select "Test Certificate” in the top left.

B Welcome X +

c 23 certificateenroll.orc.com/enroll/sub/welcome.html

’ ' s widepcint company
'Jl‘ o << - - =

Home Test Certificate New Certificate Request Download App Help

Organization Personal Information Certificate Request Payment Guide

Certificate

Please select the individual headers for more information (Ex: Request ID, Certificate Type Description, Request 5tatus... Etc)

Request Id  Program

16035 ECA
17350 ECA
17466 ECA
1877 ECA

Certificate Type Description
Medium Assurance Identity and Encryption Certificate

Medium Token Assurance |dentity and Encryption Certificate

Medium Assurance Identity and Encryption Certificate

Medium Hardware Assurance ldentity and Encryption Certificate

Certificate

Storage
Browser

Existing Hardware Stora

Browser

Existing Hardware Stora

Version 1.0 | Published 08-2025
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ECA Certificate Installation onto a YubiKey

3. Select the correct certificate from the window that appears and select OK. Type
in your PIN.
You can confirm that the correct certificate is being selected by verifying that the string
of numbers in the Subject line section matches up to the certificate Subject nhame within
the Yubico YubiKey Manager app that we used in the previous section.

Select a certificate

Select a certificate to authenticate yourself to certificateenroll.orc.com:443
Subject Issuer Serial

Hayward.Briggs.S.ORC3020024027. WidePoint ECA 9 1C2EAFAC39A480TAS
Hayward.Briggs.5.0RC3020028793. WidePoint ECA 8 0524D68E9FE1190BC

Hayward.Briggs.5.0RC3020026820. WidePoint ECA 8 JFBED1929D1030B03

Certificate information e Cancel

4. You should now see a screen similar to what is shown below.

Certicate Test Page

Certificate Information

You possess a valid certificate

1181

D, OU=WIDEPOINT INTEGRATED SOLUTIONS CORP, OU=ORC, OU=ECA,

inguis 3 fication Authorities, OU=ECA, O=US, Governmen t,C=Us
Email Address:  E-Mail Address: bhayward@widepointcom

[ Hayward B R 7

Fri Sep 19 20:00:11 UTC 2025

© WidePoint Corporation
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ECA Certificate Installation onto a YubiKey

5. Select "Home"” in the top left corner and go back to the subscriber home page.
Select the green button “Accept Cert” that is to the right of your newly
installed request.
You will not have as many request IDs, the account below is a WidePoint employee’s.
Your “Accept Cert” button should be on the most recent request at the bottom of the

list. If you select an older certificates “"Accept Cert” button you will be given an error.

+

% certificateenroll.orc.com/enroll

Organization  Personal Information  Certficate Request

mehtml

Payment Guide

Certificate Request

Please select the individual headers for more information (Ex: Request ID, Certificate Type Description, Request Status... Etc)

Request Id
16035, ECA
17350 ECA
17466 ECA
18771 ECA
23031 ECA
30121 ECA
32718 ECA
32719 ECA
32766 ECA
34641 ECA
30617 ECA
43283 ECA

Program  Certificate Type Description

Medium Assurance Identity and Encryption Certfiate

Medium Token Assurance Identity and Encryption Certficate:

Medium Assurance Identity and Encryption Certficate.

Medium Hardware Assurance Identity and Encryption Certificate:

Medium Token Assurance Identity and Encryption Certficate:

Medium Token Assurance Identity and Encryption Certficate:

Medium Hardware Assurance Identity and Encryption Certificate:

Medium Hardware Assurance Identity and Encryption Certficate:

Medium Assurance Identity and Encryption Certficate.
Medium Hardware Assurance Identity and Encryption Certificate:
Medium Hardware Assurance Identity and Encryption Certificate:

Medium Token Assurance Identity and Encryption Certifcate

Certificate

Renewal 1

Renewal 1

Storage
Browser

Existing Hardware Storage/USB

Browser

Existing Hardware Storage/USB

USE Token

USE Token

Existing Hardware Storage/USB

Existing Hardware Storage/USB

Browser
Existing Hardware Storage/USB
Existing Hardware Storage/USB

Existing Hardware Storage/USB

Validity

1 Year

3 Years

1 Year

1 Year

3 Years

1 Year

1 Year

1 Year

1 Year

3 Years

1 Year

1 Year

Certificate Renewal

Expedited

Price

§1220

54410

$1220

52000

54600

2780

52400

52400

$1880

$6240

52080

51950

B | & incogito

Action

PrintForm

PrintForm

PrintForm

PrintForm

PrintForm

Pay Now

c Certificate Expiry Date
Approved Aceepted 2024-09-06 1416390
Canceled Canceled

Canceled Canceled

Approved Accepted 2024-11-1017:19070
Canceled Canceled

Canceled Canceled

Approved Revoked 2025-11-1012:17:160
Pending Pending

Approved Accepted 2025-11-05 2123020
Approved Accepted 2027-12-16 1843230
Approved Accepted 2026-05-28
Approved Issued 2026-09-19 2041:28

To renew Medium hardware or Token certificates, make sure you have your card reader connected to your computer and smart card is in the reader and then click the button below.

Click here To Renew Certificate
© WidePoint Corporation -

Accept Cert
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ECA Certificate Installation onto a YubiKey

Verify that the “Full Name” and “"Email Address” section are correct on this
screen, then select the white check box in the bottom left, and then select the
“Accept Certificate” button at the bottom of the screen.

Certificate Acceptance

You possess a valid certificate

Certificate Serial Number: __20366471242818505387854343879358653210141221181

Full Name: Briggs S Hayward

Client Distinguished Name: =Hayward Briggs.5.ORC3020028793.1D, OU=WIDEPQINT INTEGRATED SOLUTICNS CORP.,, OU=0RC, OU=ECA,
O=U.5. Government, C=US

CN=WidePoint ECA 8 OU=Certification Autharities, OU=ECA, O=U.5. Government, C=US

E-Mail Address: bhayward @widepoint.com

Issuer Distinguished Name:
Email Address:

d LBNgg5.-2.URLIUSUULZG 350U
Client Validity Start Date :  FriSep 19 20:09:11 UTC 2025
Client Validity End Date:  Sat Sep 19 20:19:11 UTC 2026
Key Usage: Digital Signature, Non-Repudiation
Extended Key Usage:  Client Authentication, Secure Email, Document Signing, Smart Card Logon
Certificate Policies: id-eca-medium-token-sha26
Subject Alternative Names: E-Mail Address: bhayward @widepoint.com ,
Other Name: Principal Name = ORC3020028793@DODECA

Informations in the certificate are correct and | accept the certificate.

Accept Certificate

That ends the process of installing ECA Certificates onto a FIPS YubiKey.

If you need further guidance, please contact wcsc.helpdesk@widepoint.com.
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