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Checking the DoD and ECA Trust Chain on MacOS

Step 1: Select the Launchpad from the taskbar.
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Checking the DoD and ECA Trust Chain on MacOS

Step 3: Select and Open Keychain Access
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Step 4: Select “Login” from the top left, and then select “Certificates” from the top bar.
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Keychain Access  Fila

Keychain Access

Certificates

Allttems  Passwords Secure Notes My Certificates

AAA Certificate Services
Root certificate authority
Expires; Sunday, December 31, 2028 at 6:59:59 PM Eastern Standard Time
@ This certificate is valid

System Keychsins

B System

(=) System Roots Name ~ Kind Expires Kaychain

|51 AAA Certificate Services certificate Dec 31, 2028 at 6:59:59... login
[5] Adobe Content Certifieate 10-5 certificate Aug 18, 2025 at 9118:42..  login
] Adobe Content Certificate 10-6 certificate Aug 18, 2025 at 9:20:00.. login
[ Adobe Content Certificate 10-7 certificate Aug 5, 2030 at 9:48:41 AM lagin
[ Adobe Content Certiticate 10-8 certificate Aug 5, 2030 at 11:11:25 AM login
[5 Adobe Intermediate CA 10-15 certificate Aug 4, 2068 at 1 PM login
[Z Adobe Intermediate CA 10-18 certificate Aug 4, 2068 at 1:38:19 PM  login
[5] Adobe Intermediate CA 10-3 certificate Aug 4, 2068 at :37:58 PM login
[5] Adsbe intermediate GA 10-4 certificate Aug 4, 2068 at 1:37:59 PM lagin
|5l COMODO RSA Certification Authority certificate Jan 18, 2038 at 6:59:59..  login
[5] COMODO RSA Domain Validation Secure Server CA certificate Feb 11,2029 at 6:59'59.,  login
[5] DOD DERILITY CA-3 certificate Sep 25, 2029 at 11:3) login
[5] DOD DERILITY CA-4 certificate Sep 26, 2029 at 1:40:52... login
[ DoD RootCA 3 certificate Dec 30, 2029 at 1:46:41...  login
[ DoD RootcA 4 certificate Jul 25, 2032 at 3:48:23 PM login
Lu DoD Root CA & certificate Jun 14, 20413t 1:17:27 PM  login
[z DoD Root GA B certificate Jan 24, 2053 at 11:36:17..  lagin
[5] DOD SW CA-60 certificate Apr 2, 2025 at 9:34:49 AM login
[5] DOD SW CA-61 certificate Mer 31, 2025 at 9:41:24..,  login
[C] DOD SW CA-66 certificate Jun 8, 2027 at 9:57:18 AM  login
[5] DOD SW CA-67 cortificate Jun 9, 2027 at 9:58:25 AM login
[Z] DOD SW CA-68 cartificata Jul 19, 2027 at 9:56:48 &M login
[£] DOD SW CA-69 certificate ul 19, 2027 at 9:59:26 AM  lagin

[ poD sw CcA-7a

May 15, 2020 at 12:05:29... lagin
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Checking the DoD and ECA Trust Chain on MacOS

Step 5: Find “ECA Root CA 4” and “ECA Root CA 5”. Make sure they both have the blue plus
symbol to the left of the name, which implies that the certificate is trusted.
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Default Keychains
" login
o' Local Items

All ltems  Passwords Secure Notes My Certificates Keys | Certificates

System Keychains

£ System

(& System Roots Name ~  Kind Expires Keychain

L YYD UERILITT LA-4 ceruncae DEP £D, LULT AL 11-4U-DL...  10YIN
@ DoD Root CA 3 certificate Dec 30, 2029 at 1:46:41...  login
Lﬂ DoD Root CA 4 certificate Jul 25, 2032 at 3:48:23 PM login
IB DoD Root CA 5 certificate Jun 14, 2041 at 1:17:27 PM  login
B DoD Root CA 6 certificate Jan 24, 2053 at 11:36:17...  login
DOD SW CA-60 certificate Apr 2, 2025 at 9:34:49 AM login
[Z] DOD Sw CA-81 certificate Mar 31, 2025 at 9:41:24...  login
[Z] DOD SW CA-66 certificate Jun 9, 2027 at 9:57:18 AM  login
[£] DOD SW CA-67 certificate Jun 9, 2027 at 9:58:25 AM  login
DOD SW CA-68 certificate Jul 19, 2027 at 9:56:48 AM login
[Z] DOD Sw CA-89 certificate Jul 19, 2027 at 9:59:26 AM login
[C] DOD SW CA-74 certificate May 15, 2029 at 12:056:29... login
[=] DOD SW CA-75 certificate Dec 6, 2028 at 12:13 . login
DOD SW CA-78 certificate May 14, 2029 at 11:4 ... login
[£] DOD SW CA-77 certificate May 14, 2029 at 11:4 .. login
F§ ECARootCA 4 certificate Dec 30, 2029 at 11

3 ECARootCAS certificate Mar 12, 2050 at 1

[Z] IdenTrust ECA Component S23 certificate Apr 5, 2028 at 11:38:24 AM login
[E] !denTrust ECA S22 certificate May 7, 2025 at 8:55:28 AM login
IdenTrust ECA S22C certificate May 7, 2025 at 8:57:36 AM login
[Z] 'denTrust ECA S23 certificate Apr 5, 2028 at 11:41:42 AM login
[ sav-aruba-22.scad.edu certificate Aug 11, 2023 at 7:59:569...  login
E sav-aruba-a.scad.edu certificate Jan 7, 2021at6:59:59 PM  login
[ sav-aruba-b-84.scad.edu certificate Jul 14, 2021 at 7:69:59 PM  login
E sav-aruba-b-84.scad.edu certificate Aug 12, 2022 at 7:59:59...  login
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Step 6: Find “DoD Root CA 3”, “DoD Root CA 4”, “DoD Root CA 5”, and “DoD Root CA 6”.
Make sure they both have the blue plus symbol to the left of the name, which implies that
the certificate is trusted.
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Default Keychains Allltems  Passwords Secure Notes My Certificates  Keys | Certificates
of login
o' Local Items

System Keychains

8 System

@ System Roots Name A Kind Expires Keychain
Adobe Intermadiate CA 10-19 certificate Aug 4, 2068 at 1:38:19 PM  login
dob dis ifi logi
obe Intermediate - certificate g 4, at 1:37: login
Adobe | diate CA 10-3 tifi Aug 4, 2068 at 1:37:58 PM  logi
obe Intermediate - certificate wg 4, at 1:37: login
Adobe | diate CA 10-4 ifi Aug 4, 2068 at 1:37:59 PM  logil
M R ertification Authority certificate Jan 18, at 6:59:59... login
COMODO RSA Certification Authorif ifi Ji 2038 at 6:59:59 logi
COMODO RSA Domain Validation Secure Server CA certificate Feb 11, 2029 at 6:59:59...  login
i lidati ifi b logi
ht certificate ep 25, at 11:37:49... login
DOD DERILITY CA-3 ifi Sep 25, 2029 at 11:37:49... logil
I o certificate ep 25, at 11:40:52... login
DOD DERILITY CA-4 ifi Sep 25, 2029 at 11:40:52... logil
¥ DoD Root CA 3 certificate Dec 30, 2029 at 1:46:41..  login
2 DoDRootCA4 certificate Jul 25, 2032 at 3:48:23 PM login
F3 DoDRootCAS certificate Jun 14, 2041 at 1:17:27 PM  login
& DoDRootCA6 certificate Jan 24, 2053 at 11:36:17... login

[Z] DOD SwW CA-60 certificate Apr 2, 2025 at 9:34:49 AM  login
[Z] DOD SW CA-61 certificate Mar 31, 2025 at 9:41:24...  login
[C] DOD SW CA-66 certificate Jun 9, 2027 at 9:57:18 AM  login
[Z] DOD SW CA-67 certificate Jun 9, 2027 at 9:58:26 AM  login
[Z] DOD Sw CA-68 certificate Jul 19, 2027 at 9:56:48 AM login
[£] DOD SW CA-69 certificate Jul 19, 2027 at 9:59:26 AM login
L] DOD SW CA-74 certificate May 15, 2029 at 12:05:29... login
[Z] DOD SW CA-75 certificate Dec 6, 2028 at 12:13:49...  login
DOD SW CA-78 certificate May 14, 2029 at 11:44:56... login
DOD SW CA-77 certificate May 14, 2029 at 11:48:18... login
L&) ECARootCA 4 certificate Dec 30, 2029 at 11:13:04... login
m ECA Root CA 5 certificate Mar 12, 2050 at 10:34:56... login

[=] IdenTrust ECA Component S23 certificate Apr 5, 2028 at 11:38:24 AM login
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Once those files have been confirmed to be in
the correct place, and marked correctly with
blue check marks, you have confirmed that
your Trust Chain is set up correctly.






