Trusting the ECA Certificate Authority in Microsoft Internet
Explorer

In order for an application (like Internet Explorer or Outlook) to make use of a
certificate without sending up a host or warning messages, the application must
be told to ‘trust’ the certificate. The most efficient way to tell an application that
certificates are trusted is to trust Certificate Authorities. A Certificate Authority
(CA) is an entity that issues certificates. By trusting an entire CA, you trust all
certificates issued by that CA. Microsoft comes with many commercial CAs ‘pre-
trusted’ before you ever turned the computer on. But the CAs authorized by the
Federal Government do not (as yet) come pre-trusted.

These instructions will tell you how to Trust the ORC ECA Certificate Authority,
so that Microsoft applications will not give you warnings about your certificates
(or any other certificates issued by the ORC ECA CA).

Note: If you have ECA certificates then you are trying to communicate with the
US Department of Defense (US DoD). The US DoD has two Certificate Authority
programs; the DoD PKI and the DoD External Certification Authority (ECA) PKI.
The DoD PKI consists of the US DoD issuing certificates internally to US DoD
end entities (like DoD employees and DoD web sites). The ECA PKI consists of
vendors that are authorized by the US DoD to issue certificates to end entities
outside of the US DoD that need to communicate with the DoD. You probably
need to trust both the DoD PKI and ECA PKI. If so, look at our instructions for
Trusting the DoD PKis; if you perform those instructions, then you will not need
to perform the instructions below.

These instructions and associated screen captures were created with Internet
Explorer 7 running on a Windows XP operating system. Variations in versions of
Internet Explorer and the Windows Operating system will result in some variation
of alert boxes and screen images. For the most part, the process and individual
steps are the same across Windows platforms. (You might see a dialog box
prompting you to ‘allow’ access on a Windows Vista/ Windows 7 computer; just
click the buttons that seem to move the process forward.)



1. Start Internet Explorer. In the address bar, go to:
http://eca.orc.com/trustmsie.html
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Print and keep this page for reference. Upon clicking the links for Step 1 through
Step 3 below your browser will prompt you to open the certificate prior to installing it.
Follow the sequence below as you install the ECA Root and ORC ECA Certificates.
Screen 1: Click Open in the "File Download" window.
NOTE: If the certificate will not open, select save, and open it
from your desktop
Screen 2: Review the text and click Install Certificate.
Screen 3: Review the text and click Next.
Screen 4: Review the text and click Next.
Screen 5: Review the text and click Finish.
Pop-Up: "The Import was Successful." Click OK
Screen 6: Return to the "Certificate" window: Click OK
> Step 1. Trust the ECA Root 2 Certificate Authority M
> Step 2. Trust the ORC ECA CA SW3 Certificate Authority M
> Step 3. Trust the ORC ECA CA HW3 Certificate Authority M
i Step 4. (Optional) Trust ORC ECA Certificates issued prior to ‘i“ck HB:i . W
1 July 2008
> Step 5. Obtain Your Certificate M
W
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2. Click on Step 1 Trust the ECA Root 2 Certificate Authority. (Always try to trust
the Root Certificate of any CA first.)

= External Certificate Authority - Windows Internet Explorer.

@.\;— i |’ http: #feca. orc. comdtrustmsie. hirl V| || X | | -
File  Edt “iew Favortes Tools  Help
Go S[E | w -"l Search = ¢ @ﬂ ) > t":g - . manche... =
Z- ZoneALARM™ (o) Protection Actiity 4 site Status
Z- ZoNEALARM® SpY BLOCKER - | Search'wWeb -
| [ | - . »
i':? <kr = v[. External C... % ]‘{ kurpadr [DHE..W l @ - B fmy v |:ob Page + {0k Taoaols -
.3
Print and keep this page for reference. Upon clicking the links for Step 1 through
Step 3 below your browser will prompt you to open the certificate prior to installing it.
Follow the sequence below as you install the ECA Root and ORC ECA Certificates.
Screen 1: Click Open in the "File Download" window.
NOTE: If the certificate will not open, select save, and open it
from your desktop
Screen 2: Review the text and click Install Certificate.
Screen 3: Review the text and click Next.
Screen 4: Review the text and click Next.
Screen 5: Review the text and click Finish.
Pop-Up: "The Import was Successful." Click OK
Screen 6: Return to the "Certificate" window: Click OK
P Step 1. Trust the ECA Root 2 Certificate Authority @
> Step 2. Trust the ORC ECA CA SW3 Certificate Authority M
> Step 3. Trust the ORC ECA CA HW3 Certificate Authority M
i Step 4. (Optional) Trust ORC ECA Certificates issued prior to ‘i“ck HB:i . W
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3. When asked if you want to open this file now, click the Open button.
Open File - Securnity Warning

Do you want to open this file?

I am

ECA-ROOT 2. cer
Publisher “taiaomn B g

Type: Securty Certificate
From: CADOCUME ~18MAMCHE~1.0RCALOCALS ~14Te...

Alwayz ask before opening this file

YWhile files from the Internet can be useful, thiz file type can
@ potentially karm your computer. [F you do not trugt the gource, do not

open thiz software. What's the rizk?

4. On the Certificate dialog box, click the Install Certificate... button.

Certificate

General |Details Certification Path

'..,-..-gs.-

| Certificate Information

( This CA Root certificate is not trusted. To enable trust,
K install this certificate in the Trusted Root Certification
Authorities store.

TSN Thisis
what we
are “fixing’

Issued to: ECA Fook CA 2

Issued by: ECA Rook CA 2

valid from 4/4/2005 to 3/30/2028




5. When the Certificate Import Wizard pops up, click on the Next > button.
Certificate Import Wizard EJ

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lisks Fram wour disk ko a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prateck data or ko eskablish secure netwaork
conneckions, & certificate stare is the syskem area where
certificates are kept.

To continue, click Mext,

l@? [ Cancel




6. On the Certificate Store dialog, select “Place all certificates in the following store”
and then click the Browse... button.

Certificate Import Wizard 3]

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or you can specify a location For

() dutomatically select the certificate store based on the bype of certificate

Hace all certificates in the Following stored

Certificate store:

| ‘ Browse. ..

[ < Back ” Mext = ][ Cancel ]

7. Select the Trusted Root Certification Authorities folder and click the OK
button.

Select Certificate Store

Select the certificate skare wou wank ko use,

[ personal

B8 § Trusted Root Certification Authorities
I:I Enterprize Trusk n
[ Intermediate Certification Authorities

I:I Active Directory User Object
ﬁ Trickad Buihlichers
£ |

|3

|
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[ ]5how physical skares
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8. Back on the Certificate Store dialog, click the Next > button.

Certificate Import Wizard EJ

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or you can specify a location For
() Automatically select the certificate stare based on the bype of certificate
(%) Place all certificates in the Following store

Certificate store:

Trusted Root Certification Authorities

[ <k ][ Corcel |

9. On the Completing the Certificate Import Wizard, click on the Finish button.
(%)

Certificate Import Wizard

Completing the Certificate Import

Wizard
‘fou have successfully completed the Certificate Impart

wizard.

‘fou have specified the Following settings:

Certificate Store Selected by User  Trusted Rook Certific,
Conkent Certificate

< Back ‘@' Cancel




10. In the Security Warning dialog box, click the Yes button
Secunty Warning E

!

'j Yiou are about to install a certificate from a certification authority [CA) claiming to reprezent:
L

ECA Root CA 2

Windows cannot validate that the certificate iz actually from "ECA Boot CA 2", You should confirm itz arigin by
contacting "ECA Roat CA 2. The following number will azsist you in this process:

Thurabprint (zhall: C313F919 ABED4EDE 8451AFAT J0FE4194 20F181E4
W arming:

If wou install thiz root certificate, Windows will automatically trust any certificate izsued by this CA. Instaling a certificate
with an unconfirmed thumbprint iz a secuity rizk. If you click "ves' pou acknowledoge this risk.

Do you want to install this certificate?




12. On the Certificate dialog box, click the OK button. The Certificate dialog box will
disappear.

Certificate

General |Details Certification Path

==
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ECA Rook CA 2

Issued by: ECA Rook CA 2

valid from 4/4{2008 bo 3/30/2025

[lnstall Certificate. .. ]




13. Back on the web page Click on Step 2 Trust the ORC ECA SW3 Certificate
Authority. (This is a specific ORC CA server that issues Medium Assurance or
browser-based certificates.)

— External Certificate Authority - Windows Internet Explorer
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Print and keep this page for reference. Upon clicking the links for Step 1 through
Step 3 below your browser will prompt you to open the certificate prior to installing it.
Follow the sequence below as you install the ECA Root and ORC ECA Certificates.

Screen 1: Click Open in the "File Download" window.

NOTE: If the certificate will not open, select save, and open it
from your desktop

Screen 2: Review the text and click Install Certificate.

Screen 3: Review the text and click Next.

Screen 4: Review the text and click Next.

Screen 5: Review the text and click Finish.

Pop-Up: "The Import was Successful." Click OK

Screen 6 Return to the "Certificate" window: Click OK

> Step 1. Trust the ECA Root 2 Certificate Authority M

P Step 2. Trust the ORC ECA CA SW3 Certificate Authority @

¥ Step 3. Trust the ORC ECA CA HW2 Certificate Authority M

i Step 4. (Optional) Trust ORC ECA Certificates issued prior to ‘i“ck He I.
1 July 2008

> Step 5. Obtain Your Certificate M

|
i

A
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14. When asked if you want to open this file now, click the Open button.
Open File - Security Warning

Do you want to open this file?

Type: Securty Certificate
From: CADOCUME ~18MAMCHE~1.0RCALOCALS ~14Te...

@ Caricel |

YWhile files from the Internet can be useful, thiz file type can
@ potentially karm your computer. [F you do not trugt the gource, do not

open thiz software. What's the rizk?

Alwayz ask before opening this file

15. On the Certificate dialog box, click the Install Certificate... button.

Cerhficate

General |Details Certification Path

=1 Certificate Information

This certificate is intended for the following purpose(s):

+2.16.840.1.101.3.2.1.12.1
+2,16.540.1.101.53.2.1.12.2
+2,16,540.1,101,53,2.1.12.3
+ Al application policies

Issued bo: ORC ECA SW 3

Issued by: ECA FRook CA 2

valid from 6/11/2008 to &/10/2014

_ [Install Certificate. .,




16. ‘When the Certificate Import Wizard pops up, click on the Next > button.
Certificate Import Wizard EJ

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lisks Fram wour disk ko a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prateck data or ko eskablish secure netwaork
conneckions, & certificate stare is the syskem area where
certificates are kept.

To continue, click Mext,

;@’ Cancel




17. On the Certificate Store dialog, select “Place all certificates in the following store”
and then click the Browse... button.

Certificate Import Wizard 3]

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or you can specify a location For

() dutomatically select the certificate store based on the bype of certificate

ace all certificates in the Following stored

Certificate store:

| ‘ Browse. ..

[ < Back ” Mext = ][ Cancel ]

18. Select the Intermediate Certification Authorities folder and click the OK
button.

Select Certificate Store

Select the certificate skare wou wank ko use,

[ Personal

[ Trusted Root Certification Authorities
[ Erterprise Trust -
B8 fIn-crmediate Certification Autharities
I:l Active Directory User Object

[Z71 Trieted Pohlichers
L4 |

|

||

|

[ ]show phesical stores

Cancel




19. Back on the Certificate Store dialog, click the Next > button.

Certificate Store
Certificate staores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
() Automatically select the certificate skore based on the kype of certificate
(%) Place all certificates in the Following store

Cettificate store:

Intermediate Certification Autharities

[ < Back i@ [ Cancel ]

20. On the Completing the Certificate Import Wizard, click on the Finish button.
(%)

Certificate Import Wizard

Completing the Certificate Import

wWizard
‘fou have successfully completed the Certificate Import

wizard.

‘fou have specified the Following settings;

Certificate Store Selected by User  Inkermediate Certifics
Conkent Certificate

< Back '1@ [ Cancel




21. At “The import was successful, click the OK button.
Certificate Import Wizard 3]

. | } The impart was successful,




22. Back on the web page Click on Step 2 Trust the ORC ECA HW3 Certificate
Authority. (This is a specific ORC CA server that issues Medium-Token
Assurance and Medium-Hardware Assurance or hardware-based certificates.)

|

— External Certificate Authority - Windows Internet Explorer
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Print and keep this page for reference. Upon clicking the links for Step 1 through
Step 3 below your browser will prompt you to open the certificate prior to installing it.
Follow the sequence below as you install the ECA Root and ORC ECA Certificates.
Screen 1: Click Open in the "File Download" window.
NOTE: If the certificate will not open, select save, and open it
from your desktop
Screen 2: Review the text and click Install Certificate.
Screen 3: Review the text and click Next.
Screen 4: Review the text and click Next.
Screen &: Review the text and click Finish.
Pop-Up: "The Import was Successful." Click OK
Screen 6: Return to the "Certificate" window: Click OK
> Step 1. Trust the ECA Root 2 Certificate Authority M
» Step 2. Trust the ORC ECA CA SW3 Certificate Authority M
2 Step 3. Trust the ORC ECA CA HW3 Certificate Authority @
i Step 4. (Optional) Trust ORC ECA Certificates issued prior to "El-“:k He I' W
1 July 2008
¥ Step 5. Obtain Your Certificate M
&
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23. When asked if you want to open this file now, click the Open button.
Open File - Security Warning |

Do you want to open this file?

Type: Securty Certificate
From: CADOCUME ~18MAMCHE~1.0RCALOCALS ~14Te...

@ Caricel |

YWhile files from the Internet can be useful, thiz file type can
@ potentially karm your computer. [F you do not trugt the gource, do not

open thiz software. What's the rizk?

Alwayz ask before opening this file

24. On the Certificate dialog box, click the Install Certificate... button.

Cerhficate

General |Details Certification Path

=1 Certificate Information

This certificate is intended for the following purpose(s):

+2.16.840.1.101.3.2.1.12.1
+2,16.540.1.101.53.2.1.12.2
+2,16,540.1,101,53,2.1.12.3
+ Al application policies

Issued to: ORC ECA HW 3

Issued by: ECA FRook CA 2

valid from 6/11/2008 to &/10/2014




25. ‘When the Certificate Import Wizard pops up, click on the Next > button.
Certificate Import Wizard EJ

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lisks Fram wour disk ko a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prateck data or ko eskablish secure netwaork
conneckions, & certificate stare is the syskem area where
certificates are kept.

To continue, click Mext,
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26. On the Certificate Store dialog, select “Place all certificates in the following store”
and then click the Browse... button.

Certificate Import Wizard 3]

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or you can specify a location For

() dutomatically select the certificate store based on the bype of certificate

ace all certificates in the Following stored

Certificate store:

| ‘ Browse. ..

[ < Back ” Mext = ][ Cancel ]

27. Select the Intermediate Certification Authorities folder and click the OK
button.

Select Certificate Store

Select the certificate skare wou wank ko use,

[ Personal

[ Trusted Root Certification Authorities
[ Erterprise Trust -
B8 fIn-crmediate Certification Autharities
I:l Active Directory User Object

[Z71 Trieted Pohlichers
L4 |

|

||

|

[ ]show phesical stores

Cancel




28. Back on the Certificate Store dialog, click the Next > button.

Certificate Store
Certificate staores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For
() Automatically select the certificate skore based on the kype of certificate
(%) Place all certificates in the Following store

Cettificate store:

Intermediate Certification Autharities

[ < Back i@ [ Cancel ]

29. On the Completing the Certificate Import Wizard, click on the Finish button.
(%)

Certificate Import Wizard

Completing the Certificate Import

wWizard
‘fou have successfully completed the Certificate Import

wizard.

‘fou have specified the Following settings;

Certificate Store Selected by User  Inkermediate Certifics
Conkent Certificate

< Back '1@ [ Cancel




30. At “The import was successful, click the OK button.

. | ,) The impart was successful,

31. Microsoft now trusts the ORC ECA PKI



