Importing your personal certificate(s) to Microsoft Internet
Explorer from a Back-up (or export) file

You may use your Medium Assurance Certificate(s) on any computer that you
wish to by importing them onto that computer from a certificate back-up (or
export) file. You can identify certificate back-up files from their associated file
extensions. Certificate back-up files will have a file extension of “.pfx” or “.p12”
(“.pfx” is the file extension created when making back-up files from Microsoft
Internet Explorer. “.p12” is the file extension created when making back-up files
from other applications, like Mozilla Firefox. Most applications that read one of
those file types will read both of them.) You will need to know where your
certificate back-up files are located, so it is a good idea to search for them before
you start the process. The Microsoft icon for a certificate back-up file, looks like
this:

Manchester... Manchester_E
Ca_ID_2012.p
fs

NOTE: These instructions are intended for importing personal Medium
Assurance Certificates. Medium Assurance Certificates include Identity and
Encryption certificates (personal certificates — used by a person). Medium
Assurance Certificates are often referred to as “browser-based certificates” or
“software (soft) certificates.”

These instructions are not meant for “hardware-based certificates.” Hardware
based certificates are created on a smart card, or cryptographic token, or other
cryptographic device. You cannot import “hardware-based certificates” from an
import file, because you cannot create a back-up file of a “hardware-based
certificate.” (But there should be no need to do so, since the certificate private
key resides on the device and not on your computer’s hard drive.) Medium-
Token Assurance and Medium-Hardware Assurance certificates are “hardware-
based certificates.”

If you have obtained both an Identity and an Encryption certificate, then you will
need to import both of these certificates. (2 certificates means 2 back-up files)
The only way to tell the back-up files apart is by the name that you assign to the
file.

These instructions and associated screen captures were created with Internet
Explorer 7 running on a Windows XP operating system. Variations in versions of
Internet Explorer and the Windows Operating system will result in some variation
of alert boxes and screen images. For the most part, the process and individual
steps are the same across Windows platforms. (You might see a dialog box
prompting you to ‘allow’ access on a Windows Vista/ Windows 7 computer; just
click the buttons that seem to move the process forward.)



1. Start Internet Explorer
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2. Click on the "Tools" menu option and then click "Internet Options...".
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3. Select the Content tab, then click the Certificates... button
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4. On the Certificates dialog

box, click on the Import button.

Certificates

Intended purpose;

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € #

Cettificate intended purposes
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5. When the Certificate Import Wizard pops up, click on the Next > button.
Certificate Import Wizard EJ

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lisks Fram wour disk ko a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko prateck data or ko eskablish secure netwaork
conneckions, & certificate stare is the syskem area where
certificates are kept.

To continue, click Mext,
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6. On the “File to Import”, click on the Browse... button.

Certificate Import Wizard

File to Import
Specify the File wou wank Ea import,

File name:

Moke: More than one certificate can be skored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store (. 35T)
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On the Open dialog box, change the “Files of type:” pull down to read “Personal
Information Exchange (*.pfx, *.p12)".
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On the Open dialog box, use the navigation tools to navigate to the location of

your certificate back-up files.
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9. On the Open dialog box, select the certificate that you wish to import. (We
suggest you start with your Identity Certificate.) Then click the Open button.
NOTE: The certificate back-up file names were assigned by you when you
created the certificate back-up files. If you cannot tell which is which by the file

names, import all of them.
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10.

On the “File to Import”, click the Next > button.

Certificate Import Wizard

File to Import
Specify the File wou wank Ea import,

File name:
Fiihy_Certificates\Manchester_ECA_ID_2012.pFx | [ Browse. .,

Moke: More than one certificate can be skored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store (. 35T)
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11. In the Password dialog box, enter the password that protects the certificate back-
up file. Check all of the check boxes and click the Next > button.

NOTE: The certificate back-up file password was assigned by you when you
created the certificate back-up files. If you cannot enter the correct password,
then you will not be able to import the certificate. ORC does not know the
password and cannot ‘re-set’ the password.

Certificate Import Wizard

(x)

Pazzword
To mainkain security, the private key was protected with a password,

Type the password For the private kew,
Password;
kbbb kek

shle strong private key prokection, Yaou will be prompted every time the
ate key is used by an application if you enable this option,

ark. this key as exportable, This will allovw wou o back up or transpark wour
=ys ak a laker kime,
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12. On the Certificate Store dialog, confirm that “Place all certificates in the following
store” is selected and that the selected store is “Personal”’. Click the Next >
button.

Certificate Import Wizard (%]

Certificate Store
Certificate staores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

() Automatically select the certificate store based on the kype of certificate

rtificates in the Following skores

Cettificate =

Personal | [ Browse. ..
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13. On the Completing the Certificate Import Wizard, click on the Finish button.

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import:
wizard.

‘fou have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF:
File Mame Fiify_Certificatesim
£ >
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14. On the Importing a new private exchange key dialog box, click on the Set
Security Level...

Importing a new private exchange key

An application iz creating a Pratected item.

CryptadPl Private Key

Security level set to Mediurm g
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15. Change the “security level” from Medium to High and click the Next > button

Importing a new private exchange key (%]

I

16. Assign and Confirm a password to protect this new installation of your certificate,
then click the Finish button. We recommend you use the same password that
was protecting the back-up file as in Step 11 above.

Choose a security level appropriate for thiz item.

(®) High
Befiiest my permizzion with a pazsword when this

itern iz to be uzed.

() Medium
Request my permizzion when this item iz to be uged.

< Back ‘@‘ Cancel

Importing a new private exchange key

I

Create a pazzword to protect this item.

Create a new paszword for thig item.

Fassward far: |Er_l,l|:utu.i'-.F'I Private Key |
Fazsward:
Canfirm: <m
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17. Back on the Importing a new private exchange key dialog box, ensure that the
Security level is set to High. Click on the click the OK button.

Importing a new private exchange key [i]

A application iz creating a Pratected item.

Crypto& Pl Private ke

'_ [ Set Security Level... l
[ Canicel H Details. . ]

18. At “The import was successful, click the OK button.
\ i J The impart was successful,




19. Back on the Certificates dialog box; if you need to import another certificate, like
your Encryption certificate, click on the Import button. (If you only have one

certificate, Skip to Step #

Certificates
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20. When the Certificate Import Wizard pops up, click on the Next > button.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks From wvour disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to protect data or ko establish secure netwaork
connections. & certificate store is the system area where
certificates are kept,

To conkinue, click Mext,
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21. On the “File to Import”, click on the Browse... button.

Certificate Import Wizard

File to Import
Specify the File wou wank Ea import,

File name:

Moke: More than one certificate can be skored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store (. 35T)
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22. On the Open dialog box, change the “Files of type:” pull down to read “Personal
Information Exchange (*.pfx, *.p12)".
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23. On the Open dialog box, use the navigation tools to navigate to the location of

your certificate back-up files.
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24. On the Open dialog box, select the certificate that you wish to import. (This
should be your Encryption certificate.) Then click the Open button.
NOTE: The certificate back-up file names were assigned by you when you
created the certificate back-up files. If you cannot tell which is which by the file

names, import all of them.
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25.

On the “File to Import”, click the Next > button.

Certificate Import Wizard

File to Import
Specify the File wou wank Ea import,

File name:
Fiihy_Certificates\Manchester ECA_EMN_Z012.pFx | [ Browse. .,

Moke: More than one certificate can be skored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, P12)
Cryptographic Message Synkax Standard- PKCS #7 Certificates { P7E)

Microsoft Serialized Certificate Store (. 35T)
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26. In the Password dialog box, enter the password that protects the certificate back-

up file. Check all of the check boxes and click the Next > button.

NOTE: The certificate back-up file password was assigned by you when you
created the certificate back-up files. If you cannot enter the correct password,
then you will not be able to import the certificate. ORC does not know the

password and cannot ‘re-set’ the password.

Certificate Import Wizard

Pazzword
To mainkain security, the private key was protected with a password,

Type the password For the private kew,
Passwaord;
kbbb kek

ahle strong private key prokection, Yaou will be prompted every time the
ate key is used by an application if you enable this option,

ark this key as exportable, This will allovw wou o back up or transpark wour
Evs ak a laker time,
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27. On the Certificate Store dialog, confirm that “Place all certificates in the following
store” is selected and that the selected store is “Personal”’. Click the Next >
button.

Certificate Import Wizard (%]

Certificate Store
Certificate staores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

() Automatically select the certificate store based on the kype of certificate
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28. On the Completing the Certificate Import Wizard, click on the Finish button.

Certificate Import Wizard

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import:
wizard.

‘fou have specified the Following settings:
Certificate Store Selected by User  Personal

Content PF:
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29. On the Importing a new private exchange key dialog box, click on the Set
Security Level...

Importing a new private exchange key

An application iz creating a Pratected item.

CryptadPl Private Key

Security level set to Mediurm g
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30. Change the “securit

level” from Medium to High and click the Next > button

Importing a new private exchange key (%]
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Choose a security level appropriate for thiz item.

(®) High
Befiiest my permizzion with a pazsword when this

itern iz to be uzed.

() Medium
Request my permizzion when this item iz to be uged.
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31. Assign and Confirm a password to protect this new installation of your certificate,

then click the Finish button. We recommend you use the same password as in
Step 16 above.

Importing a new private exchange key
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Create a pazzword to protect this item.

Create a new paszword for thig item.
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Paszward:

Canfirm: <m)
[_<Back [_Carcel |




32. Back on the Importing a new private exchange key dialog box, ensure that the
Security level is set to High. Click on the click the OK button.

Importing a new private exchange key [i]
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Crypto& Pl Private ke

. ecuity level set to Hig [ Set Security Level... l

4” Cancel || Detais. |

33. At “The import was successful, click the OK button.
Certificate Import Wizard 3]
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34. Back on the Certificates dialog box, select one of your certificates and click the
View button.
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35. If your certificate states “This certificate cannot be verified up to a trusted
certificate authority, then execute the instructions for Trusting the ORC ECA PKI

or for Trusting the DoD PKIs.

Certificate

General |Details Certification Path

===
E%- Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued bto: Manchester,James, k., ORC 1000000008, I0

Issued by: ORCECA W 3

valid from 6/29/2009 to &/28/2012

@ ¥ou have a privake key that corresponds to this certificate,




36. If your certificate looks like the one shown below, you're your certificates are
ready to use.

Certificate

General |Details Certification Path

'..,-..-gs.-
=1 Certificate Information

This certificate is intended for the following purpose(s):

+2,16.,540,1.101.3.2.1.12.1
+ Al application policies

Issued bto: Manchester,James, k., ORC 1000000008, I0
Issued by: ORCECA W 3

valid from 6/29/2009 to &/28/2012

@ ¥ou have a privake key that corresponds to this certificate,




