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1. Install Certificatein 11S 5.0

Before proceeding with these instructions, you must visit the link below which provides a
fix for a known error you will most likely encounter when installing your server
certificate.

http://eca.orc.com/troubleshootingFAQ.html

To install the certificate retrieved (as per the notification e-mail) to the Microsoft I1S 5
Web server perform the following instructions. Do not attempt to perform these steps if
you have not yet received your notification email.

Note: In this example, SSL is applied to the Default Web Site, which is the default Web
site installed by Windows 2000/11S5.

1. Click the [Start] button to start the Internet Information Service Manager, and then
select Programs->Administrative Tools—=> Internet Services Manager. The
Internet Information Services screen displays.

2. Expand the Default Web Site in the Console tree (the left panel).

¥E Internet Information Services

| aton vew &= [(A@E|IXFRE[2]2 » = |

Tree | Name | path |
% Internet Information Services Cg@seripts ciinetpublscripks
- &) *# rat_test_server @IISHEIp ciiwinntihelphishelp
@ Default FTP Sike @IISF'.dmin TN T system32inetsriisadmin
Eé Default Web Sike @IISSamples c:iinetpubliissamples
-- acripks @MSF\DC c:iprogram files\cormmaon files)swstemimsade
-- 1ISHelp @test D Temp
" TI5Admin @CQWEB :\Program Files\RationallClearQuesk) Wi
- 1135amples D_“v‘tij"v‘t
" MEADC (@] good.txt
" test E help. gif
" CQWEB E lisskart. asp
=3 _—V_tljvlt . E localstart, asp
E]--!Q Adrministration Web Site E —
[15‘5 Default SMTP YWirtual Server E nagerror.gi
-5 Default MMTP irtual Server E orint g '
E warning.gif
E weh, gif

8] winz000, gif

1] | i
|

Figure 1:Internet Information Services screen

ECA 1S Instructions 1 July 22, 2005



3. Right-click the Default Web Site> Properties to open the Properties dialog box.
The Default Web Site Properties dialog box appears. Set the SSL Port field to the
number 443.

Default Web Site Properties E |

Directary S ecuriby I HTTF Headers I Cuztom Errars I Serer Estenzionz I
‘wieh Site I O perataors I Performance I I1S4P Filters I Home Directon I Documents

—'Wweb Site |dentification

Dezcriphion: D efault WwWeb Site

|P Address: [1032852 v|  Advanced.. |
TCP Poit: IE“:' S5 Port;  |443

— Connections
& Unlimited

™ Limited To: I 1.000 | connections
Connection Timeat: I 900 seconds

¥ HTTFP Eeep-élives Enabled

—Iv Enable Logging

Active log format:

|'w/3C Extended Log File Format ~|  Properties... |

0k, I Cancel | Lpply | Help

Figure 2 The Website Properties Screen

Note:

The SSL port is shown as 443, which is the default port for SSL function. This
block may be grayed out if no certificate has ever been installed on this Web site.
If so, you must return to this screen after the certificate is installed and set the
SSL port to 443. Failure to do so will deny you access to your Web site when
you turn SSL on.
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4. Click the Directory Security tab within the Default Web Site Properties screen.
Click Server Certificate in the Secure Communications section. This will display
the Welcome to the Web Server Certificate Wizard.

Default Web Site Properties EHE

‘web Site | Operators I Performance I |S4PI Filters I Home Directony I Documents
Directary Security HTTF Headers I Cuztarm Errars I Server Extenzions

—Anonymous access and authentication control

Enable anonymaous access and edit the
w authentication methodsz for this resounce.

S

— P addrezz and domain name restrictions

Grant or deny access to this resource using
IF addresszes or internet domain names.

Edit . |

— Secure communications

Require secure communications and
enable client certificates when this
IE30UICE is accessed. |

Server Certificate. . |

View Certificate. .

Edi.. |

0k | Cancel | Spply | Help |

Figure 3 The Directory Security Tab
5. Click [Next] to display the Pending Certificate Request screen.

Welcome to the Web Server Certificate Wizard. i i[

Welcome to the Web Server
Cenrificate Wizard

Thiz wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Statug of pour web server

Your web Server doesn't hawve a certificate installed
and you don't have any pending requests.
Certifizate Wizard will help you to create a new
certificate for this Web Server or attach to an
existing certificate.

To continue, click Next.

¢ Back

Cancel |

Figure 4 The Welcome to the Web Server Certificate Wizard Screen
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6. Select the Process the pending request and install the certificate radio button from
the Pending Certificate Request screen. Click [Next] to display the Process a
Pending Request screen.

115 Certificate Wizard

Pending Certificate Request
A pending certificate request iz a request to which the certification
authority haz not et responded,

A certificate request iz pending. What would pou like to do’?

' Process the pending request and install the certificate

" Delete the pending request

< Back I Mest » I Cancel |

Figure 5 The Pending Certificate Request Screen

7. Enter the file name and path of where the certificate was saved. Or click [Browse] to
locate the certificate. Click [Next] to display the Certificate Summary screen.

1IS Certificate Wizard

Procesz a Pending Request
Process a pending certificate request by retrieving the file that containg
the certification autharity's responze.

Enter the path and file name of the file containing the certification authority's responze.

Path and file name:

C:hasloert crt Browse... I

< Back

Cancel |

Figure 6 The Process a Pending Request Screen
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8. Read the information contained in the Certificate Summary screen and then click
[Next]. The Completing the Web Server Certificate Wizard screen will be
displayed.

115 Certificate Wizard

Certificate Summary
You have chogen toinztall a certificate from a rezponze file,

Ta inztall the fallowing certificate, chick Mext.
File name: C:hezloert ort

Certifizate details:

lzzued To winZksrr

lzzued By PEI TIC Certificate kanager
E xpiration D ate 104272001

Friendly Hame v plei3 com

Country / Reqgion s

Organizatian 5. Gavernement
Organizational L kit USAF Q=PK] OU=0ob

Figure 7 The Certificate Summary Screen

Note: Click [Back] if changes need to be made, to go back as many screens as needed
and make the necessary changes. Click [Next] as many times as needed to return
to the Completing the Web Server Certificate Wizard screen.
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9. Click [Finish] to return to the Directory Security tab. The [View Certificate] and
the [Edit] buttons are now available in the Secure Communications section.

II5 Certificate Wizard |
Completing the Web Server
Cenrtificate Wizard

You have successfully completed the Web Server
Certificate wizard.

& certificate iz now ingtallad on thiz server,

|F pou need to renew, replace, or delete the certificate in the
future, you can uze the wizard again.

To close this wizard, click Finish,

< Back S Fimish Cancel |

Figure 8 The Completing the Web Server Certificate Wizard Screen

10. From the Directory Security tab click Edit, then click the Require Secure Channel
(SSL) box as well as the Require 128-bit encryption box to enable SSL
Communications. Click [OK] to return to the Default Web Site Properties screen.

Secure Communications ﬂ

—Iv Fequire zecure channel [S5LE

¥ Fiequire 128-bit encryption

— Client certificates

&+ |gnore client certificates
" Accept client certificates
" Require client certificates

[" Enable client certificate mapping

Client certificates can be mapped bo YWindows uzer
accountz. This allows access control to resources ;
uzing client certificates. Edif.. |

[~ Enable certificate tust list

Lurrent ETL: I ﬂ

New. | Edi. |
(1] 4 I Cancel | Help |

Figure 9 The Secure Communications Screen
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Note: Depending on the requirement, the option to accept or require client certificates
may be selected. Only select the require client certificates option to restrict
access to the web server to clients who have their own identity certificates.

11. Click the Web Site tab on the Default Web Site Properties dialog box. Ensure the
number 443 is displayed in the SSL Port field. Enter 443 if not present. This is the

default port number for SSL communications.

Default Web Site Properties EHE |
Directory Security I HTTF Headers I Cuztom Errors I Semver Extenzions I

eb Site | O peratars I FPerformance I 1S&F Filkers I Hame Directary I Dacuments

—web Site |dentification

Dezcription: Default Web Site

TCF Part: IE“:' S5L Poit,  |443

IP Address: |1032852 | advanced.. |

— Connections
" Unlimited

" Limited Ta: I 1,000 | connections
Connection Timeout: I 900 seconds

¥ HTTFP Eeep-&lives Enabled

—Iv Enable Logging

Active log format:

|'w3C Estended Log File Format v|  Fropeties . |

Qk I Cancel | Spply

Help

Figure 10 Default Web Site Properties Screen

12. Click [OK]. Close the Internet Information Services Manager and save all settings.

At this point, the Web server is SSL enabled.
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2. Obtain and Install the ECA Root Certificate
Chain

Download and install the ECA Root Certificate Chain. This chain includes the ECA root
certificate as well as the ORC ECA CA signing certificate. This action is necessary in
order for the ECA server certificate to be trusted.

1. Download the Base 64 encoded certificates from the following URL.:
http://eca.orc.com.

a. Place your cursor over the ECA Repository heading and select ECA Root
Certificate.

b. Select Save when the File Download dialog box appears. Save the file with
the default name (eca_root.cer) to the desired location.

c. Perform the above two steps a second time for the CA signing certificate
(filename is orc_eca.cer).

2. Open Windows Explorer and locate the two ECA certificates downloaded from Step
1. Double-click the “eca_root.cer” file to start the Microsoft Certificate Wizard
process. The Certificate screen appears. Click [Install Certificate] to begin the
Certificate Import Wizard.

Note: This process must be performed as the Administrator.

General | Details | Certification Path |

®
Certificate Information

This certificate is intended to:

+Ensures the identity of a remote computer il
»Proves your identity to a remoke computer

+Ensures software came from software publisher

»Prokects software From alteration after publication

*Protecks e-mail messages

» Allows daka to be signed with the current time ;I

Issued bo: ECA Root CA

Issued by: ECA Root CA

valid from 6/14/2004 bo 6/14/2040

fretall Certificate, |  Tssuer Statement |

Figure 11 Certificate Information Screen
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3. Read all the information in the Certificate Import Wizard screen, and then click
[Next] to display the Certificate Store screen.

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wau capy certificates, certificate trusk
lists, and certificate resvocation lisks from your disk o a
certificake stare,

A certificate, which is issued by a certification aukhority, is
a confirmation of wour identity and contains information
used ko prokect data or ko establish secure nebwark
connections, A certificate store is the swstem area where
certificakes are kept,

Ta continue, click Mext,

= Back

Cancel |

Figure 12 Certificate Import Wizard Welcome Screen

4. Select the Place All Certificates in the Following Store radio button then click
[Browse] to choose a certificate store.

Certificate Import Wizard x|

Certificate Store
Cerkificate stores are system areas where certificates are kept,

‘windaws can automatically select a certificate skare, ar vou can specify a location Far

= Automatically seleck the certificate store based on the bype of certificate

* Place all certificates in the Following store:

Certificate store:

Browse.., |

< Back I Mext = I Cancel

Figure 13 Certificate Store Screen
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5. Check the Show Physical Stores box. Double-click the Trusted Root Certification
Authorities and then select Local Computer. Click [OK]. Click [Next] to display
the Completing the Certificate Wizard screen.

Select Certificate Store ed 4

Select the certificate stare wou wank ko use,

H-_] Personal -
ED Trusted Roaot Certification Authorities

E l:l Reqistry

Local Computer
{:l Enterprise Trust
-1 Intermediate Certification Authorities
mﬁ Artive Direrknry 1lsee Ohieck ;I

¥ Show physical stores

(0] 4 I Cancel |

Figure 14 Select Certificate Store Screen

Note: When installing the ORC ECA certificate, select Intermediate Certification
Authorities- Local Computer for the certificate store.

6. Click [Finish]. At this point, the ECA root certificate has been imported into the
browser. A notice of successful completion appears.

Certificate Import Wizard x|

Completing the Certificate Import

i Wizard
Yau have successtully completed the Certificate Import

wizard.

Yau have spedified the Following settings:

Certificate Store Selected by User  Trusted Roaok Certifice
Conkentk Certificate
| | o

Cancel |

< Back

Figure 15 Completing the Certificate Import Wizard
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x

@ The impart was successiul,

Figure 16 Successful Import Message

7. Repeat steps 2 through 6 using the “orc_eca.cer” file to install the ORC certificate
signing certificate. When finished installing, close the certificate.

Note: When installing the “orc_eca.cer” place it in the Intermediate Certification
Authorities> Local Computer certificate storage area.

8. After installing the ECA chain into the IE browser, the default web server should be
stopped and restarted from the Internet Information Services window. Right-click
on the Default Web Site and select Stop. Once the Default Web Site has been
stopped (as shown below), right-click it again and select Start to restart the web

server.

?'E Internet Information Services

| action  view Hd--b ||@HE|}III|

Tree I Camputer I Local I Conneckion Type I Skakus
Intermet InFo = B} rat_test_server Ves TCR/IP

-2} * rat_test_server
-4l Default FTP Site

é Defaulk web Site {Stopped)
-8 Administration Web Sike
- Default SMTP Yirtual Server
3@ Default MMTP Virtual Server

1 | i
| |

Figure 17 Internet Information Services (stopped)
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3. Enable Certificate Mapping for 11S 5.0

After the ECA-issued server certificate and the ECA certificate chain have been installed

on the server, the server can be made to ignore, accept, or require client certificates

within 1IS.

Ignore client certificates- Users can access website with or without a user certificate.

Users are not prompted to select a certificate when logging into the website.

Accept client certificates- Users are not required to have a valid client certificate to
access the website. If a user has a valid client certificate, he or she will be prompted to

select it upon login.

Require client certificates- Users are required to present a valid client certificate when
logging into the website. Users are denied access without presenting a valid client

certificate.

In addition to ignoring, accepting, or requiring client certificates, the 11S server can be
made to enable certificate mapping.

1. Click the [Start] button and then select Control Panel-> Administrative

Tools—> Internet Services Manager to start the Internet Information Service

Manager. The Internet Information Services screen displays.

2. Expand <your Web server name> in the Console tree (the left panel). For this
example, the website being used is ‘CQWEB’.

?"g Internet Information Services

Jﬁ._ction Wiew |J¢'-P||>(|@|JE| y m

Tree I Mame | Path -
% Internet Infarmation Services (D about
BB * rat_test_server ([ attachments
-4 Default FTP Site [Dcache
Elé Default Web Site Ea ccintegration
-- Scripks I:I carnrmit
" I15Help ([0 definequery
B-{% 115Admin ([ definerepart
" II55amples (271 diagnastic
" MIADC [dexternal
-- teskt [:l help
"{“_‘l wi_pwt limages
[]--@ Administration Web Site g I]Da;-'::uery
[+ Defaulk SMTP Yirtual Server
[-&5 Default MNTP Yirtual Server = HuEry
[:I setkings
(23 submit
[Auwn
[ user_info
(0 utilities
[:l vigwentity 'l
4 3

Figure 18 Internet Information Services Screen
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3. Right-click the CQWEB Web Site> Properties to open the Properties dialog box.

The CQWERB Properties dialog box appears.

COWEE Properties

Yirtual Directory I Du:u:umentsl Directory Securit_l,ll HTTP Headersl Custom Ern:ursl

YWhen conneching to this rezource, the content zhould come fram:

" i directary located on this computer

& share located on anather computer
& redirection to a LRL

v Directory browsing

Local Path: C:MProgram FileshB ationalhClearl esttwha” Browse. ..
™| Sript source access W Log wisits

[~ Bead W Index this resource

[ wdrite

Application Settings

Enecute Permissions: |Scri|:uts and Executables

Application name: IEDWEB Remove |
Starting paikt: <Default ‘web SitexWCLWEER

J Configuration... |
Application Pratection: ILaw 15 Process| j Unload |

OF I Cancel | Apply |

Help |

Figure 19 CQWEB Properties-Virtual Directory Tab

4. Click the Directory Security tab within the CQWEB Properties screen. Click the
[Edit] button in the Secure Communications section. The Secure

Communications screen appears.

Secure Communications

—Iv Require zecure channel [S5LE

¥ Require 128-bit encryption

— Client certificates

= lgnare client certificates
" scoept client certificates
& Require client certificates

I¥ Enable client certificate mapping

Client certificates can be mapped o Windows uzer

accounts. This allows access control o resources ;
uzing client certificates. Edit...

0k I Cancel | Help

Figure 20 Secure Communications Screen
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5. Select the Require secure channel (SSL) and Require 128-bit encryption check
boxes to enable SSL communications on a particular web site.

6. Select the Require client certificates option in the Client Certificates section and
the Enable client certificate mapping option at the bottom of the Secure
Communications screen in order to fully PK-enable the web server using the most
restrictive access.

7. Click [Edit] to map user certificates to user accounts on the web server. The
Account Mappings screen appears.

Account Mappings E

1-to-1 | M any-to-1 |

Edit "one to one” mappings. Each individual certificate iz mapped into a specific Windows account. You can choose to
map multiple certificates into the same account, but & separate mapping entry must exist for each.

I Mapping Mame ]W'ﬂdomhooount I
© D&MCAG DRCDChvonm_cab

| ssLer

Edit Map Add.. Defete |

0k | canca | ook | Hep |

Figure 21 Account Mappings Screen

8. Click [Add] to create a new account mapping. Select a user certificate from the
dialog box and click [Open]. The Map to Account screen will appear.

Open EHE
Laak in: Ia ofc Users j - |‘j€ v

==l brennank, cer
=) chungr.cer

Sloank_id.cer

%

My Do

File narme: ISInanB_id.cer j Open

Files of type: IEertificatelmport Files [* cer crty spo.® key) j Cancel |
P

Figure 22 Select User Certificate Dialog Box
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9. Ensure that the Enable this mapping box is selected. Enter a name for the new

mapping.
Map ko Accounkt E

¥ Enable thiz mapping

—Account mapping

Yw'hen thiz certificate iz presented by a web client and authenticated, the uszer can
automatically be logged in az a zpecific “Windows uzer.
tap Mame:
Account; I Browse. .. |
Pazsword: I
k. I Cancel | Help |
Figure 23 Map to Account Screen
Map to Account |

¥ Enable thiz mapping

—Account mapping

YWhen thiz certificate iz presented by a web client and authenticated, the wzer can
automatically be logged in az a specific “Windows uzer.

tap Mame: IS'DEII"IB

Account: I Browse. .. |

HERXAXKHRER

Pazsword: I

k. I Cancel | Help |

Figure 24 Map to Account Screen

10. Click [Browse] to find the user logon account associated with the certificate chosen
for the mapping. The Choose Mapping Account screen appears. Select the user
account which matches the certificate being mapped, and click Add, then click OK
to return to the Map to Account screen.

11. Enter a password for this mapping. This password must be the same password as the
password used when the user’s logon account was created (for example, the Active

Directory user account password). Click OK, and confirm the password when
prompted.
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Choose Mapping Account E |

Ligt Marmes From: I@ ORCDC* j
Mames:
ﬁ zoudernic [Chiztopher Scuderi] ;I

5 shawe [Cecelia Shaw)

# zloanb [Brandy Sloan)

ﬁ zmallzj [Jonathan Smallz]
ﬁ StanleyD [David Stanley]
ﬁ stephensr [Rick Stephenz]

ﬁ steppd (D avid Stepp]
ﬁ TaplarB [Besty Taylar)

I

Add tembers... Search... |

Add Mame: IDHEDE'\SIDanb

k. Cancel | Help

Figure 25 Choose Mapping Account Screen

12. From the Account Mappings screen, click [OK]. Notice, the new account mapping
now appears on this screen. Click [OK] to return to the Secure Communications
screen. Click [OK] to return to the CQWEB Properties screen. Click [OK] to return
to the Internet Information Services screen. Close the Internet Information
Services screen. The web server is now PK-enabled. Only users with a valid
certificate AND a valid account mapping to that same valid certificate will be
allowed to access the web site.

Account Mappings E

1-to-1 I bl ary-to-1 ]

Edit "one to one™ mappings. Each individual cerificate iz mapped into a specific Windows account. ou can choose to
map multiple certificates into the same account, but a separate mapping entry must exist for each.

I Mapping Marme [Wndowshccnunt |
Q OEMCAE DRCDChyonm_cak
Q SloanB DRCDChsloanb

Edit M

Ok Cancel Apply Help

Figure 26 Account Mappings Screen

ECA 1IS Instructions 16 July 22, 2005



Note: Before proceeding with these instructions, you must visit the link below which
provides a fix for a known error you will most likely encounter when installing
your server certificate.

http://eca.orc.com/troubleshootingFAQ.html
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