
Certificate Request Instructions - Firefox 
 
1. Depending on your citizenship, click the Get Certificate arrow that pertains to you to get 
started. 

 
 
 
2. Click the Next arrow on the Online Application page. Please note that you will have to 
install your ORC ECA Identity and Encryption Certificates on the same computer and on the 
same browser (e.g. Mozilla Firefox) from where you submit your certificate request. 

 



 
3. Click the Next arrow on the Identity Verification page. Please note that you must provide 
copies of two photo IDs (the first photo ID must be a valid, current, official government ID such as 
passport, and the second photo ID can be an official company issued photo identity badge) along 
with your ORC ECA Identity and Encryption Certificate request forms.  
 
NOTE: Applicant citizenship verification requires individual applicants to provide an official 
credential issued by a government authority with jurisdiction over the issuance of such credentials 
to the applicant. For US citizenship, only the following credentials may be accepted: 
 

• U.S. Passport 
• Certified birth certificate issued by the city, county, or state of birth, in accordance with 

applicable local law 
• Naturalization Certificate 
• Certificate of Citizenship 
• FS-240 – Consular Report 
• DS-1350 – Certification of Report of Birth 

 
For non US citizens, a photocopy of a passport from their country of citizenship (or nationality) 

 
 



 
4. Click the Next arrow on the Secure Online Certificate Delivery page 

 
 
5. Click the Trust CA’s button on the Trust the Certificate Authority page. 

 



 
6. Click on the Click Here button for Step 1. Trust the ECA Root Certificate Authority. 

 
 
 
7. Check the three boxes on the Downloading Certificate prompt, then click OK 

 
 
 



 
8. Click on the Click Here button for Click Step 2. Obtain Your Certificate. 

 
 
 
9. On the Select a Certificate page, click on Identity Certificate option. 

 



 
10. Review the terms and conditions on the Subscriber Obligations page, then click I Agree 

 
 
 
11. Complete the Certificate Enrollment Form, select your Validity Period (e.g. One Year - 
$99), and then click Submit. Please note that if you encounter the Save New DataCard prompt, 
you should cancel if you do not want to save data in the request form. 

 
 



12. Review your information on the Subscriber Information page. If you have entered all your 
information correctly, then click This Is Correct. 

 
 
 
13. After clicking This Is Correct on the ORC ECA Identity Certificate online application form, the 
Master Password window may appear when submitting through Mozilla Firefox browser. 
Subscriber must create his/her own private key password. The private key password is case-
sensitive, and cannot be restored or reset by ORC if it is lost or forgotten. The password should 
be between 8 to 10 characters in length and should be alphanumeric. 
 
14.  Print out your ORC ECA Identity Certificate request form. If you do not see the yellow Finish 
Line at the bottom of the certificate request form or all pages of the ORC ECA Identity Certificate 
request form, please click the Reload current page. 

 
 
15. If you need to obtain your ORC ECA Encryption Certificate, click on Continue and proceed to 
apply for your ORC ECA Encryption Certificate. 


